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ABSTRACT

The Internet is a powerful force for good: within 20 years it has expanded from
almost nothing to a key component of critical national infrastructure and a driver
of innovation and economic growth. It facilitates the spread of information, news
and culture. It underpins communications and social networks across the world. A
return to a world without the Internet is now hardly conceivable.

But the Internet is now increasingly the playground of criminals. Where a decade
ago the public perception of the e-criminal was of a lonely hacker searching for
attention, today’s “bad guys” belong to organised crime groups, are highly skilful,
specialised, and focused on profit. They want to stay invisible, and so far they have
largely succeeded. While the incidence and cost of e-crime are known to be huge,
no accurate data exist.

Underpinning the success of the Internet is the confidence of hundreds of millions
of individual users across the globe. But there is a growing perception, fuelled by
media reports, that the Internet is insecure and unsafe. When this is set against the
rate of change and innovation, and the difficulty of keeping pace with the latest
technology, the risk to public confidence is clear.

The Government have insisted in evidence to this inquiry that the responsibility
for personal Internet security ultimately rests with the individual. This is no longer
realistic, and compounds the perception that the Internet is a lawless “wild west”.
It is clear to us that many organisations with a stake in the Internet could do more
to promote personal Internet security: the manufacturers of hardware and
software; retailers; Internet Service Providers; businesses, such as banks, that
operate online; the police and the criminal justice system.

We believe as a general principle that well-targeted incentives are more likely to
yield results in such a dynamic industry than formal regulation. However, if
incentives are to be effective, they may in some cases need to be backed up by the
possibility of direct regulation. Also, there are some areas, such as policing, where
direct Government action is needed. So Government leadership across the board
is required. Our recommendations urge the Government, through a flexible mix of
incentives, regulation, and direct investment, to galvanise the key stakeholders.

The threat to the Internet is clear, but it is still manageable. Now is the time to act,
both domestically, and internationally, through the European Union and through
international organisations and partnerships.
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Personal Internet Security

CHAPTER 1: INTRODUCTION

The Internet is a global network of millions of interconnected computer
networks linking hundreds of millions of machines used by over a billion
people. It transfers data between these machines in such a way that the
computers at each end of a connection need not be aware of each other’s
physical location, or the technical details of the many intervening data
transmission systems.

The origins of the Internet lie in the 1970s, but it was opened to commercial
traffic in 1985, began to be widely used by individuals in the early 1990s and
is now so important that it is deemed to be part of the critical national
infrastructure of all developed nations.

The Internet underpins a considerable amount of global economic activity,
permitting huge changes in traditional business models. It has also radically
changed the way in which individuals are able to access information,
entertain themselves, and even the way in which they meet their partners. It
has undoubtedly been, and continues to be, a powerful force for good.

It is also a complex phenomenon that continues to evolve and grow at a rapid
pace. In March 2007 the total number of Internet users world-wide was put
at 1.114 billion, or 16.9 percent of the world’s population. Internet
penetration continent by continent varies from 3.6 percent in Africa to
69.7 percent in North America. In the United Kingdom Internet penetration
is 62.3 percent, among the highest in Europe, with growth from 2000-2007
put at 144.2 percent.! Some eastern European countries have seen growth
over the same period, albeit from very low levels, of well over 1,000 percent.

The fast-changing technology underpinning this growth in Internet use is
very poorly understood by the vast majority of its users. Indeed, one reason
for the prodigious success of the Internet is that users can “surf the web”
without having to understand the technical means by which information is
accessed or communicated. The many layers of technology that lie beneath
the interface seen by the user, typically a software application known as a
web browser, are effectively hidden. But just as the technology is for most
users invisible, so are the risks.

These risks are manifold. They threaten personal security—that is to say,
they may undermine the individual’s ability to control the information that
they have entered into or stored on connective devices such as PCs, mobile
telephones, or databases operated by commercial organisations, government
agencies and others. Victims typically suffer financial loss through fraud,
though in cases of identity theft they may also suffer loss of reputation, or, in
extreme cases, may be accused of crimes they did not commit.

Online risks may also impact upon personal safety—by which we mean they
may lead to direct physical or psychological harm to the individual. One
high-profile threat is that posed to children by predatory paedophiles, who
conceal their true identity whilst using the Internet to “groom” potential

1 Source: Internet World Stats (http://www.internetworldstats.com/stats.htm).

























































































































































































































































































































































