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Conclusions and recommendations

We conclude that the Government is to be commended for bringing forward the
Export Control (Security and Para-military Goods) Order 2008, to prevent the
export of, and trading in, sting sticks. (Paragraph 6)

We conclude that two weeks to comment on the draft Trade in Goods (Categories of
Controlled Goods) Order 2008 was wholly inadequate. We recommend that the
Government ensure that interested parties have at least two months to comment on
the drafts of the third tranche of secondary legislation implementing the
Government’s conclusions on the outcome of its Review of Export Controls.
(Paragraph 14)

We recommend that the Government take steps to demonstrate the effectiveness of
the export control system. (Paragraph 23)

We conclude that it is necessary to extend extra-territorial controls to cover the
export of, and trading in, small arms, MANPADS and cluster bombs and we
welcome the Government’s decision to do this in the Trade in Goods (Categories of
Controlled Goods) Order 2008. (Paragraph 27)

In the absence of a wide-ranging and enforceable international arms trade treaty we
conclude that there is an overwhelming case for the UK to extend its extra-territorial
controls further. (Paragraph 30)

We reiterate the recommendation we made last year that the Government bring
forward proposals to extend the extra-territorial provisions of the export control
legislation to encompass trade in all items on the Military List and that all residents
in the UK and British citizens overseas be required to obtain trade control licences,
or be covered by a general licence, before engaging in any trade in the goods on the
Military List. In order not to undermine the employment prospects of British citizens
working for reputable organisations, we further recommend that the Government
issue general licences covering British citizens working overseas and engaged in
categories of trade between specified countries or in certain activities such as
advertising. (Paragraph 31)

We conclude that the Government should make its decision whether or not to
include the control of transport and ancillary services within new Category B
provided by the Trade in Goods (Categories of Controlled Goods) Order 2008 on the
basis of evidence made available to the Committees, including any practical
experience in other countries of implementing such provisions. In addition, the
Government should consider not only the services to include but the nature of the
control and the duties and liabilities that can reasonably be placed on those
providing ancillary services. (Paragraph 33)

We reiterate our recommendation made previously that the Government establish a
register of arms brokers. (Paragraph 36)
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We conclude that the Government is right to seek to introduce an end-use control
on torture equipment through the EU. If this is not possible, we recommend that
such a control should be introduced by the UK. (Paragraph 38)

We reiterate our recommendation that it should become a standard requirement of
licensing that export contracts for goods on the Military List contain a clause
preventing re-export to a destination subject to UN or EU embargo. In addition, we
recommend that the contracts include a subrogation clause allowing the UK
Government to stand in the place of the exporter to enforce the contract in British or
foreign courts. (Paragraph 40)

We recommend that the Government make export licences for supplies to licensed
production facilities or subsidiaries subject to a condition in the export contract
preventing re-export to a destination subject to UN or EU embargo. (Paragraph 42)

We conclude that we should return to the issue of the “single action” clause—
empowering the Government to refuse the transfer of an unlisted item—once the
Government has pursued the matter through the EU and we recommend that in its
response to this Report the Government state its current position in negotiations
with the EU. (Paragraph 44)

We conclude that a military end-use control applying to non-controlled goods is
evolving. We welcome this development. We recommend that the Government
bring forward proposals for a systematic military end-use control regime. (Paragraph
46)

We recommend that the Government consider as part of a package of proposals for a
military end-use control regime whether (i) the ML6 category of the Military List
should be amended to cover utility and transport vehicles supplied for military,
security or police use, including those supplied as complete items or in kit form, and
(ii) the ML10 category should be amended to cover utility and transport aircraft
supplied for military, security or police use. (Paragraph 47)

We conclude that we should continue to monitor the number of seizures made
annually by HM Revenue and Customs and we recommend that the Government
continue to supply this information in annual reports on strategic export controls
along with an explanation for the trend in seizures. (Paragraph 50)

We reiterate our recommendation made previously on two occasions that the
Sentencing Guidelines Council conduct a review of the guidelines on sentences for
breaches of export control and we press the Council as a matter of urgency to include
the review in its programme for 2008-09. We are deeply dismayed to have to make
this recommendation again. (Paragraph 52)

We recommend that the Government suspend as a matter of course any person or
company convicted of breach of export controls from the use of the Open General
Trade Control Licence for a period no less than the length of their sentence and, if
the Government establishes a register of brokers, he or she be struck off the register.
We also recommend that those who have committed minor breaches have this
recorded against their names in the register. (Paragraph 55)
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We conclude that we should monitor the trend and type (in particular, intent, lack of
awareness or neglect of duty of care) in the number of misuses of open general
licences next year. We recommend that this information should be included in the
Government’s annual reports on strategic export controls. (Paragraph 57)

Where breaches of the requirements to use open general licences are persistent and
an exporter shows no inclination to bring his or her administrative arrangements up
to the required level, we recommend that the Export Control Organisation
automatically remove the exporter’s entitlement to use open general licences.
(Paragraph 58)

In responding to this Report we recommend that the Government set out the
arrangements and programme for reviewing and updating open general licences.
(Paragraph 59)

We conclude that the use of civil penalties for the breach of export controls appears
to offer a method of strengthening the UK’s export controls. We conclude that we
should consider this matter further when the Government has completed its
consideration of the use of civil penalties for the breach of export controls. We
recommend that the Government inform the Committees and the House of the
outcome of its deliberations at an early date. (Paragraph 63)

In responding to this Report we recommend that the Government provide an
assessment of the effects on the integrity of the UK’s export control system of
waiving the requirement on exporters applying for OGELs to wait for an
acknowledgment of their applications from the Export Control Organisation before
exporting goods under the licence. We further recommend that the Government
take steps to ensure that the integrity of no part of the UK’s export control system is
jeopardised by the illness or unavailability of staff. (Paragraph 67)

We conclude that there is no overwhelming case in favour of creating an export
enforcement agency in the short term. (Paragraph 70)

We conclude that the transfer of some functions of the Defence Export Sales
Organisation (DESO) from the Ministry of Defence to The Department for Business,
Enterprise and Regulatory Reform provides an opportunity to separate the functions
of promoting defence sales from that of licensing exports in both departments.
(Paragraph 74)

We conclude that all of the departments concerned with the scrutiny of export
licences need to keep under review whether the cutbacks in defence attaché posts is
having a detrimental effect on the UK’s export controls. (Paragraph 76)

We recommend that within six weeks of the publication of this Report the Home
Office supply a memorandum responding to the matters we raised on the import of
arms in our Report last year. (Paragraph 78)

We recommend that the Government publish future annual reports on strategic
export controls by the end of March of the following calendar each year. (Paragraph
80)
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We recommend that that the Government include monetary information on the
management and enforcement of export controls in future annual reports on
strategic export controls. (Paragraph 83)

We recommend that the Government in responding to this Report set out any
conclusions it has reached arising from its examination of the practices followed in
annual reports issued by other EU Member States and provide an indication of the
timetable for the completion of the work. (Paragraph 84)

We recommend that the Government in responding to this Report set out the
timetable for bringing a fully searchable and regularly updated database of all
licensing decisions into operation and publish details of its functionality and
operating arrangements. (Paragraph 85)

In responding to this Report we recommend that the Government explain whether
in issuing export licences for armoured personnel carriers and water cannons to
Libya it made an exception to its policy to refuse an export licence if the issue of a
licence is assessed to be inconsistent with the Consolidated Criteria and whether it
will carry out end-use monitoring in the case of these exports to Libya. (Paragraph
90)

In responding to this Report we recommend that the Government explain whether it
carries out any Criterion 8 assessment of the impact of exports to private companies
in countries on the Department for International Development’s list of countries
where sustainable development is most likely to be an important factor and whether
it checks that an application made by a private company from a country on the list is
unconnected with the government of the country. (Paragraph 91)

We have concluded that in the case we raised about the Open Individual Trade
Control Licence which appeared to cover exports to Ivory Coast we should accept
the Government’s offer of a confidential briefing. (Paragraph 93)

We recommend that the Government send us a “Restricted” report on outreach no
later than its response to this Report and clarify the timetable for the production of
future reports. (Paragraph 94)

We recommend that when it produces guidance for those handling or dealing with
exports—both for civil servants and British citizens or companies—the Government
set out concisely and clearly the extra-territorial provisions in statute and common
law on bribery and corruption as well as the penalties for breaching the law.
(Paragraph 110)

We reiterate our recommendations that an assessment in the Criterion 8
methodology be applied by the Government to test whether the contract behind an
application for an export licence is free from bribery and corruption, to maximise the
integrity and accountability of the procurement process, and that the Government
publish the methodology in the annual report on strategic export controls.
(Paragraph 112)

We recommend that as a first step the Export Control Organisation require those
applying for export licences to provide a declaration that to the best of their
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knowledge the export contract has not been obtained through bribery or corruption
and that where an agent has been used due diligence checks have been carried out.
We recommend that those who knowingly make a false declaration be liable to
prosecution and revocation of all export licences. In addition, we recommend that in
a case where subsequently an exporter is convicted of corruption the Government
revoke all his or her export licences. We also recommend that the Government
amend the National Export Licensing Criteria to make conviction for corruption by
an exporter grounds for refusing an export licence. (Paragraph 117)

We recommend that the UK Government consider how to improve the transparency
of the Salam Project. We also recommend that the Public Accounts Committee gives
consideration to publishing all reports to it from the National Audit Office in respect
of the Salam Project. (Paragraph 121)

We recommend that the Government provide in its response to this Report a
statement setting out the progress made by government departments and agencies
investigating current allegations of bribery in relation to arms exports. (Paragraph
123)

We recommend that the Government continue to press determinedly for the revised
EU Code of Conduct on Arms Exports to be adopted as a legally binding Common
Position under Article 18 of the Treaty of European Union. (Paragraph 126)

We recommend that in responding to this Report the Government explain whether
the conclusions and recommendations from the peer review of the implementation
of EU Council Regulation 1334/2000 on the control of dual-use items have led to
changes in the operation of the export control system to improve its effectiveness.
(Paragraph 127)

On the basis of the evidence given by the Secretary of State for Defence and by the
Foreign and Commonwealth Office we conclude that the Government has reached
the view that neither the Defence and Security Procurement Directive nor the Intra-
Community Transfers Directive as published on 5 December 2007 will lead to a
weakening of the UK’s export control system. This is an issue that we shall keep
under review. (Paragraph 133)

We recommend that the Government provide us with a report on the outcome of its
contacts with the Slovenian Presidency and EU States within the Working Party on
Conventional Arms Exports (COARM) to consider how best to ensure that the EU
Code of Conduct is applied in a uniform manner across the all Member States.
(Paragraph 135)

We conclude that the Government is to be commended and supported in its efforts
to achieve a comprehensive and effective international arms trade treaty. (Paragraph
137)

We recommend that the Government bring forward legislation in the next session to
ratify the 2005 Protocol to the 1988 Convention for the Suppression of Unlawful
Acts Against the Safety of Maritime Navigation (the SUA Protocol). (Paragraph 140)
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We conclude that the British Government and the EU should maintain their arms
embargo on China. (Paragraph 146)

We recommend that the Government adopt a policy that, where a country is subject
to an international arms embargo, the UK Government does not provide official
sponsorship for the representatives of the State under embargo to attend arms fairs
in the UK. (Paragraph 148)

We recommend that in responding to this Report the Government explain whether
it pressed for a restriction in the Convention on Cluster Munitions agreed in Dublin
in 2008 that would allow it to develop a new generation of anti-tank cluster shell.
(Paragraph 152)

We conclude that the Government is to be commended for its support for, and
agreement to enter into, the Convention on Cluster Munitions agreed in Dublin in
2008, which bans all types of cluster munitions, including so-called “smart” cluster
munitions. (Paragraph 153)
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1 Introduction

1. Since 1999 the Business and Enterprise (formerly the Trade and Industry)," Defence,
Foreign Affairs and International Development Committees have worked together to
examine the Government’s strategic export control system and policies. This arrangement,
which is now known as the “Committees on Arms Export Controls”, enables the House of
Commons to conduct ongoing scrutiny of a complex and controversial area of government

policy.

2. Until March 2008 the arrangement was known as the “Quadripartite Committee”, a
name which arose from the fact that four select committees are involved in the work. While
those who dealt regularly with the Committee understood what the Quadripartite
Committee did, we considered that the name was confusing to those who were not familiar
with its work. We therefore decided to drop Quadripartite and instead use a title that
describes the work we do. From 10 March “Quadripartite Committee” was replaced with
“The Committees on Arms Export Controls”.?

3. Our Report this year follows the pattern of earlier years: a review of the policy,
enforcement and the annual and quarterly reports on strategic export controls published
since our last Report, combined with a detailed examination of a number of aspects of
export control. We concentrate in detail on two issues which have featured in our, and our
predecessor Committees’, previous Reports. The first is the Government’s Review of
Export Controls, which we covered at length in last year’s Report. This year’s examination
follows up the issues we raised last year. The second area examined in detail is the question
of bribery and corruption in arms exports, which our predecessor Committees first
reported on in May 2004.’

The Government’s Review of Export Controls

4. As we noted last year,* in line with Cabinet Office guidance, the Government started
post-legislative scrutiny of the orders and regulations—“secondary legislation”—made
under the Export Control Act 2002 in 2007 as these orders and regulations had been in
force by then for three years.” The review process started in June 2007 when the
Government published a consultation document, 2007 Review of Export Control
Legislation,® and the latest indication is that the final tranche of legislative changes arising

1 In November 2007 the Trade and Industry Committee was replaced by the Business, Enterprise and Regulatory
Reform Committee (Votes and Proceedings, 25 July 2007, pp 208-209), the name of which was shortened to the
Business and Enterprise Committee in March 2008 (Votes and Proceedings, 11 March 2008, p 370).

2 See "Quadripartite Committee renamed the Committees on Arms Export Controls”, Quadripartite Committee press
notice 2007-08 No. 03, 4 March 2008.

3  Defence, Foreign Affairs, International Development and Trade and Industry Committees, First Joint Report of
Session 2003-04, Annual Report for 2002, Licensing Policy and Parliamentary Scrutiny, HC 390, Ev 34

4  Defence, Foreign Affairs, International Development and Trade and Industry Committees, First Joint Report of
Session 2006-07, Strategic Export Controls: 2007 Review, HC 117, para 2 and following

5 HCDeb, 16 March 2006, col 521WH; HC Deb, 4 May 2006, col 1751W

6  Export Control Act 2002: 2007 Review of Export Control Legislation: A Consultation Document, Department of Trade
and Industry, June 2007 at http://www.berr.gov.uk/files/file39949.pdf (hereafter the “2007 Consultation Document”)
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from the Review should be enacted in April 2009.” The Review is being carried out by the
Export Control Organisation (ECO), in consultation with other interested departments
and parties.®* The Government explained that the Review would be carried out according to
Better Regulation principles as set out by the Cabinet Office’ and “will provide a useful
opportunity to take stock of existing controls”.!° The review process therefore looks likely
to take about two years and, with the encouragement of the Government,"' we are keen to
make a full contribution. Hence we are returning to the issues thrown up by the Review in
this Report.

5. Responses to the Government’s 2007 Consultation Document were invited by 30
September 2007. In our Report, published in August 2007, we were able to set out
conclusions and make recommendations to the Government which addressed those
matters on which the Government had invited views. In addition, we set out conclusions
and recommendations on matters which we considered needed to be addressed as part of
the Review but which were not addressed in the 2007 Consultation Document. The
Government published its Initial Response to the 2007 Consultation on 6 February 2008.'2
We invited evidence from interested parties on the Review and took oral evidence from
Malcolm Wicks MP, Minister for Energy, Department for Business, Enterprise and
Regulatory Reform (BERR), who has responsibility for export controls and the Review.
Both industry"’ and the non-governmental organisations'* were complimentary about the
review process—in particular, the Government’s “willingness to engage with external
stakeholders in a serious and open manner”'*—and both, though the non-governmental
organisations had reservations about the scope of the Review,'® welcomed the Initial
Response.'” The Minister told us that he would “continue to involve the Committee as fully
as we can in the review and we will shortly send the Committee the draft legislation to
implement the next set of changes [and later] in the year we will send the Committee the
draft legislation to implement the further changes”.'®

7 Q134;,Ev68
8 HCDeb, 4 May 2006, col 1751W

9 Departments of Defence, Foreign and Commonwealth Affairs, International Development and Trade and Industry,
Strategic Export Controls: HMG's Annual Report for 2004, Quarterly Reports for 2005, Licensing Policy and
Parliamentary Scrutiny Response of the Secretaries of State for Defence, Foreign and Commonwealth Affairs,
International Development and Trade and Industry, Cm 6954, October 2006, p 3

10 Cm 6954, p 1

11 Defence, Foreign Affairs, International Development and Trade and Industry Committees, First Joint Report of
Session 2005-06, Strategic Export Controls: Annual Report for 2004, Quarterly Reports for 2005, Licensing Policy and
Parliamentary Scrutiny, HC 873, para 17 and Q192

12 Export Control Act 2002: Review of Export Control Legislation (2007) Government’s Initial Response to the Public
Consultation, Department for Business, Enterprise and Regulatory Reform, 6 February 2008, at
http://www.berr.gov.uk/consultations/page39910.html (hereafter the “Government’s Initial Response to the 2007
Consultation™)

13 Ev47

14 Ev 54, paras 5-8

15 Ev 54, para5

16 Ev 54, 56, paras 8-9, 21
17 Ev47

18 Q134
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6. The outcome of the 2007 Review of Export Controls will consist of three tranches of
legislation. The first, which is now in force, was the Export Control (Security and Para-
military Goods) Order 2008" which extended the controls to cover the export of, and
trading in, hand-held, spiked batons, known as “sting sticks”. In our Report in 2006 we
called for such a change.”® We conclude that the Government is to be commended for
bringing forward the Export Control (Security and Para-military Goods) Order 2008,
to prevent the export of, and trading in, sting sticks.

7. The second order is the Trade in Goods (Categories of Controlled Goods) Order 2008,
which extends extra-territorial controls on trading in arms. It will come into operation in
October 2008. Although we raised no objection to the Order, we had concerns about the
length of time we were given to comment on the Order, which are set out at paragraph 14
below, and see also Annex 1.

8. The third tranche of legislation is likely to be less straightforward than the first or second
and it has not yet been finalised. According to the Government, not only will it consolidate
the earlier changes but “a further change—to extend extra-territorial trade controls to light
weapons—will come into effect in 2009, and it is possible that other changes may also be
announced.” The main focus of our work on the 2007 Review of Export Controls is
therefore on the contents of the third tranche of secondary legislation.

Allegations of bribery and corruption

9.In 2003 our predecessor Committees requested and received—in June 2003—a
memorandum?® from the Ministry of Defence (MoD) commenting on allegations that
since the 1970s its defence exports services organisation had condoned and facilitated
defence exports to the Middle East which were tainted with corruption.”® The MoD
rejected the allegations.* The allegations resurfaced in 2006* and a number of assertions
appeared in the media quoting a former defence minister in the 1970s as saying that the
UK had bribed senior Middle East officials to secure arms contracts.”® We put these further
allegations to the MoD which replied that the “facts given to the Committee in [the 2003]
MOD Memorandum were accurate, both as they related to the practices [...] at that time
and, from the records we have identified, in relation to practices at earlier times.””

10. In 2007-08 the Campaign Against Arms Trade (CAAT) and Nicholas Gilby made
further submissions®® to support the allegations concerning bribery in the 1970s. The

19 S12008/639, which amended the Export of Goods, Transfer of Technology and Provision of Technical Assistance,
(Control) Order 2003 (Sl 2003/2764) and the Trade in Goods (Control) Order 2003 (SI 2003/2765)

20 HC(2005-06) 873, para 173
21 Eve8
22 HC 390 (2003-04) Ev 34-35

23 "Web of state corruption dates back 40 years - Shielded by secrecy law - the system of 'special commissions' still
flourishing today”, The Guardian, 13 June 2003, p 11

24 HC(2003-04) 390, Ev 34

25 HC(2005-06) 873, Ev 159, para 12 and following

26 For example, “We bribed Saudis, says ex-minister”, The Daily Telegraph, 17 June 2006, p 6
27 HC(2005-06) 873, Ev 168

28 Ev79; Ev81; Ev85
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examination of events which occurred over 30 years ago is not the usual staple of select
committees. Neither ministers nor civil servants currently in post have first-hand
knowledge of—or direct responsibility for—events 30 years ago and many of those with
such knowledge are no longer alive. There is now, however, some material available in the
form of the documents at the National Archives. Both CAAT and Mr Gilby and the MoD
offered their views on this material. In view of the passage of time we decided that, rather
than embark on a general and lengthy review of contracts for the supply of arms to the
Middle East, the best course was to focus on one case and this is done at chapter 6. It was
our intention in embarking on the exercise to use our examination of the evidence to
inform arrangements for tackling bribery and corruption in the future.

Review of annual and quarterly reports on strategic export controls

11. We have reviewed the quarterly reports on strategic export controls issued since our
last Report. We had hoped that for the first time to be able to “catch up” on our review of
annual reports on strategic export controls. In the past the Government produced the
annual report about seven months after the end of the calendar year around the time (in
July) that we are usually finalising our Report. This has meant that we have not been able to
carry out any detailed scrutiny of the annual report until the following year. This year the
Government indicated that it would produce the 2007 Annual Report on Strategic Export
Controls in May 2008.” In the event it was not able to produce the 2007 report by the time
that we concluded our deliberations. The latest indication we have is that the 2007 Annual
Report will be produced in July. This is no improvement on previous years. Our Report
this year is limited to a review of the 2006 Annual Report on Strategic Export Controls.”

12. As well as the process of taking oral and written evidence on policy and the operation
of the legislation, we have continued to explore issues raised by particular licences; we have,
for example, assessed whether there has been any inconsistency in the issuing and refusal
of licences to a particular country and whether other licence approvals or refusals for which
the rationale is not obvious have been determined in accordance with the EU Code of
Conduct on Arms Exports and the UK’s National Export Licensing Criteria.*! This process
is detailed and, necessarily, often confidential, though where the Government has provided
a response without a security marking we have published it.*> We have drawn on the
information received to make points on policy issues, and we shall keep certain cases under
review.

29 Ev 85, para 25

30 Foreign and Commonwealth Office, United Kingdom Strategic Export Controls: Annual Report 2006, Cm 7141, July
2007

31 HC Deb, 26 October 2000, cols 199-203W; and see Cm 7141, pp 70-72

32 For example, Ev 71 and Ev 85
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2 The work of the Committees

Relations between the Committees and the Government

13. We are pleased to report that the relations between the Committees and the
Government have remained constructive and cooperative. Mr Gareth Thomas,
Parliamentary Under-Secretary of State for International Development, who responded in
the debate on 27 March 2008 on our last Report took the “opportunity to celebrate the
work of the Committees on strategic export controls”.** We are grateful to the Minister for
his comments.

Review of drafts of secondary legislation

14. We recommended in our last Report that any secondary legislation to implement
conclusions arising from the Government’s Review of Export Controls be shown in draft to
our Committees.** We received a draft of the Trade in Goods (Categories of Controlled
Goods) Order 2008 on 30 May 2008 along with a draft of the Review of Export Control
Legislation (2007) Supplementary Guidance Note on Trade (“Trafficking and Brokering”)
in Controlled Goods.”” The Government requested comments by 13 June. Although in the
time available the Chair of the Committees was able to take informal soundings, and to
provide a response, we sought an assurance that more time would be provided to scrutinise
the third and final tranche of secondary legislation due to be published in draft later this
year. A copy of the Chair’s letter to the Minister is at Annex 1 to this Report. We conclude
that two weeks to comment on the draft Trade in Goods (Categories of Controlled
Goods) Order 2008 was wholly inadequate. We recommend that the Government
ensure that interested parties have at least two months to comment on the drafts of the
third tranche of secondary legislation implementing the Government’s conclusions on
the outcome of its Review of Export Controls.

Evidence and witnesses

Oral evidence

15. In the course of this inquiry, we held four evidence sessions with: (i) the Secretary of
State for Defence, Rt Hon Des Browne MP, and officials from the Ministry of Defence
(MoD); (ii) the Export Group on Aerospace and Defence (EGAD);* (iii) the UK Working
Group on Arms*and Transparency International (UK); and (iv) the Minister for Energy,

33 HCDeb, 27 March 2008, col 163WH
34 HC(2006-07) 117, para 35

35 Ev 68; Draft of Review of Export Control Legislation (2007) Supplementary Guidance Note on Trade (“Trafficking
and Brokering”) in Controlled Goods, Department for Business, Enterprise and Regulatory Reform, May 2008

36 EGAD operates under the joint auspices of the Association of Police & Public Security Suppliers (APPSS), the British
Naval Equipment Association (BNEA), the Defence Manufacturers Association (DMA), the Society of British
Aerospace Companies (SBAC) and the Society of Maritime Industries (SMI).

37 The Working Group is part of an international coalition of non-governmental organisations which includes Amnesty
International UK, Saferworld, Oxfam GB and the Omega Research Foundation. A separate submission was made by
Amnesty International UK, the Omega Research Foundation and Saferworld without Oxfam GB—Ev 60—which was
not a submission from the Working Group.
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Malcolm Wicks MP, who has responsibility for export controls, and officials from the
Department for Business, Enterprise and Regulatory Reform (BERR).

16. The evidence session with the Secretary of State for Defence was the first time that
either we or our predecessor Committees had taken oral evidence directly from that
department. Applications for export licences for military and dual-use goods and
technology are referred by the Export Control Organisation (ECO) at BERR to the MoD as
well as the Foreign and Commonwealth Office (FCO) and the Department for
International Development (DfID) for advice. Within the MoD, specialists, including those
in equipment capability and security, and defence intelligence, consider applications
against the Consolidated EU and National Arms Export Licensing Criteria, particularly
Criterion 4 (preservation of regional peace, security and stability), Criterion 5 (national
security of the UK and of Allies, EU Members States and other friendly countries) and
Criterion 7 (the existence of a risk that the equipment will be diverted within the buyer
country or re-exported under undesirable conditions).”® The MoD’s role in the
consideration of applications for export licences, along with the transfer of responsibility
for defence trade promotion from MoD to BERR and the allegations of bribery and
corruption in defence sales to the Middle East were the areas we examined with MoD.

17. We had planned to take evidence from Dr Kim Howells, Minister of State at the FCO
but because of the pressures of the parliamentary programme we were not able to do so.
The FCO supplied a written memorandum dealing with many of the questions that we had
intended to put to the Minister during an oral evidence session.”” We are grateful to the
FCO for supplying the memorandum, which we have drawn upon in formulating our
Report.

Weritten evidence

18. We invited written evidence® and we are grateful to those who made submissions. As
in previous years, we sought and received replies from the Government on a wide range of
matters. We also received unprompted information from the Government which it
considered would inform our deliberations.* We are grateful to the Government for its
replies and for keeping us informed of developments relevant to our inquiry. We attach to
this Report all the written evidence we received—other than material with a security
classification or copies of public records open to inspection at the National Archives.*
Continuing the practice we adopted last year we have also made available on the Internet
the written evidence we had received by May 2008, to assist those with an interest in our
inquiry. We are grateful to all those who gave oral and written evidence and to our adviser,
Dr Sibylle Bauer, who helped us evaluate the evidence.

38 Ev42

39 Ev90

40 “Strategic Export Controls”, Quadripartite Committee press notice 2007-08 No. 01, 22 November 2007
41 For example, Ev 69

42 We received copies of several documents which were deposited, and are open for public inspection, at the National
Archives, Kew. We have quoted from the documents in chapter 6.
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Visits

19. We carried out two visits in 2007-08. In September 2007 we visited DSEi (Defence
Systems and Equipment International),” which is a biennial international defence
exhibition held at the ExCeL Exhibition Centre in Docklands, London. There were 1,352
exhibitors present from 37 countries, 27 of which had National Pavilions and 85 Official
Defence Delegations from 56 countries attended as guests of the UK Government. The
event attracted some 25,000 international visitors.** We were grateful to the organiser, Reed
Exhibitions, for arranging the visit and for a briefing at ExCeL. In April 2008 we visited the
Port of Southampton and met officials from HM Revenue and Customs (HMRC) and the
Revenue and the Customs Prosecution Office. A note of our visit is annexed to this
Report.> We found the opportunity to inspect Customs’ operations at the Port useful as
was the discussion with the officials. We put on record our thanks to those who arranged
the visit and answered our questions.

20. We had hoped to visit the Ukrainian Parliament in March but the visit, which would
have been sponsored by the Foreign and Commonwealth Office, had to be postponed
because of the pressure of parliamentary business at Westminster. We now hope to visit
Ukraine to meet parliamentarians, ministers, officials and non-governmental organisations
later in the year, to share our experience of scrutinising strategic exports.

43 See below, paras 147 and 148.
44  See also Ev 72.
45  Annex 2
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3 Review of export control legislation

Introduction

21. Our Report this year contains a second instalment to the chapters on the 2007 Review
of Export Controls in last year’s Report.*® The background to the legislation and to the
Review was set out in Chapter 3 of last year’s Report. In summary, the origin of the Export
Control Act 2002 was the Report of the Scott Inquiry published in February 1996, which
criticised the export control regime at that time for its lack of accountability and
transparency. The report recommended that “the present legislative structure, under which
Government has unfettered power to impose whatever export controls it wishes and to use
those controls for any purposes it thinks fit, should [...] be replaced as soon as
practicable”.*” Following a White Paper on Strategic Export Controls* in 1998 and the
draft Export Control and Non-Proliferation Bill in March 2001,* the Export Control Act
2002 (as the draft Bill became) passed all its parliamentary stages and received Royal Assent
in 2002. As the 2002 Act was primarily an enabling power the new export control regime
was enacted under secondary legislation which came into operation on 1 April 2004.

Research

22. We have in our past two Reports highlighted the need for the Government to
commission independent research into the operation of the export control system.” In our
view it is essential that the review of the legislation is informed with the best available
assessment of the effectiveness of the export control system. In our Report last year we
recommended that the Government carry out a government-wide assessment of the
effectiveness of the operation of export control legislation since 2004 and that the
Government in responding to our Report produce detailed evidence to demonstrate the
effectiveness of export controls.” To assist the Government, we highlighted a number of
areas where we considered further research would be profitable:

a) what volume and categories of the goods falling within definitions on the Military List
and in the dual-use regulations were being exported without licences in breach of
export controls;*

b) the extent to which dual-use goods not subject to control were exported from the UK
and were then incorporated into equipment which had it been exported from the UK
would have been subject to export control;>

46 HC (2006-07) 117, chapters 4-8

47 Scott Report, HC (1995-96) 115, Vol IV, Chapter 2, para K2.1

48 Strategic Export Controls White Paper, Cm 3989, July 1998

49 Consultation on Draft Legislation: The Export Control and Non-Proliferation Bill, Cm 5091, March 2001
50 HC (2005-06) 873, paras 76 and 100; HC (2006-07) 117, paras 25-32

51 HC(2006-07) 117, paras 29 and 31

52 HC (2005-06) 873, para 76; HC (2006-07) 117, para 25

53 HC(2005-06) 873, para 100; HC (2006-07) 117, para 25
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c) whether the controls on the transfer of software were adequate, practicable and
enforceable;* and

d) the reasons for the small numbers of applications for trade control licences from British
citizens overseas.>

23. The Government’s response in November 2007 to our recommendations went some
way to accepting our concerns. It recognised that the Export Control Organisation’s
(ECQ’s) internal assessment of the controls included in the 2007 Consultation Document
did not provide “complete assurance that the system is working effectively”.”® Although it
did not rule out commissioning independent research, the Government considered that it
would be in a “better position to assess the effectiveness of the controls once it has the
responses to the current consultation” and “in the light of the ongoing inter-departmental
discussions on the review, as well as the Government’s research into comparisons with
other EU Member States”.”” It pointed out that the 2007 Consultation Document
specifically asked respondents to provide evidence on the effectiveness of the current
export controls.”® We accept that answers to such questions in the Consultation Document
may be useful but the respondents were self-selecting and the answers to some measure
were unstructured. We are therefore not surprised that the Government said that it “did
not get quite as much as we had hoped™” in response to the 2007 Consultation Document.
From the oral evidence session with the Department for Business, Enterprise and
Regulatory Reform (BERR) on 19 May we noted that the Government might carry out
some research to establish which ancillary services should be brought within export
control.® But for other key aspects of export control the Government is now in the
position that it has no independent research to inform the next stage of the review of the
legislation. Given the importance that the Government attaches to evidence-based policy
and the use of best practice, which must include some research,* we find this situation
surprising and regrettable. Nor, because of the absence of research, is the Government able
to point to sound evidence to refute the allegations—many based on anecdotal
evidence®>—that the system is ineffective. There is time for the Government to commission
research before the final tranche of secondary legislation is formulated, in order to provide

54 HC(2006-07) 117, paras 90-91
55 HC(2006-07) 117, para 59

56 Departments for Business, Enterprise and Regulatory Reform, Defence, Foreign and Commonwealth Affairs and
International Development, Strategic Export Controls: HMG’s Annual Report for 2005, Quarterly Reports for 2006,
Licensing Policy and Parliamentary Scrutiny Response of the Secretaries of State for Defence, Foreign and
Commonwealth Affairs, International Development and Business, Enterprise and Regulatory Reform, Cm 7260,
November 2007, p 3

57 Cm7260,p3

58 Cm 7260, p 3; we note that the response section (section 3) of the 2007 Consultation Document contained questions
inviting respondents’ views on the effectiveness of the system—for example, Q27: Do you have any other comments
or evidence on the effectiveness of the trade controls on trading in “Controlled Goods” carried out from within the
UK? If so, please provide details; Q32 Do you have any other comments or evidence on the effectiveness of the trade
controls on the activities of UK persons operating overseas?

59 Q 149; the responses were published at http:/www.berr.gov.uk/europeandtrade/strategic-export-
control/legislation/export-control-act-2002/review/page42883.html.

60 Q 148; see also below, para 32 and following.

61 Cabinet Office, Modernising Government, Cm4310, March 1999, for instance, stated at para 6: “Government expects
more of policy makers. More new ideas, more willingness to question inherited ways of doing things, better use of
evidence and research in policy making and better focus on policies that will deliver long-term goals”.

62 For example, HC (2005-06) 873, Q 198
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it with the assurance that the export control system is working effectively. We recommend
that the Government take steps to demonstrate the effectiveness of the export control
system.

Brokering, trafficking and extra-territoriality

24. Where a company or person acting within the UK arranges or negotiates contracts (or
agrees to do so) between others for trade in “Controlled Goods™ between overseas
countries this is commonly known as brokering. Where a company or person acting within
the UK trades (or agrees to trade) between overseas countries on his or her own behalf
principally buying, selling or arranging the transfer across borders of “Controlled Goods”
this is commonly known as trafficking.** Under the Export Control Act 2002 and the
accompanying secondary legislation that came into operation in April 2004, there are two
categories of extra-territorial control. First, actions by UK persons abroad are regulated
where they relate to trade in missiles with a range greater than 300 kilometres and torture
equipment, or trade to an embargoed destination. This is the “Restricted Goods” category.
Second, for other trafficking and brokering to fall under the scope of the Act, part of the
transaction has to take place in the United Kingdom. In the 2007 Consultation Document
the Government identified possible changes to the extra-territorial controls, including:

e A new “Middle Category”: The “Restricted Goods” controls would be reserved for
items for which the Government would never normally grant a licence. A new
category, “Partially Restricted Goods” would be created for more sensitive goods but
where there was legitimate trade. Under this category, the core activity of trading in
these goods would still be controlled if carried out by a UK person anywhere in the
world, as would other acts calculated to support that trading, including transportation,
financing/financial services, and insurance or re-insurance; but the more peripheral
acts, such as the promotion or advertising of these goods at trade fairs or in periodicals
would not be controlled.

e Extension of controls on some categories of equipment: The Government said that
certain types of military equipment were widely viewed as being of greater concern
than others: in particular, small arms, light weapons (SALW) and man-portable air
defence systems (MANPADS) and cluster bomb munitions.*

25. Last year we took evidence on, and considered, the Government’s proposals. In our
Report last year we concluded that the Government should bring forward proposals to
extend the extra-territorial provisions of the export control legislation to encompass trade
in all items on the Military List. In our view the experience of the past three years had
shown that the existing arrangements had failed and that the extension of the extra-
territorial provisions was overdue. We therefore recommended that the Government
require all residents in the UK and British citizens overseas to obtain trade control licences,

63 Military, paramilitary or certain explosive-related goods

64 Definitions drawn from "Export Control Act 2002: Trade (Trafficking and Brokering) in Controlled Goods including
to Embargoed Destinations: Guidance” issued by the ECO, June 2004.

65 2007 Consultation Document, para 2.1
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or be covered by a general licence, before engaging in any trade in the goods on the
Military List.*

26.In its Initial Response to the 2007 Consultation published in February 2008 the
Government concluded that the existing two tier structure for regulating brokering was no
“longer the most effective model” and it said that it was going to introduce a three-tiered
structure:

Category 1 would include only goods whose supply is inherently undesirable. For
Category 1 goods, the following activities would be controlled:

o trading activities by any person within the UK;
o trading activities by UK persons anywhere in the world; and
e any act calculated to promote the supply or delivery of such goods.

Category 1 would cover torture equipment, plus those cluster munitions “which cause
unacceptable harm to civilians” and the supply of any Controlled Goods to an
embargoed destination.

Category 2 would include goods in respect of which there is legitimate trade, but which,
on the basis of international consensus, have been identified as being of heightened
concern. It was envisaged that the following activities will be controlled:

o trading activities within the UK;
» trading activities by UK persons anywhere in the world;

o other activities directly related to that trading, including direct and targeted acts of
promotion;

but not peripheral acts such as general promotion or advertising at trade fairs or in
periodicals.

Category 2 would cover small arms and light weapons, long-range missiles (including
Unmanned Air Vehicles) and MANPAD:.

Category 3 would include any items on the Military List which did not fall within
Categories 1 or 2. For Category 3 goods trading between two countries overseas only if
carried out from within the UK would be controlled.

Under Category 3, indirectly associated activities, including the provision of transport,
financing/financial services, insurance or re-insurance and general advertising and
promotion would not be controlled.*”

27. When he gave evidence the Minister, Malcolm Wicks MP, indicated that the next
tranche of secondary legislation coming into operation on 1 October 2008 would extend

66 HC (2006-07) 117, para 76

67 Government's Initial Response to the 2007 Consultation, paras 1.2-1.3
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extra-territorial control on small arms, MANPADS and also cluster munitions.®® We and
our predecessor Committees have consistently and persistently recommended that the
extra-territorial controls be extended to all items on the Military List.*” We received a draft
of the Trade in Goods (Categories of Controlled Goods) Order 2008 and the Chair’s reply
to the Minister is at Annex 1. We conclude that it is necessary to extend extra-territorial
controls to cover the export of, and trading in, small arms, MANPADS and cluster
bombs and we welcome the Government’s decision to do this in the Trade in Goods
(Categories of Controlled Goods) Order 2008.

28. The question now, as the Minister pointed out it in his oral evidence, is “do we now
need to move further” than the Trade in Goods (Categories of Controlled Goods) Order
2008.° He said that the “the door is wide open on this for us to take further steps should we
deem that necessary”.”" In calling for the extension of extra-territorial controls our main
concern has been to bring within the ambit of the law activities which, if they had been
carried out in the UK without a licence, would be criminal activity. We also had a concern
that by attempting to define trade in terms of the items that could be reasonably identified
in advance as those which would not generally be granted a licence in the UK the
Government produced a regime that was too tightly and inconsistently drawn. One
obvious example is the inconsistency in the treatment of missiles—those with a range
greater than 300 kilometres were included within the 2004 extra-territorial controls but
those with a range below 300 kilometres were excluded—which is baffling and confusing.”

29. The starting point has to be Category 2—now category B in the draft Trade in Goods
(Categories of Controlled Goods) Order 2008— which is essentially a new category that the
Government has brought forward in response to representations about the inadequacy of
the controls on extra-territorial transactions. When it gave evidence, the UK Working
Group on Arms welcomed the decision to create the new category” to extend extra-
territorial brokering controls to small arms and light weapons and encouraged the
Government to extend the controls “to cover at a minimum other equipment generally
recognised to be of particular offensive utility”.”* The Export Group on Aerospace and
Defence (EGAD) did not share the UK Working Group’s approach and it considered a
widely drawn Category B “unworkable”.” It preferred an international arms trade treaty:

68 Q134

69 Defence, Foreign Affairs Committee, International Development and Trade and Industry Committees, Third, Second,
Third, Fourth Reports of 1999-2000, Annual Reports for 1997 and 1998 on Strategic Export Controls: Report and
Proceedings of the Committee, Appendices to the Report and Further Appendices to the Minutes of Evidence, HC
225, para 46; Defence, Foreign Affairs Committee, International Development and Trade and Industry Committees,
Eleventh, Seventh, Seventh, Eleventh Reports of 1999-2000, Strategic Export Controls: Further Report and
Parliamentary Prior Scrutiny: Report, Proceedings and Minutes of Evidence and Appendices HC 467, para 64;
Defence, Foreign Affairs, International Development and Trade and Industry Committees, Report for Session 2000-
01, Draft Export Control and Non-Proliferation Bill, HC (2000-01) 445, para 96; HC 390 (2003-04) paras 221 and 224;
Defence, Foreign Affairs, International Development and Trade and Industry Committees, First Joint Report of
Session 2004-05, HMG’s Annual Report for 2003, Licensing Policy and Parliamentary Scrutiny, HC 145, para 156; HC
(2005-06) 873, para 195; HC (2006-07) 117, para 76

70 Q145

71 Q 145; see also Ev 68.

72 HC(2006-07) 117, para 76
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because by definition it is far easier to effectively enforce a domestic law than it is to
enforce a law extra-territorially. If arms were being moved between two countries,
those arms would be an export from one of the countries and an import to the other
by definition. If we could get to the stage where that transaction was being controlled
effectively by the countries directly involved, that would be a far more efficient
means of enforcement and far more likely to result in a successful prosecution than
would the UK trying to control that transaction from one stage removed.”

30. In an ideal world where all states were in a position to apply export controls broadly in
line with the UK’s controls EGAD’s analysis and approach would have much to commend
it. But we are not, and, as we note in chapter 8, the prospects for a comprehensive, fully-
enforced, universally-applied treaty may be some time off. Moreover, control and policy
are different. An overseas government may have a perfect control system, and take a policy
decision to license an export to a country which it considers friendly, but the UK would
not. In addition, countries outside the EU are not bound by EU sanctions. And even if a
treaty came into operation which was based on the EU Code of Conduct on Arms Exports,
there would be scope for interpretation and for assessments based on differing foreign
policy evaluations by governments. In the absence of a wide-ranging and enforceable
international arms trade treaty we conclude that there is an overwhelming case for the
UK to extend its extra-territorial controls further.

31. The creation of the new intermediate category—Category B—which will cover goods
such as small arms”” means that the Government now accepts in principle that the reach of
the UK’s controls on extra-territorial transactions includes trade in goods for which there
is a legitimate market. We agree with this principle and welcome the Government’s
acknowledgement of it. The Working Group pointed out, however, that the Government
appeared “reluctant to extend this principle to its logical conclusion, i.e. that the brokering
of all Military List goods should be subject to a form of extraterritorial control”.”® The
Government indicated that it wished to include in Category B goods that, “on the basis of
international consensus, have been identified as being of heightened concern”.” In its oral
evidence the UK Working Group pointed out that brokers “are increasingly offering a
whole range of military equipment on the list, not necessarily the entire Military List but
there are clearly items such as tanks, vehicles, rocket launch systems and helicopters which
you may want to control”.® We agree with the UK Working Group’s analysis. While we
welcome the Government’s intention to control the extra-territorial transactions of people
based in the UK and of British citizens overseas carrying out legitimate brokering in arms,
we consider that its proposed restriction of Category B to trading on items causing
“heightened concern” is problematic. It is a subjective definition which is likely to throw up
as many inconsistencies as the existing regime. For example, missiles might be within
Category B but tanks outside. We reiterate the recommendation we made last year that

76 Q62
77 The Government stated that Category B would be extended in April 2009 to include light weapons—Ev 68.
78 Ev 55, para 13

79 Draft of Review of Export Control Legislation (2007) Supplementary Guidance Note on Trade (“Trafficking and
Brokering”) in Controlled Goods, Department for Business, Enterprise and Regulatory Reform, May 2008, para 5

80 Q100
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the Government bring forward proposals to extend the extra-territorial provisions of
the export control legislation to encompass trade in all items on the Military List and
that all residents in the UK and British citizens overseas be required to obtain trade
control licences, or be covered by a general licence, before engaging in any trade in the
goods on the Military List. In order not to undermine the employment prospects of
British citizens working for reputable organisations, we further recommend that the
Government issue general licences covering British citizens working overseas and
engaged in categories of trade between specified countries or in certain activities such
as advertising.

Control of transport and ancillary services

32. The Minister recognised “the integral nature of transport” when it came to extra-
territorial controls and he promised “that we will look at it again before reaching a
definitive conclusion”.® He said, as we have noted, that the Government would “carry out
some research to establish which supporting activities should be controlled in relation to
the new Category B trade controls which [...] include small arms. There may well be a case
to include transport services because obviously transport services are vital to this trade, so
we are certainly looking at this”.*> The Government also indicated that it was working with
the industry “to try and get costings that are as accurate as possible”.® The UK Working
Group on Arms regarded as a matter of urgency the extension of the extra-territorial
controls to transporters® and it argued that the “roles of broker and transporter can be
tightly linked, with the dividing line between them difficult to draw”.®®> EGAD, however,
considered that “control in the peripheral activities such as transportation is fraught with
difficulties”.®

33. Last year we took the view that bringing ancillary services beyond those that were
provided in relation to restricted goods and to the supply of controlled goods to
embargoed destinations or for WMD?*” end-use within export control would improve the
regulation of strategic export transfers. But a general extension would add to UK service
providers” costs and, as services were increasingly globalised, could place them at a
competitive disadvantage.** We made no recommendation last year and we make none this
year on the extension of extra-territorial controls to ancillary services. We do, however,
reach a conclusion. We conclude that the Government should make its decision whether
or not to include the control of transport and ancillary services within new Category B
provided by the Trade in Goods (Categories of Controlled Goods) Order 2008 on the
basis of evidence made available to the Committees, including any practical experience
in other countries of implementing such provisions. In addition, the Government

81 Q150
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should consider not only the services to include but the nature of the control and the
duties and liabilities that can reasonably be placed on those providing ancillary services.

Registration of brokers

34. We concluded in our Report last year that the EU Common Position on the control of
arms brokering adopted on 23 June 2003 provided best practice and we recommended that
the Government establish a register of arms brokers. We also recommended that any
brokering or trafficking in arms by a person in the UK or a British citizen abroad who was
not registered be made a criminal offence.”

35. When he gave evidence the Minister made it clear that the Government was not
opposed to a register in principle and he could see certain advantages in a register.”® We
pointed out that some EU countries operated registers and he indicated that he was
prepared to examine practice across the EU.’ His reservations concerned “practical
difficulties” and he said that “we will have to consider those before reaching a
conclusion””> John Doddrell, Director, Export Control Organisation, set out the
advantages of a register. He could envisage advantages:

in terms of increasing compliance, particularly if it is linked to some kind of
awareness test in relation to the controls that people would have to satisfy us before
they could be registered that they understood what the controls are. There is also a
potential advantage in that if somebody commits a particular offence, demonstrates
that they are not a suitable candidate to be conducting business in this area, the
register would provide a means of preventing them from going about that activity in
future, so there are advantages.*

If a register were established, Mr Doddrell explained that the arrangements that would
have to be considered:

what the criteria would be to accept somebody on the register; what the mechanism
would be for removing them and stopping them from continuing their practice in
that area; whether we might charge a fee for people being on the register; whether the
register would be a public document freely published and made available or whether
it would be something that would be just available for the department itself, and
perhaps a final point to make on this is that there is a real balance on this as to
whether the benefits [...] outweigh the extra regulatory hoop that we will be
imposing on business that they would have to go through in order to go about their
business.**

89 HC (2006-07) 117, para 82
90 Q 151 [Mr Wicks]
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36. From the oral evidence it is clear to us that the Government is considering whether to
introduce a register of brokers. We welcome the detailed consideration that the
Government is giving to the question of introducing a register for arms brokers. The
arguments, which the Government itself summarised during its oral evidence, amounted,
in our view, to a convincing justification for the introduction of a register of arms brokers.
We reiterate our recommendation made previously that the Government establish a
register of arms brokers.

End-use control for torture equipment

37. We recommended last year that the Government bring forward proposals for an end-
use control on equipment used for torture or to inflict inhuman or degrading treatment. In
its Initial Response to the 2007 Consultation published in February 2008 the Government
stated that it had:

decided, in principle, to introduce an end use control on torture equipment, thus
enabling the UK to licence—and thus refuse—the export of any goods from the UK
which were destined for use in torture or similar inhumane or degrading acts. Since
this control is more general in nature, the Government would seek to introduce it at
EU level, rather than nationally, in order to ensure that the rest of the EU was
operating to UK standards and that UK exporters could not circumvent the control
simply by temporarily exporting from other nearby EU countries. It would be
introduced on the basis that if the Government had information or intelligence, that
the export in question was likely to be used for these purposes, then it would inform
the exporter, who would then be required to apply for a licence. Exporters would also
need to apply for a licence if they knew that the export was intended for such use.
Once a licence application had been received, it would then go through the same
rigorous assessment process used for licences under the other end use controls, and
any decision to refuse it would be subject to appeal by the exporter.”®

38. The UK Working Group on Arms understood the “logic behind doing this through the
EU” but considered that, if the Government was rebuffed by its EU partners, “such a
control should still be introduced unilaterally (thereby setting an example for others to
follow)”.* We welcome the Government’s response to the proposal, in principle, to
introduce an end-use control on torture equipment. This is an issue that we expect to
return to. We conclude that the Government is right to seek to introduce an end-use
control on torture equipment through the EU. If this is not possible, we recommend
that such a control should be introduced by the UK.

95 Government'’s Initial Response to the 2007 Consultation, para 2.3
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Re-exports

39. Following press reports,” we asked in 2007 the then Foreign Secretary, Rt Hon
Margaret Beckett MP, about reports that maritime patrol aircraft which had been exported
from the UK to India were to be sold by the Indian government to Burma and suggested
that the export licence should have required a clause in the contract restricting resale. She
said that “with the benefit of hindsight I suppose one could say it might have been
desirable” but she pointed out that the original contract had “been rather a long time ago,
possibly even decades”.”® In our subsequent Report, while we accepted that little could be
done in respect of the proposed export of British-made maritime-patrol aircraft from India
to Burma, we recommended that it should become a standard requirement of licensing
that export contracts for goods on the Military List contain a clause preventing re-export to
a destination subject to UN or EU embargo. In addition, we recommended that the
contracts included a subrogation clause allowing the UK Government to stand in the place
of the exporter to enforce the contract in the British or foreign courts.”” In its response to
our Report the Government indicated that it would consider these recommendations in
the post-consultation analysis of the Review of Export Controls.'” The issue was not
addressed in the Government’s Initial Response to the 2007 Consultation and so we raised
it in writing'” and with the Minister when he gave oral evidence in May 2008. The
Minister said that “where we understand that goods will be re-exported by the recipient
country we assess the risks associated with that”.!> Mr Doddrell explained:

it is the practical difficulties. Once the goods have left the UK it is very difficult to
stop them going anywhere else. Our preferred approach for some time has been to
factor all these considerations into the initial licensing decision, and if we judge that
there is a risk that helicopters going to a recipient in India would then be re-exported
on to Burma then our preferred approach is to stop them going to India in the first
place.'”

40. From our work scrutinising export controls since 1999 we are aware of the key role that
pre-licensing checks play in export controls. Our concern highlighted by this Indian case
was where defence goods are exported to a “friendly country”, used by the authorities in
that country and after many years then sold on. We cannot see that the system of pre-
licensing checks could anticipate, or should prevent, an unobjectionable export on the
grounds that it might be re-exported to another country which might in the future be
subject to an embargo. When this point was put to the Minister he said that it came down
to practicalities'® and that he would look at the matter again.'” Amnesty International UK,

97 HC(2006-07) 117, para 215; the press report was “Curbs apply only to aircraft spares: UK”, The Hindu, 4 February
2006, http://www.hindu.com/2006/02/04/stories/2006020403311300.htm; see also Ev 66, para 37.
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the Omega Research Foundation and Saferworld pointed out that Austria, Belgium,
Bulgaria, Finland, France, Germany, Italy, Poland, Romania, Spain and Sweden used “re-
export controls to differing degrees”.' In our view, a standard requirement of licensing
that export contracts for goods on the Military List contain a clause preventing re-export to
a destination subject to UN or EU embargo would provide increased protection against
undesirable re-exports. Such a clause would underscore any diplomatic efforts the UK
made to prevent objectionable re-exports and, as the non-governmental organisations
pointed out, provide grounds for “refusing transfers to the same end-user [...] and
revocation of existing licences”.'”” It could also act as a deterrent if export licences were to
be refused where a UK company had in breach of the requirement previously exported
items under a contract not containing a re-export clause. We reiterate our
recommendation that it should become a standard requirement of licensing that export
contracts for goods on the Military List contain a clause preventing re-export to a
destination subject to UN or EU embargo. In addition, we recommend that the
contracts include a subrogation clause allowing the UK Government to stand in the
place of the exporter to enforce the contract in British or foreign courts.

Licensed production overseas

41. In our review of export control legislation last year we concluded that the existing
controls over licensed production overseas were inadequate and needed to be extended.
We were attracted to the option set out by the Government in the 2007 Consultation
Document to make export licences for supplies to licensed production facilities or
subsidiaries subject to conditions relating to the relevant commercial contracts.'® In its
Initial Response to the 2007 Consultation the Government concluded that the option’s

flaw was that ultimately, a contract is only as good as the will of the two parties to
abide by it. If the parties have no real collective interest in preventing onward
supplies of concern, the overseas entity is unlikely to advise its UK link of breaches
and the UK exporter will be less inclined to pursue such matters through the courts,
particularly in an overseas jurisdiction. And even if legal action was pursued on the
basis of the contract, it is far from certain that the remedy would do anything to
prevent the export of concern; damages or other financial remedies might be
granted, but that would not solve the problem of goods or technology ending up in a
destination we were unhappy about. So, from an export licensing perspective, any
follow up action by the UK exporter serves little purpose other than as a warning to
the overseas entity not to export to undesirable destinations in future. But the UK
Government already has the ability to revoke licences or refuse future applications—
which is a very powerful sanction—and in addition, any control specifically linked to
licensed production could give rise to arguments over the status of the facility in
question and thus whether the control applied. So the Government therefore
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considers that in practice, [the option] imposes extra burdens and complications
without giving the licensing authorities any significant additional leverage.'®

42. We raised the issue during the oral evidence session with the Minister, who told us that
the “door is open™.!'® We invite the Government to reconsider. As we noted above in
respect of re-exports, the system of pre-licensing checks may not pick-up or prevent an
unobjectionable export on the grounds of circumstances that might change in the future—
for example, if a producer overseas in receipt of British goods or technology who faced
with severe financial pressures decides to sell to an objectionable buyer, in order to avert
insolvency. In our view, a safeguard against this occurrence would be a standard
requirement of licensing that export contracts covering the supply of goods and technology
to overseas production facilities contain a clause preventing re-export to a destination
subject to UN or EU embargo. We recommend that the Government make export
licences for supplies to licensed production facilities or subsidiaries subject to a
condition in the export contract preventing re-export to a destination subject to UN or
EU embargo.

“Single action” clause

43. In their evidence this year Amnesty International UK, the Omega Research Foundation
and Saferworld drew attention to the “Einzeleingriff” or “single action” (or individual
intervention) clause used in Germany, whereby the transfer of an unlisted item can in
principle be refused.""! They pointed out that the Einzeleingriff had been applied to non-
listed communication equipment to a country under UN arms embargo, where it was
believed the equipment would be used for internal repression. As the equipment had no
military end-use (i.e. no use in the development of or incorporation into weapons), the
catch-all clause under the Dual-Use Regulation did not apply. In the non-governmental
organisations’ view, this approach had considerable advantage as it did not establish an

109 Government’s Initial Response to the 2007 Consultation, para 7.6
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111 Foreign Trade and Payments Act of 28 April 1961 (Federal Law Gazette | p. 481, as amended by Article 1 of the Law
of 28 March 2006 [FLG | p. 574]):

Part 1, Chapter 1, Section 2, para. 2 of the Foreign Trade and Payments Act:

(2) The Federal Ministry of Economics and Technology, in agreement with the Federal Foreign Office and the
Federal Ministry of Finance, may decree the necessary restrictions on legal transactions or acts, in order to avert a
possible danger, which may arise in certain cases, for the legally protected rights referred to in Section 7 para. 1
of this Act. In case of measures related to the trade in capital assets, payment transactions or the trade in foreign
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security interests of the Federal Republic of Germany, 2. prevent a disturbance of the peaceful coexistence
between nations, or 3. prevent a major disruption of the foreign relations of the Federal Republic of Germany.
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obligatory licensing requirement for industry, while at the same time it allowed the
authorities to prevent suspicious transfers in specific cases.'?

44. EGAD said it had carried out research into the “single action” clause used in Germany
and had reservations about it. Industry was looking for an export system that was “clear
and predictable”, not “a situation where there was carte blanche to stop any shipment of
anything at any time on the surmise that it might be used for a purpose that was claimed to
be adverse to the policy of the day”.!”> The Minister had also examined the “single action”
clause. He said that the advantage of the German approach was that it gave the German
authorities “significant flexibility” but, on the other hand, it gave “virtually no certainty to
exporters about what is and what is not controlled”.'"* He explained that:

What we would like to do is to negotiate an approach through the European Union
and that is what we are seeking to do. It is difficult to assess timescales on this for the
usual reasons. It includes a level of support within the Commission and the role of
Presidency and other Member States, but that would be our preferred approach.'®

We conclude that we should return to the issue of the “single action” clause—
empowering the Government to refuse the transfer of an unlisted item—once the
Government has pursued the matter through the EU and we recommend that in its
response to this Report the Government state its current position in negotiations with
the EU.

Military end-use control

45. As an alternative to the “single action” clause or to an increase of the controls on
licensed production overseas and of the overseas subsidiaries of UK companies, the
Government explained that it was examining whether it “can enhance controls on non-
controlled goods under the military end-use control” ''® and it aimed to clarify its position
in a “further response later this year”.!'” EGAD told us that there was “misconception that
most military equipment is manufactured using specially designed or modified military
components” and while that “may have been the case 20 years ago [...] the case today is,
particularly in the electronics industry, so many components which are manufactured for
industrial use are finding their way into military equipment”.!® In its evidence the UK
Working Group on Arms pointed out that the Government was “already running an
informal military end-use control system”.'”* The UK Working Group said that the system
went beyond the case of Turkey, which we raised in previous Reports,'* where Land Rover
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as a company were informing the “ECO of all exports of non-licensed vehicle kits going to
Otokar in Turkey for turning into military vehicles and then passing information about
onward export from Otokar to other destinations” and “that is working across all of Land
Rover’s arrangements”."”! The UK Working Group told us that there were “similar
arrangements in place for Pakistan and Malaysia” and it argued that if the system “is
working then there is already recognition within government that military end use controls
of this nature need to be applied”.**

46. The UK Working Group makes a telling point: it appears that a military end-use
control applying to non-controlled goods is developing. We raise no objection to this
development and we applaud the cooperation of UK industry. The operation of the control
should, however, be transparent and, where cooperation is refused, the Government needs
to be able to prevent non-controlled goods exported from the UK being put to military use
for purposes at variance with the EU Code of Conduct on Arms Exports and the National
Export Licensing Criteria. We conclude that a military end-use control applying to non-
controlled goods is evolving. We welcome this development. We recommend that the
Government bring forward proposals for a systematic military end-use control regime.

47. Amnesty International UK, the Omega Research Foundation and Saferworld raised a
concern about military utility and transport vehicles. They told us that there had been
frequent reports of these vehicles which were not in themselves of a specification that
required an export licence being adapted for military use with armouring, gun mounts and
other military fittings and then being used to play a central support and logistics role for
forces involved in serious and persistent human rights violations. The non-governmental
organisations proposed that the ML6 category of the Military List should be amended “to
cover ‘utility and transport vehicles supplied for military, security or police use’, including
those supplied as complete items or in kit form; and the ML10 category to cover ‘utility and
transport aircraft supplied for military, security or police use™.'” We recommend that the
Government consider as part of a package of proposals for a military end-use control
regime whether (i) the ML6 category of the Military List should be amended to cover
utility and transport vehicles supplied for military, security or police use, including
those supplied as complete items or in kit form, and (ii) the ML10 category should be
amended to cover utility and transport aircraft supplied for military, security or police
use.
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4 Enforcement

Introduction

48. Since the start of this Parliament we have scrutinised the enforcement of export
controls closely. Ahead of our last two Reports we took oral evidence from HM Revenue
and Customs (HMRC) and the Revenue and Customs Prosecution Office. This year we
took written evidence and visited the Customs facilities at the Port of Southampton, where
we had an informal meeting with both HMRC and the Revenue and Customs Prosecution
Office. A note of the visit is annexed to this Report.'**

Seizures by HM Revenue and Customs

49. The table below sets out the number of seizures in each of the past seven financial years.
Seizure occurs when HMRC detain goods subject to export control which appear to be
intended for export without a valid export licence.'*

Financial year HMRC seizures
2000-01 120

2001-02 80

2002-03 67

2003-04 63

2004-05 37

2005-06 34

2006-07 44

50. We have previously expressed concern about the downward trend in the number of
seizures by HMRC."** The Minister, Malcolm Wicks MP , in his oral evidence as well as
pointing out that in 2006/7 there had been 44 seizures by HMRC said that “in 2007/8 the
figure is likely to be significantly higher and we will be reporting on those figures in our
next annual report”.'” We conclude that we should continue to monitor the number of
seizures made annually by HM Revenue and Customs and we recommend that the
Government continue to supply this information in annual reports on strategic export
controls along with an explanation for the trend in seizures.

124 Annex 2
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Level of penalties

51. The Export Group on Aerospace and Defence (EGAD) in its evidence last year pointed
out that the dearth of any headline prosecutions underscored with heavy penalties on
transgressors had allowed the threat of potential prosecution to reduce as an “effective
awareness raising tool”.!”® In its evidence this year EGAD returned to this issue. David
Hayes from EGAD pointed out that:

If I was to contrast the situation in the United States with the situation in the United
Kingdom, working as I do with both systems frequently, the main difference, from a
company’s perspective, is that non-compliance with the UK system can make
economic sense but non-compliance with the US system never makes economic
sense.'?

In its evidence the UK Working Group on Arms made a similar point when it compared
the penalty imposed on the ITT Corporation in the USA which had been criminally
convicted and fined US$100 million for illegally sending classified night-vision technology
used in military operations to China and Singapore with the penalties imposed by the
British courts.'*

52. It EGAD’s assessment is correct, it casts serious doubt on the effectiveness of the export
control system. In our past two Reports we have recommended that the Sentencing
Guidelines Council as a matter of urgency conduct a review of the guidelines on sentences
for breaches of export control."”! On each occasion the Council has decided not to include
a review of the penalties for breach of export control in its annual programme. We are
extremely disappointed and concerned that the Council has on two occasions declined to
review the penalties. That said, the Revenue and Customs Prosecution Office and courts
have made progress without the Council. In November 2007 a British arms dealer, John
Knight, was jailed for four years after pleading guilty to illegally moving weapons contrary
to Article 9(2) of the Trade in Goods (Control) Order 2003. Mr Knight was also made
subject to a confiscation order of £53,389.51 to be paid within six months or face an 18
month prison sentence in default. This prosecution was brought by the Revenue and
Customs Prosecutions Office and was the first use of this legislation by any prosecuting
authority in the UK."> The sentence was appealed. The Court of Appeal upheld the
sentence and, as the Government pointed out, “set out some quite useful guidance on how
sentences should be applied in cases of conviction under the arms control legislation”.'**
Following the Knight case we consider that the time has come for the Council to take its
lead from the Court of Appeal and to review the penalties for breaches of export control.
We reiterate our recommendation made previously on two occasions that the
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Sentencing Guidelines Council conduct a review of the guidelines on sentences for
breaches of export control and we press the Council as a matter of urgency to include
the review in its programme for 2008-09. We are deeply dismayed to have to make this
recommendation again.

Open licences

53. The Knight case also gave rise to representations on the use of open licences. Oliver
Sprague from Amnesty International said :

from the court transcripts [John Knight’s] lawyer says that he is registered to use
various open general licences for his brokering and trafficking activities and he wants
to continue to use them after he has finished his sentence. I would go one step
further: under the current system there is nothing to stop him using it now. As long
as he has access to a phone, he could be using that licence. It seems crazy that
somebody convicted of such a serious export control violation is eligible to use an
Open General Export Licence for the movement of small arms and light weapons or
of a wide range of goods on the Military List."**

54. We put Amnesty International’s concerns to the Minister, Malcolm Wicks MP. He
pointed out that HM Prison Services rules did not permit convicted prisoners to run a
business when in prison. But he accepted that an anomaly had been pointed up and he said
that:

We had our lawyers look at what could be done and I am now pleased to be able to
tell the Committee that a notice to exporters has been issued setting out the
circumstances where the Secretary of State may consider suspension or revocation of
open general licences for individual exporters. The notice sets out the circumstances
where the Secretary of State may consider it appropriate to take speedy action to
suspend or revoke such licences. John Knight has now been advised that his
company, Endeavour Resources, is suspended forthwith from the use of the Open
General Trade Control Licence for a period of four years from the date of his
conviction. We have learned lessons.'*

55. We applaud the Government for suspending the rights of Endeavour Resources
Limited from the use of the Open General Trade Control Licence. We consider that the
lesson learned from the Knight case is of general application. We recommend that the
Government suspend as a matter of course any person or company convicted of breach
of export controls from the use of the Open General Trade Control Licence for a period
no less than the length of their sentence and, if the Government establishes a register of
brokers, he or she be struck off the register. We also recommend that those who have
committed minor breaches have this recorded against their names in the register.
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Compliance visits

56. When an exporter registers to use an Open General Export Licence (OGEL), he or she
is subject to compliance visits by the Export Control Organisation (ECO)."** The UK
Working Group on Arms pointed out that the figures showed a “growing trend of
examples of misuse of open licences when the compliance officers come to visit. In 2004,
5% of OGELs were seen to be misused; in 2005, 8% were seen to be misused; and in 2006,
11%. That is just over one in 10, from compliance visits, are shown to have problems with
their use.””” The trend should be seen against an increase in the number of open licence-
holders from 779 in January 2003 to 3,114 in December 2007."** The Government told us
that it was “concerned about levels of non-compliance in relation to use of open general
licences” and it explained that “partly this has come about because more people are using
the open general licences”.'*”* It pointed out that it now had “the mechanism in place to
remove entitlement to use open general licences if there are persistent breaches, so there
would be a real incentive on exporters to get it right, make sure that they are following the
rules”.'* The Minister also made the point that the majority of non-compliance cases were
“usually minor record-keeping errors” or “incorrect references on documentation” and
that these breaches were “reported to HMRC”.*! But he explained that he was not
“complacent” and he considered that “we need to improve”.!* He had been able to
reallocate resources to compliance with the result that the compliance team at the ECO had
“increased by over 30% so that more companies can be visited each year”.'*?

57. We note the Government’s explanation for the trend showing increases in the number
of misuses of open general licences and on the nature of the breaches and we welcome the
reallocation of resources to increase the number of compliance visits. We conclude that we
should monitor the trend and type (in particular, intent, lack of awareness or neglect of
duty of care) in the number of misuses of open general licences next year. We
recommend that this information should be included in the Government’s annual
reports on strategic export controls.

58. We consider that it is neither good for the integrity of the export control system nor
defence exporters for the authorities to adopt heavy-handed enforcement tactics in the face
on isolated, technical breaches of the system of open licences. The same considerations do
not apply to persistent breaches. Where breaches of the requirements to use open general
licences are persistent and an exporter shows no inclination to bring his or her
administrative arrangements up to the required level, we recommend that the Export
Control Organisation automatically remove the exporter’s entitlement to use open
general licences.
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59. The UK Working Group on Arms had concerns also about the scope of Open General
Export Licences. It claimed, for example, that Open General Export Licences could be used
to export military small arms and their components to Guinea, a state adhering to the
ECOWAS'"* convention on small arms, if imported from the Guinean government to be
repaired or replaced. The Open General Export Licences could also be used to export
instruction manuals and blueprints for military equipment to, inter alia, Burkina Faso,
Congo (Brazzaville) and Guinea (Conakry).'* In responding to this Report we
recommend that the Government set out the arrangements and programme for
reviewing and updating open general licences.

Civil penalties

60. Amnesty International UK, the Omega Research Foundation and Saferworld suggested
that, rather than relying exclusively on the criminal law to prosecute breaches of export
control, the Government should amend the primary legislation to be able to proceed
through the civil courts as well as the criminal courts."*® The non-governmental
organisations said that:

civil penalties would create a lesser test for prosecutors and therefore enable a greater
number of breaches to be successfully prosecuted, creating stronger deterrent against
transgressing the export control regime. [Civil penalties] would create an incentive
for compliance from those who would stand to lose financially and would generate a
more cooperative stance from companies under investigation.'*’

61. We asked whether other countries applied civil penalties to breaches of export controls.
The UK Working Group replied that Germany used them and that Israel had recently
introduced a new law that contained civil penalties. The UK Working Group also cited its
experience of the USA where officials had pointed out that the lower burden of proof was
“very helpful and that companies actually tend to dismiss the likelihood of criminal
prosecution and are much more wary of civil procedures” and the US officials took the
view this was a “critical component in ensuring compliance from industry”.!*® Picking up
EGAD’s point about compliance in the USA, the Working Group understood that UK
industry was “far more concerned about complying with civil law in the US than it is about

144 The convention is the Economic Community of West African States (ECOWAS)—Convention on Small Arms and Light
Weapons, their Ammunition and other related materials / Moratorium on Import, Export and Manufacture of Light
Weapons. ECOWAS Member States are Benin, Burkina Faso, Cape Verde, Gambia, Ghana, Guinea, Guinea Bissau,
Cote D’lvore, Liberia, Mali, Niger, Nigeria, Senegal, Sierra Leone and Togo. The ECOWAS Convention on was
adopted on 14 June 2006. UK exporting policy is that, as well as meeting the EU Code of Conduct on Arms Exports
and the National Export Licensing Criteria, an export licence for small arms and light weapons, components or
ammunition will not be issued unless the ECOWAS Commission has issued an exception to the Moratorium. See
guidance on the ECO’s website at http://www.berr.gov.uk/europeandtrade/strategic-export-control/sanctions-
embargoes/by-country/westafricanstates/index.html.
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the law as it stands in the UK”."*” EGAD in its evidence showed sympathy towards further
consideration of civil penalties.'

62. We also asked the Government about civil penalties and it replied:

We have been looking at this very carefully with Customs and will be planning to
make an announcement if ministers agree in the coming months. Part of this is
suspending people’s right to use OGELs—that is part of it—but also whether
financial penalties can be imposed perhaps with a slightly less onerous burden of
proof than if one had to go through a formal process in the courts. There may well be
a place for that in the regime and we have done a lot of work on it and an
announcement will be coming forward in the not too distant future.'!

63. We are pleased to note that the Government is considering the possible application of
civil penalties to breaches of export control. We conclude that the use of civil penalties for
the breach of export controls appears to offer a method of strengthening the UK’s
export controls. We conclude that we should consider this matter further when the
Government has completed its consideration of the use of civil penalties for the breach
of export controls. We recommend that the Government inform the Committees and
the House of the outcome of its deliberations at an early date.

Bribery overseas

64. We deal with enforcement against bribery overseas in chapter 7.
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5 Organisational and operational issues

Export Control Organisation

65. Exporters are the main users of licensing services provided by the Export Control
Organisation (ECO). In line with the practice we adopted in previous years, we asked the
Export Group on Aerospace and Defence (EGAD) for its opinion of ECO’s performance
over the past year. EGAD was “very happy in most regards™* with the ECO’s
performance. EGAD singled out the outreach that ECO was conducting which it described
as “very good and very productive”.'” EGAD’s main concerns focussed on ECO’s new IT
system, SPIRE.”** While EGAD noted that SPIRE had been “introduced on time and to
budget [...] remarkably for a government IT system”, it considered that there had been a
loss “of the personal touch”."” Contrary to earlier indications those using SPIRE had not
been given a named licensing officer as a contact.'* In addition, EGAD had concerns about
the interface between SPIRE and CHIEF,'”” HM Revenue and Customs (HMRC’s)
electronic system. Ms Peers from EGAD explained:

if I have applied for an electronic licence through SPIRE and the SPIRE licence is
issued I cannot interface with CHIEF so I have to print-off the licence. I have to send
it to the Hub [at HMRC’s offices in Salford]. I have to get the Hub to decrement it
[i.e. reduce the total on the electronic licence] and then the goods are allowed to
leave. My concern is if I then print off another licence and send that up to the Hub
and that is then decremented, what is to say I cannot send 40 when I actually have
permission for 10. There do not seem to be any checks that I can find to prevent
people just downloading another licence, sending it to Hub and then allowing the
goods to go."®

66. We raised these concerns with HMRC when we visited Southampton in April 2008.
HMRC did not recognise the problems raised.” Subsequently, HMRC told us that
“customs export declaration information submitted electronically to the customs
processing system [CHIEF] is captured and can be interrogated through a management
reporting system” and that “HMRC and ECO can legally exchange information where
necessary through the appropriate gateway”.'® The ECO confirmed that the interface
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between SPIRE and CHIEF was “now operating fully”.! We note that EGAD said that the
Hub appeared “to be working quite well in general” and that EGAD has regular meetings
with HMRC.'®?

67. The UK Working Group on Arms said that in July 2007 the ECO had stated on its
website that goods could be shipped “before an exporter’s OGEL [Open General Export
Licence] registration had been checked and acknowledged by ECO, effectively removing
any prior scrutiny over users’.'®> The change had arisen because of the illness of a member
of staff.'®* We have concerns about ECO’s action: either the process provides a safeguard
against the evasion of export control in which case the waiving of the requirement may
have allowed exports in breach of export control; or the registration process and the
requirement to wait until the ECO has carried out checks serves no purpose and is an
otiose burden on business. In responding to this Report we recommend that the
Government provide an assessment of the effects on the integrity of the UK’s export
control system of waiving the requirement on exporters applying for OGELs to wait for
an acknowledgment of their applications from the Export Control Organisation before
exporting goods under the licence. We further recommend that the Government take
steps to ensure that the integrity of no part of the UK’s export control system is
jeopardised by the illness or unavailability of staff.

Export enforcement agency

68. Last year David Hayes, Chairman of EGAD, submitted evidence (on his own behalf,
not from EGAD) proposing that there should be a single export compliance agency which
would focus exclusively on implementing export controls.'® This year the UK Working
Group took up the idea to suggest that the Government:

initiate a viability study into the creation of a single regulatory agency, drawing
together the personnel, experience and authority of the ECO and the controlled-
goods section of HMRC to create a unified organisation for the compliance and
enforcement of export controls. This would assist in the implementation, detection,
investigation and prosecution of offences under the [Export Control Act 2002].'%

EGAD endorsed the UK Working Group’s call for a viability study.'”’

69. The Minister, Malcolm Wicks MP, did not see a case for a study. He considered that

there could be “considerable extra overheads associated with [an agency]”.'®® He explained:
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My own experience is that it is often tempting in any area which cuts across
departmental or agency boundaries to say why not bring it all together, would it not
be more sensible? I am not sure that it would. I think there are issues to be explored
as to whether, for example, licensing and enforcement should be in the same agency.
I can see arguments why that probably would not be a sensible thing. We do not see
this as a priority or even as a desirable move.'*

70. We share the Minister’s misgivings and identify no pressing reason to depart from the
conclusions we reached last year on this matter."”” We could not see that the creation of a
single enforcement agency was going to overcome the operational difficulties that were
currently faced such as the difficulty in obtaining evidence from overseas to put before a
UK court. Having reviewed the evidence on enforcement in the previous chapter which
shows an increase in the number of seizures by HMRC, more resources being devoted to
compliance and that Government is examining the possible use of civil penalties, we
consider the case for a single enforcement agency is weakened. Any reorganisation is likely
to lead to considerable uncertainty and a diversion of resources to carrying out the changes
required to set up the agency rather than building on the progress which appears to be
underway. We conclude that there is no overwhelming case in favour of creating an
export enforcement agency in the short term.

Defence Export Sales Organisation (DESO)

71. On 25 July 2007 the Prime Minister announced a machinery of government change
moving responsibility for defence trade promotion from the Defence Export Services
Organisation (DESO) at the Ministry of Defence (MoD) to UK Trade and Investment
(UKTI) to “provide much greater institutional alignment across Government and build on
the success of UK Trade and Investment”.'”! The Prime Minister explained that:

within this new framework, account will need to be taken of the specific features of
defence exports, including the continuing role of the Ministry of Defence. No change
is envisaged to existing and planned agreements between the Ministry of Defence
and other Governments which will continue to be administered by the Ministry of
Defence. Also, those functions of the Defence Export Services Organisation which
support UK defence policy and the Armed Forces will be allocated elsewhere within
the Ministry of Defence.'”?

72. On 11 December 2007 the Secretary of State for Business, Enterprise and Regulatory
Reform announced the arrangements under which the transfer on 1 April 2008 would take
place. The Secretary of State noted that “Defence equipment manufacture is highly
important to the United Kingdom” and he stated that the “combination of expertise within
both and UKTT offers a major opportunity to enhance the way HM Government offer
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support to this successful industry”.!”> The Government told us that the transfer “was to
enable the defence industry to take more advantage of the very wide network that UKTI
has available right across the world, including the expert staff in overseas posts who have a
good knowledge of the local market conditions which make this whole infrastructure
available to the defence sector as well”."* Following discussion with industry, the
Government published in December 2007 an implementation plan, “Creating UK Trade &
Investment Defence & Security Group—Implementation Plan”.'”> The Government said
that further dialogue with the defence industry would take place up until the UKTI
Defence and Security Group was launched in April 2008 to “help scope out how best to
build on existing work to further promote strong standards of business conduct and

governance of the sector”.'”®

73. The Minister, Malcolm Wicks MP, considered that the transfer of DESO from MoD to
the Department for Business, Enterprise and Regulatory Reform (BERR) would “bed down
very well”.'”” We received several submissions'”® on the transfer but, given that the transfer
only took place on 1 April 2008, we consider that it is premature to reach any conclusions
or to make recommendations until the new arrangements have bedded in.

74. On licensing, the Secretary of State said that current export licensing function within
the DESO would be retained within the MoD and “so be separate from export support
activities. And within BERR the separation between BERR export licence functions and
trade promotion in UKTI will continue”.'”” Tony Pawson, Head of Defence Export
Services, MoD, explained that “the government-to-government arrangements, including
between Saudi Arabia and the British Government [would] remain with the Ministry of
Defence, which in turn have detailed back-to-back contracts from the Ministry of Defence
to defence suppliers and only the Ministry of Defence can operate those contracts” and that
“future ones are going to be considered on a case-by-case basis but there are not any
anticipated in the near future”.’®® We conclude that the transfer of some functions of the
Defence Export Sales Organisation (DESO) from the Ministry of Defence to the
Department for Business, Enterprise and Regulatory Reform provides an opportunity
to separate the functions of promoting defence sales from that of licensing exports in
both departments.

F680 process

75. Where an exporter plans to sell, demonstrate, promote or export certain equipment,
goods or information which is classified, he or she needs MoD clearance to do so. To get
this clearance the exporter has to complete a form known as the F680, “the main purpose
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of which is to help prevent unauthorised disclosure of classified goods or equipment”.’*!
We asked why the F680 process was remaining with the MoD and not transferring with
DESO to BERR, which has responsibility for export licences. The Secretary of State for
Defence explained that the F680 process derived from the Official Secrets Act and not from
the export control legislation and he considered it entirely appropriate that “we are the
people who can ensure that we do not lead to the UK revealing more than we would wish
to about our defence capabilities in the early stages of the negotiations of potential
contracts”.'®? He added that the F680 process also had the “advantage [...] that people get a
degree of comfort [...] being able to get through that process successfully, about the later
stages of export licensing [...] that is encouraging and it is a kind of tester”.'®

Defence attachés

76. In our Report last year, we recommended that the Government did not cut defence
attaché posts in countries where the export of goods and technology from the UK required
careful consideration to ensure that they met the EU Code of Conduct on Arms Exports
and the National Export Licensing Criteria.'® The Secretary of State for Defence reassured
us that “there will be no reduction in the level of scrutiny that is necessary from posts
abroad in relation to the licensing process by the process that we have gone through with
defence attachés”.’®> We conclude that all of the departments concerned with the
scrutiny of export licences need to keep under review whether the cutbacks in defence
attaché posts is having a detrimental effect on the UK’s export controls.

Monitoring of imports

77.In our Report last year we also recommended that the Government improve the
arrangements for monitoring and controlling large volumes of weapons that enter the UK
for destruction or re-export. In addition, we recommended that the Government provide a
full account of the 200,000 assault rifles that were imported into the UK from the former
Yugoslavia between 2003 and 2005, explaining how many were made unusable and how
many were re-exported.'® In its response to the Report the Government said that the first
part of the recommendation:

is connected not with arms export controls but with domestic controls on firearms,
for which the Home Office is responsible. The Government considers that it would
therefore not be appropriate to address these issues as part of this response, which
focuses on arms export controls. But the Government acknowledges that the
Committee has a legitimate reason to request this information. Therefore, a separate
response on these issues will be provided by the Home Office [...] In respect of the
second part of the Committee’s recommendation, there is no consolidated list

181 “Export Licences, Ministry of Defence F680 Form: Why an Exporter Might Need to Complete One”, ECO website,
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recording the subsequent storage, movement, deactivation (where relevant) and
subsequent disposal of weapons imported into the UK. It is therefore not possible to
provide an answer to this part of the Committee’s recommendation. The Home
Office would be able to provide further information relating to monitoring of
weapons within the UK, or deactivation procedures.'®’

78. We regret to record that, despite reminders,'® we have not had any additional

information from the Home Office. We recommend that within six weeks of the
publication of this Report the Home Office supply a memorandum responding to the
matters we raised on the import of arms in our Report last year.

The UK Annual Report on strategic export controls

79. We consider that the publication of current, precise, and comprehensive information is
essential for the effective operation and scrutiny of the system of strategic export controls.

The date of publication of the annual report on strategic export controls

80. Since we, and our predecessor Committees, started scrutinising the Government’s
annual reports on strategic export controls nearly a decade ago we have been in the
position of appearing to be one year behind in our scrutiny. Typically, as was the case for
2006, the UK Strategic Export Controls Annual Report 2006'® was published on 24 July
2007, just before the House adjourned for the summer and after we had completed work
on our last Report. We began scrutiny of the 2006 Annual Report in the autumn of 2007,
taking written and oral evidence through to spring 2008, and we shall complete the process
of scrutiny with the publication of this report in July 2008, that is 19 months after the end
of the period we are scrutinising. This is unsatisfactory as we are reporting on strategic
export controls reports which appear out-of-date and to have been superseded with the
publication of the following year’s annual report. In our last Report we therefore
recommended that the Government publish future annual reports on strategic export
controls by the end of April each year." We are pleased that the Government agreed to
“look very carefully at whether the publication date can be brought forward”.”" The
Government told us that it hoped to publish the UK Strategic Export Controls Annual
Report 2007 in May 2008."* In the event it was not published when we completed our
deliberations on this Report. It would be of considerable assistance if publication of the
2008 Annual Report could be brought forward to March 2009. We recommend that the
Government publish future annual reports on strategic export controls by the end of
March of the following calendar each year.
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Form and content of annual reports on strategic export controls

81. The Ministers in their foreword to Strategic Export Controls Annual Report 2006 state
that the format has changed considerably since the first annual report and that “the way in
which the information is presented is reviewed every year, and where possible, further
information is included, or the data is presented more clearly”.”® We concur with the
ministers’ assessment that there has been a progressive improvement since the first annual
report.””* We are pleased to report that further improvements have been made but this is a
dynamic process and we expect improvements to continue to be made over the years. We
should put on record that we found the compact disc produced, and enclosed, with the
2006 Report to be useful, particularly the consolidation of the information in the four
quarterly reports.

82. In our Report last year we made a number of recommendations about the form and
content of future annual reports. As explained above, these were published after the 2006
annual report was published, although some of the changes made in the 2006 report went
with the grain of our recommendations—for example, the section on policy analysis of
exports to embargoed destinations and case studies.'*

83. There is one area where we continue to have concerns. We recommended that future
annual reports on strategic export controls set out in a consistent and systematic manner
the resources made available by the Government to implement and enforce strategic export
controls with details of enforcement actions.'® In response, the Government indicated that
it would “endeavour to provide new material that will add value to interested parties”.'””
Subsequently, the Government explained that “information on resourcing [...] will be in
terms of overall resourcing and not monetary value”.'”® We are grateful for any extra
information but we cannot scrutinise the management and enforcement of export controls
without monetary information. We need to know what resources are going into export
control and whether resources are increasing or decreasing year on year. We recommend
that that the Government include monetary information on the management and
enforcement of export controls in future annual reports on strategic export controls.

Quarterly reports

84. Last year we made a number of recommendations about the form and contents of
quarterly reports.””” We are pleased that the Government was able to adopt some of our
recommendations, in particular (i) the division of information on financial values and
descriptions between Military List items and “Other”; (ii) to combine the information on
financial values, number of licences issued and descriptions to give a better indication of
the volume of each type of goods licensed for export; and (iii) to provide information in
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aggregate form on the final destination of goods covered by “incorporation licences”.* In
its response the Government placed two items in the pending tray:

The Government will consider further the practices followed in annual reports
issued by other EU Member States and elsewhere, and consider whether it will be
able to provide the same, or similar, level of information in future reports. It will
report back to the Committee once it has completed its review.>"!

We recommend that the Government in responding to this Report set out any
conclusions it has reached arising from its examination of the practices followed in
annual reports issued by other EU Member States and provide an indication of the
timetable for the completion of the work.

85. We noted last year that the Government was evaluating the production and
maintenance of a fully searchable and regularly updated database of all licensable decisions
with a search facility that would allow the user to sort licences by country and by goods.**
The Government told us that it would consider the value and practicality of continuing the
quarterly reports on strategic export controls in their current format. We took the
Government’s point that a database might supersede and replace the quarterly reports and
we recommended that the Government bring forward a proposal for a fully searchable and
regularly updated database of all licensing decisions and that, if the Government propose
that the database replace quarterly reports, it must demonstrate that there would be no loss
of functionality or data.””> The Government accepted our recommendation® that it bring
forward a fully searchable and regularly updated database of all licensing decisions.”””> We
recommend that the Government in responding to this Report set out the timetable for
bringing a fully searchable and regularly updated database of all licensing decisions
into operation and publish details of its functionality and operating arrangements.

Specific cases raised with Government

86. As we have done previously, we have explored issues raised by particular licences set
out in the quarterly reports—both refusals and cases where licences have been granted***—
and we have also followed up concerns brought to our attention by interested parties or in
the media.**” This process is detailed and, necessarily in many cases, confidential, though
we encourage the Government to classify responses only where strictly necessary and we
have challenged decisions where we consider the restriction is unjustified. That said, we
wish to put on record that this year the Government has supplied a significant number of
responses without any restriction, which we have published. We also want to record the
Government’s readiness to explain the rationale for its decisions.
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Libya

87. One decision on which we sought more information was the Government’s issue of
Standard Individual Export Licences (SIELs) for armoured personnel carriers and water
cannons to Libya.””® While the Government was concerned with many aspects of Libya’s
human rights record,*” it explained that it had:

placed a proviso on the licence that the goods were to remain in the control of the
exporter until the end-user, the Libyan Police, had successfully completed, and been
assessed against, appropriate training on the use of this equipment and best practice
in public order situations. One aspect of the training was the “underpinning theories
and models related to Human Rights and the proportionality of response”.
Independent assessors from the UK MoD Police and the Humberside Police
evaluated this training. HMG considered the level of risk that the goods would have
been used contrary to Criterion 2 to have been mitigated to an acceptable level by the
training and evaluation.*"

88. We note that the Government was aware of the risk that the exports could be used for
repression and took steps through a proviso to prevent any abuse. We continued to have
concerns about Libya’s human rights record. Human Rights Watch reported on Libya in
January 2008:

Despite some improvements in recent years, in Libya serious rights abuses persist.
The absence of a free press, the ban on independent organizations, the torture of
detainees, and the continued incarceration of political prisoners, some of them
“disappeared,” remain matters of deep concern. To date, international engagement
with the oil-rich country has focused on counter-terrorism and business ties. Human
Rights Watch welcomes improved relations between Libya and other governments,
but not at the expense of human rights and the rule of law.?"!

We therefore took the matter up again with the Government in May 2008 and the
Government provided us with further information in June 2008.>'* It said that the “package
surrounding these exports trained the Libyan police in appropriate, human rights
compliant, behaviour and gave them the equipment to respond to threats in an
appropriate, non-lethal manner”*"?

89. While we welcome any improvement in human rights in Libya and measures to curb
the excesses of the Libyan authorities, we have misgivings about these exports to Libya. In
this case with Libya’s poor record on human rights there is a risk that the exports could be
misused. Previously when we raised the question of risk that exports would used in a
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manner that was inconsistent with the EU Code of Conduct on Arms Exports and raised
end-use monitoring, the Government told us that it believed:

strongly that there is no substitute for a rigorous assessment of any proposed export
at the time of application. It is not the case that the Government issues licences
where it has identified some degree of risk: if the issue of a licence is assessed to be
inconsistent with the Consolidated Criteria then it will not be granted. The end user’s
record in the use of equipment, whether from the UK or other supplier, in a manner
inconsistent with our criteria, is taken fully into account when assessing export
licence applications. In this context, detailed end use monitoring of specific UK
exports would add little to future assessment of export licence applications.*'*

90. This appears to be a case for which at the least the considerations were finely balanced
and where in deciding to issue export licences to Libya the Government has attached
weight to the steps which the Libyan authorities have taken to mitigate the risk that the
exports could be used for the abuse human rights. In responding to this Report we
recommend that the Government explain whether in issuing export licences for
armoured personnel carriers and water cannons to Libya it made an exception to its
policy to refuse an export licence if the issue of a licence is assessed to be inconsistent
with the Consolidated Criteria and whether it will carry out end-use monitoring in the
case of these exports to Libya.

Criterion 8: sustainable development

91. Last year we took detailed evidence on the application of Criterion 8 of the EU Code of
Conduct on Arms Exports, which requires exports to be compatible with the technical and
economic capacity of the recipient country. Where it appears from the quarterly reports
that an application for an export licence may—or should—have been subject to an
assessment by the Department for International Development (DfID) for the purposes of
Criterion 8 we have sought additional information from the Government.?”” The
Government explained that where “the end user was a private company DFID did not
carry out a Criterion 8 evaluation”.?'®* We are concerned that, where an application for an
export licence to a country on DfID’s list of countries where sustainable development is
most likely to be an important factor,”” scrutiny may be side-stepped by an application
from a private company that is supported, or controlled, by the recipient country’s
government. We are concerned that applications for licences by private companies on
DfID’s list are not subject to consideration against Criterion 8. In responding to this
Report we recommend that the Government explain whether it carries out any
Criterion 8 assessment of the impact of exports to private companies in countries on
the Department for International Development’s list of countries where sustainable
development is most likely to be an important factor and whether it checks that an
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application made by a private company from a country on the list is unconnected with
the government of the country.

Open Individual Trade Control Licence: Ivory Coast

92. We also asked about an Open Individual Trade Control Licence (OITCL) issued in
2006 for trade between a large number of destinations in components for equipment
ranging from submarines to heavy machine guns.*’®* One of the countries included as a
destination was Ivory Coast, which has been under UN and EU embargo since 2004.>* In
its response the Government said:

The licence was granted to the UK office of an overseas government, and the end-
user is the navy of that government.

We are unable to provide further details of this case, as the information is
commercially confidential.**°

93. We found the Government’s reply unsatisfactory as we have received as a matter of
course information that is commercially restricted and we have always taken care to
respect the classification of the information. We took the matter up with the Government
which replied that:

The Government makes every effort to ensure that classification of material provided
to the committee is consistent and appropriate. The data that is provided [...] is
classified as “Restricted-Commercial” and is shared with the committee in
confidence. The committee’s respect for this is noted. Correspondence between
officials and Ministers is often classified as “Confidential” or higher for valid security
reasons, and we are not able to share this information with the committee. The
Government’s offer to brief the [Committees] regarding confidential material
remains in place.”*!

218 The matter was raised by the UK Working Group on Arms—see Ev 56, para 18, and according to Cm 7141, compact
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Paraguay, Peru, Philippines, Poland, Portugal, Puerto Rico, Russia, Senegal, South Africa, Spain, Surinam, Sweden,
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advised that the information had been inadvertently included in the Annual Report for 2006 and that the
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We have concluded that in the case we raised about the Open Individual Trade Control
Licence which appeared to cover exports to Ivory Coast we should accept the
Government’s offer of a confidential briefing.

Outreach report

94. Finally, there are two items of unfinished business from 2007. First, we welcomed the
Government’s offer of a “Restricted” report on outreach and recommended that the
Government provided such a report at the same time that it published its annual reports on
strategic export controls.?> We asked about the report and the FCO said in January 2008
that it would “provide a ‘restricted’ summary of HMG outreach activities in 2007 once the
details have been finalised”.**” We recommend that the Government send us a
“Restricted” report on outreach no later than its response to this Report and clarify the
timetable for the production of future reports.

222 HC(2006-07) 117, para 376
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6 Allegations of corruption in defence
contracts in the 1970s

Introduction

95. It is unusual for select committees to examine in detail events which occurred over 30
years ago, that is usually the territory of the historian. There are obvious problems. As the
Secretary of State for Defence, Des Browne MP, pointed out when he gave oral evidence on
17 January 2008 he was “impeded by the limited degree of knowledge that I can have of
things that happened 30 years ago™** and many of those involved in the matters at issue
were no longer alive.*” But we decided, exceptionally, that as what the Government
described as “very grave allegations™¢ have been made persistently since 2003, to
scrutinise the accusations in more detail.

96. The broad charge is that since the 1970s the Ministry of Defence’s (MoD’s) defence
exports services organisation has been aware of, colluded with and have facilitated defence
exports to the Middle East which have been tainted with bribery and corruption. We and
our predecessor Committees have received a number of allegations in support of the
charge from the general—that bribery was widespread in the Middle East in the 1970s*’—
to detailed allegations surrounding specific contracts.”® In view of the passage of time we
decided that, rather than embark on a general and lengthy review of contracts with the
Middle East, the best course was to focus on one case. The obvious candidate was the
MoD’s acceptance in June 1976 of the fees charged on two contracts to Saudi Arabia. There
is material available for examination—papers now available in the National Archives**—
and the case is, we consider, representative of the issues that arise for those attempting to
examine allegations that bribery took place in the 1970s.

Allegations made in June 2003

97. The allegations concerning the June 1976 case arose following accusations made in The
Guardian in June 2003. The newspaper contended that the British Government's own arms
sales department—the Defence Sales Organisation (DSO, the predecessor of Defence
Export Services Organisation, DESO)—was directly implicated in bribery abroad in the
1970s.2*° More specifically that:

224 Q 17; see also HC (2006-07) 117, Ev 114.
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e MoD files showed that DSO officially authorised "special commissions” paid by arms
firms;

e payment arrangements were even written by civil servants into the secret contracts on
government-to-government arms deals; and

e firms which paid the bribes, described as "commonplace in certain parts of the world",
were exempt from normal MoD rules banning corruption.

98. Our predecessor Committees put these allegations to MoD, which in July 2003 supplied
a memorandum rejecting the claims that bribes had been paid by DSO.*! Subsequently, we
received further evidence and commented on the allegations in our recent reports.>*? This
year we put the allegations directly to the Secretary of State for Defence when he gave oral
evidence on 17 January 2008. He told us that he had “done a fair amount of enquiry”*** on
the issues and that “the position regarding allegations of bribery remain(s] the same as was
set out in 2003 and that is that they are totally unfounded”.**

The 1976 Guidelines

99. In the 2003 memorandum the MoD explained that DSO staff dealing with defence
exports were instructed to observe the following “explicit and careful” principles:

a) public money should not be used for illegal or improper purposes;

b) officials should not engage in, or encourage, illegal or improper actions whether in their
relations with UK or overseas firms; and

c) direct employment of agents should be avoided so far as possible. If agents had to be
employed then they should be reputable and the fee should not be excessive in relation
to the lawful and proper work involved.?*

100. In a memorandum to our current inquiry the Campaign Against Arms Trade (CAAT)
pointed out that the principles to which the MoD referred had been set out in guidelines
issued on 9 June 1976 by the then Permanent Secretary at the MoD, Sir Frank Cooper, to
Sir Lester Suffield, then Head of Defence Sales.”® The MoD supplied us with a copy of the
1976 Guidelines.*” The Guidelines themselves make it clear that the stimulus for their issue
was “the current interest in the general subject of special commissions and similar
arrangements in relation to commercial and business deals” and “the importance of
maintaining strict standards in the Defence Sales field”.**® The Secretary of State made the
point to us that the 1976 Guidelines were “to ensure that [officials] stayed within the law
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and did not act corruptly”.*® In contrast, CAAT took the view that the June 1976 case
which we discuss below showed that the Guidelines, contrary to what the MoD had been
telling the Committees, were not “to ensure legality and propriety in the handling of
Government-to-Government contracts”.*** We are unclear what exactly CAAT is alleging
on the purpose of the 1976 Guidelines. If it is that the 1976 Guidelines were window
dressing, we consider that assessment too severe for two reasons. First, the 1976 Guidelines
were classified “confidential” and were not published at the time. Second, the Guidelines
contain clear guidance to officials to report cases where fees or commissions “appear
excessive in relation to the level and propose work which the agents undertakes|,..] the
agent should not be engaged without reference to [the Permanent Secretary]”.**! This
procedure was followed by Sir Lester within the following two weeks.

The June 1976 case

101. In the “context™* of the 1976 Guidelines on agency fees Sir Lester prepared a minute
to be sent to Sir Frank; a copy of the draft minute was placed in the National Archives in
2007.>* In the draft minute Sir Lester set out his concerns about the fees to be paid in
respect of two contracts to supply arms to Saudi Arabia. On the first contract, the Saudi
Arabian Air Defence Assistance Programme, Sir Lester recorded in the draft that the UK
contractor expected to pay fees which appeared “to represent a significant increase” over
the fees paid on an earlier phase of the contract. He believed that these fees had been
“augmented by payments made to agents by [the UK contractor’s] sub-contractors (eg
building and catering sub-contractors)”. Sir Lester then added: “There will be considerably
less work for these sub-contractors in the new programme and therefore less opportunity
to conceal agency fees in their prices”*** This final sentence was removed from the
finalised minute put to Sir Frank on 23 June. (The agency fees on the first and the second
contract, Sangcom Project, were of a similar magnitude, 15%.)** Similarly, other sections
of the draft were removed from the finalised version sent from Sir Lester to Sir Frank. They
were as follows:

e In paragraph 8 the draft minute stated that the agency fees, “although described as
‘technical consultancy’, amounts in practice to the exertion of influence to sway
decisions in favour of the client”.>*¢

e In paragraph 10 the draft explained that the Saudi Government “would certainly not
officially approve the payment of fees, although they undoubtedly expect appropriately
discreet arrangements to be made. Statements to this effect are made by senior Saudis
to visiting senior businessmen in somewhat elliptical language whenever a suitable

239 Q21

240 Ev 80, para 14

241 1976 Guidelines, para 3(c)(2)

242 Draft minute, para 1—National Archives, file DEFE 68/319; see also Q 21.
243 National Archives, file DEFE 68/319; see also Ev 79, para 11, and Ev 81.

244 Finalised minute, paras 4 and 7, though para 11 suggests the fees were lower as it recommends the acceptance of
fees of 10%.

245 Draft minute, para 7
246 Draft minute, para 8; see also Ev 80, para 14.



Scrutiny of Arms Export Controls (2008) 53

opportunity occurs, for example by HRH Crown Prince Fahd ibn Abdul Aziz during a
recent audience granted to Mr. Greenwood, Chairman of BAC, in the [p]resence of
D.Sales 1 [a DESO official] and our Defence Attaché”.?*’

102. CAAT argued that, “at the very least, these payments, made via the MoD accounts
under a Government-to-Government deal, were improper” and that they “were in direct
breach of the [June 1976] guidelines, which the MoD relied on to defend itself to your
Committee against the allegations made by The Guardian”.*®

103. We asked the Secretary of State about the draft minute. He pointed out it was not
possible to determine who the author of the draft minute was or what his status or
authority was and it was not possible for him to construct a reliable picture of the situation
30 years ago.”** We asked the National Archives about the status of the document. National
Archives stated:

There is no written guidance specifically for draft minutes. However, when a paper
file is selected for permanent preservation, the whole file is selected. The National
Archives doesn't recommend that departments weed files and it is quite normal for
such files to contain document drafts. Drafts can be historically significant in
themselves. Section 7.1 (c) of [the National Archives'] Guidelines for the Selection of
Records (available on our website) states that: “principal policy papers, for example
those leading to primary or subordinate legislation in which the department took the
lead, submissions to Ministers, and papers created in the course of preparing

material for the Cabinet or a Cabinet Committee, including all drafts”.>

104. The Secretary of State made the point that the “whole document” should be read.”'
We agree. In the Secretary of State’s view the author of the document was alerting Sir Frank
Cooper to “the risk of allowing agency fees to rise above a particular percentage level” and
making the inference that above a certain ceiling there was a risk of corruption
occurring.”? In his view there were parts of the draft in which the drafter set out certain
types of behaviour apparently corrupt behaviour but that was “not the tenor of the
document” and that the document said to the Permanent Secretary in the context of his
June 1976 Guidelines “this is what we need to be alert to and this is what we need to do to
make sure that we do not trigger that risk”.>* Second, the Secretary of State suggested that
it was “possible to take about a dozen words out of it"*** and on the basis of these words put
a particular construction on the minute.
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105. The sections we cite above and which were subsequently excised before the minute
was finalised amounted to over 120 words, about a tenth of the text. These sections were
therefore substantial and their removal alters the tenor of the submission to Sir Frank.
With these sections removed the minute sent by Sir Lester to Sir Frank focused on the
question of the level of fees, rather than the function for which the fees might be disbursed.

106. Although they have no direct knowledge of the 1976 case we asked two witnesses, who
have experience and knowledge of exports, about the prevalence of corruption in the
Middle East in the 1970s. First, we asked Transparency International (UK) whether it had
been surprised when the former Secretary of State for Defence, the late Lord Gilmour, was
reported to have said that “you either bribed and got the deal or you did not bribe and you

» 255

did not get the deal in relation to UK arms exports to Saudi Arabia in the past”.
Transparency International (UK) replied:

When we hear reports like that, or when we speak to companies, we get a very
common answer, which is that 10 years ago, 20 years ago, yes, that was common. It
was common not just in relation to the UK but in relation to defence companies
selling and governments receiving. Is it becoming less common today? Yes, we
believe so, and there are many reasons we could go into as to why that should be the
case.”*

Second, we asked the Export Group for Aerospace and Defence (EGAD) a similar question
and we set out in full its reply and the subsequent exchange:

Chairman: Lord Gilmour, former Secretary of State, said it would be fair to say that
the only way to do business with the Saudis was with bribery and corruption. Did
this come as a complete bolt out of the blue when you heard that?

Mr Hayes: We have to say he is entitled to his view.>’

Chairman: Your answer was not “No, we were shocked, we were astonished” but
“He is entitled to his opinion.”

Mr Hayes: Absolutely.

Chairman: I think I understand what you are saying.***

255 "We bribed Saudis, says ex-minister”, The Daily Telegraph, 17 June 2006, p 6
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Extra territorial jurisdiction for criminal offences

107. We considered one other matter arising from The Guardian’s allegations*” made in

June 2003 concerning bribery in the DSO. In responding to the allegations the MoD
pointed out that since 1948 by virtue of section 31(1) of the Criminal Justice Act of 1948
UK civil servants had been subject to extra territorial jurisdiction for criminal offences if all
the elements of the offence were committed overseas.’®® But as the Government itself
pointed out that “for a prosecution there needs to be a complaint, evidence and an
investigation” and, when he gave evidence, the Secretary of State was “not aware of any
complaint and investigation that took place in relation to the 1948 Act”.**! He made it clear
that he was not suggesting the inference should be drawn that the absence of a prosecution
meant that there was no breach of the 1984 Act.”> He did not know if, at any time since the
1970s, a complaint had been made.*”® The Secretary of State added for completeness’ sake
that the extra-territoriality jurisdiction went beyond that imposed by the 1948 Act on
public servants as “there was in the common law such a jurisdiction relating to people who
were not public servants”.*%*

108. We were grateful to the Government for explaining the legal position and we take the
Secretary of State’s point about drawing conclusions from the absence of evidence of
complaints or prosecutions under the 1948 statute or the common law. We accept that
without an exhaustive study of the files from the 1960s it would be unjustifiable to
conclude that section 31 of the 1948 Act and the common law jurisdiction were dead
letters. We can, however, venture an observation. Neither the 1976 Guidelines nor the draft
or finalised minute from Sir Lester Suffield to Sir Frank Cooper referred to the 1948 Act or
the risk of criminal prosecution. The Secretary of State for Defence said, senior civil
servants in the 1970s “knew very well that to act corruptly as a public official was a criminal
offence then they probably did not need to be told”.*> He added that they also had the
advantage of the Guidelines and that the Guidelines had obviously been “written to ensure
that the MoD staff acted lawfully and properly”.?®® The 1976 Guidelines state, however, that
what is illegal “will depend in the last resort on the law and practice of the country [...]
concerned, and it is for the foreign government to determine what are acceptable standards

within its jurisdiction”.?*’
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7 Challenging bribery and corruption

Introduction

109. One of the reasons for our examination in the last chapter is that a clear
understanding of the past is helpful in establishing better future practice. In this chapter we
turn from the 1970s to the current and future risk of bribery and corruption in arms export
contracts.

Guidance to those dealing with exports

110. As we noted in the previous chapter, the 1976 Guidelines made no reference to the
extra-territorial provisions in either the Criminal Justice Act of 1948 UK or the common
law prohibiting bribery and corruption. If they had, we consider the Guidelines would have
had greater force. We recommend that when it produces guidance for those handling or
dealing with exports—both for civil servants and British citizens or companies—the
Government set out concisely and clearly the extra-territorial provisions in statute and
common law on bribery and corruption as well as the penalties for breaching the law.

Risk of bribery and corruption

111. In our Report last year we recommended that the Department for International
Development (DfID) consider including an assessment in the Criterion 8 (sustainable
development) methodology applied by the Government to test whether the contract
behind an application for an export licence was free from bribery and corruption.”® As the
UK Working Group on Arms pointed out:

corruption diverts public resources away from social sectors and the poor, increasing
the cost and lowering the quality of public services, and often restricting access to
such essential services as water, health and education. Corruption acts as a drag on
the development and economic growth of a country, and perpetuates unequal
distribution of power, wealth and resources. Corruption in one sector of the
economy can also lead to an increase in corrupt practices across the board in the
form of extortion, bribery and intimidation, many of which disproportionately affect
poor people.*®

In its oral evidence to our current inquiry Transparency International (UK) added to the
list, pointing out that corruption compromised “the national security aspects of the
country [...] if the Defence Ministry is seen to be corrupt”.*”°

112. We see no reason to change our minds about the need for the Criterion 8 assessment
to test whether the contract behind an application for an export licence is free from bribery
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and corruption. The Government has completed its review of the methodology*”* but it has
not published it, as we recommended last year.”’”> We therefore do not know if it includes
any assessment of the likelihood that a proposed export is tainted with bribery or
corruption. We reiterate our recommendations that an assessment in the Criterion 8
methodology be applied by the Government to test whether the contract behind an
application for an export licence is free from bribery and corruption, to maximise the
integrity and accountability of the procurement process, and that the Government
publish the methodology in the annual report on strategic export controls.

113. Corruption is not confined to those countries which qualify for consideration against
Criterion 8. CAAT cited the Serious Fraud Office’s current investigations into allegations
of corruption in respect of BAE's deals with Chile, the Czech Republic, Qatar, Romania,
South Africa and Tanzania—“countries with widely differing economic circumstances and
political backgrounds™” and suggested that all export licence applications should “be
subject to an anti-corruption assessment”.””* Transparency International (UK) also gave us
evidence on the prevalence of bribery and corruption in arms exports. It stated:

if you look at the Transparency International Bribe Payers index in 2002, it is the one
that asks many thousands of businessmen “In which sectors do you find the most
bribes to be paid?” and the top three sectors are public construction, then arms, then
oil. That would be a fairly wide evidence base. If you look at similar surveys—the
Americans have done something similar—that come up with the top three or four
industries at risk, of which arms is one. One of their mechanisms is that their
Commerce Department has a mechanism by which companies can register
complaints about bribery. In the second half of the 1990s 50% of the complaints were
about defence bribery, even though that is only about 1% of world trade. You hear
the same thing borne out when you speak to either government officials or defence
officials, who say that in the past, bribery has been extremely common practice. That
is changing, but to us, that is enough evidence that says yes, defence is more at risk.””

114. We asked why these three areas were more susceptible to corruption. Transparency
International (UK) considered that it was “partly the nature of the contracts” and explained
that “all three of those are large, irregular contracts and that always offers more
opportunity” and that in the case of arms exports, “the historical issue has been much more
around secrecy, that if they are not openly competed and there is not open pressure on the
contracts, it is that much easier to pay bribes or influence the outcome”?”* When we put
these concerns to the Minister, Malcolm Wicks MP, he assured us that the Government
was “fully signed up to fighting corruption”” and “where there is public knowledge, or
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indeed private knowledge, which suggests that there could have been bribery or

corruption, we would act on that”.*’®

115. Transparency International (UK) proposed that as a requirement for the granting of
an export licence companies should be required to adhere to strict anti-corruption
measures which included:

e publication of the names of intermediaries and advisers utilised by UK defence
companies, and publication of all fees paid to them and the services they provide;

e a commitment to undertake face-to-face due diligence before appointing an agent,
adviser or other intermediary, and on a regular basis thereafter, e.g. annually or
biannually;

e arequirement that subsidiaries and joint ventures observe the same high standards of
due diligence required in the UK; and

e formal monitoring of any “offset” arrangements in connection with defence deals.”

116. The Minister said that the main focus of the process of licensing exports “has to be on
the potential risk presented by the export, not on the general process by which the contract
was won ** and he pointed out that the Export Control Organisation (ECO) “would not
have the expertise at the moment to investigate bribery and corruption”.”® He considered
that there could be “a danger of diffusing that focus” and he pointed out that companies
were “subject to the law of the land and the law is clear about bribery and corruption”.**
He added that the Government did not enquire into a whole range of potential criminal
activities on the part of the exporter. He was, however, willing to take the advice of the

Committees on this issue.?®?

117. In our view the statistics which Transparency International (UK) produced give cause
for concern and are a powerful argument for export control authorities taking steps to
prevent bribery and corruption. Although we accept the Minister’s point that the adoption
of the package of measures proposed by Transparency International (UK) would require
policing and monitoring by the ECO and therefore change the focus of its operations, we
consider that, to enhance the credibility of its policy of combating bribery and corruption,
the Government could use the export licensing process to combat bribery and corruption
without distorting its focus. We recommend that as a first step the Export Control
Organisation require those applying for export licences to provide a declaration that to
the best of their knowledge the export contract has not been obtained through bribery
or corruption and that where an agent has been used due diligence checks have been
carried out. We recommend that those who knowingly make a false declaration be
liable to prosecution and revocation of all export licences. In addition, we recommend
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that in a case where subsequently an exporter is convicted of corruption the
Government revoke all his or her export licences. We also recommend that the
Government amend the National Export Licensing Criteria to make conviction for
corruption by an exporter grounds for refusing an export licence.

The Salam project

118. Transparency International (UK) also raised the al-Salam arms contract between the
UK and Saudi Arabia. The Ministry of Defence (MoD) explained that in December 2005
the Government had signed an “Understanding Document” which established a
partnership to modernise the Saudi Arabian Armed Forces and to develop closer service-
to-service contacts. Under the terms it was also agreed that Typhoon aircraft would replace
Tornado ADV aircraft and others currently in service with the Royal Saudi Air Force.
Following detailed discussions between the governments on the commercial arrangements,
the Saudi Arabian Government had announced on 17 September 2007 that agreement had
been reached to purchase 72 Typhoon aircraft for the Saudi Armed Forces at a cost of £4.4
billion. The Government hoped that this new defence programme, known as “the Salam
Project” and separate from the former Al Yamamah deal, would eventually include
weapons, logistical and training packages, and provide an opportunity for RAF and Royal
Saudi Air Force aircrews and ground technicians to train alongside each other in the UK.
The MoD also explained that the Project included a commitment to a substantial
programme of inward investment in the Saudi aerospace industry, including technology
transfer and training for Saudi nationals that would provide thousands of skilled jobs in
Saudi Arabia.***

119. Transparency International (UK) said that the conditions surrounding the Salam
contract would be a “litmus test of the Government’s commitment to fighting bribery”*
and that it was greatly in the interests of both governments to show beyond doubt that the
new contract was consistent with current recognised standards of corporate and public
integrity.”® Transparency International (UK) believed that a “powerful, visible way to do
this would be to set up a body comprised of respected institutions from both countries that
would monitor the financial, equipment and associated support areas during the whole life
of the contract”?” It argued that such an arrangement would “demonstrate their
commitment to showing that the contract was consistent with recognised standards of
corporate integrity” and it believed that “such a positive initiative will improve the image of
the UK and Saudi Arabia after the Al Yamamah saga and go a long way towards restoring
faith in the UK’s anti-corruption efforts”.*

120. The Secretary of State for Defence told us that the Salam Project was “a perfectly
proper contract in which there is no impropriety associated with this negotiation at all”.?*
The Foreign and Commonwealth Office (FCO) told us that the “Saudi Government would
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not agree to any arrangement that would result in the release of sensitive information
relating to their defence capability, which they would consider to be against their national
interest”.*° The Secretary of State also said that, if the Government were to accede to
Transparency International (UK)’s request to set up joint monitoring, “the next claim
would be that it is not independent because the governments set it up even if it was in
response to a suggestion from Transparency International. There is a perfectly good,
independent body in the [National Audit office] that reports to Parliament that does this
job.”*! In a rejoinder, Transparency International (UK) said that the Secretary of State was
“underestimating the damage that has been done to the UK’s previously good reputation in
anti-corruption by the fall-out from Al Yamamah”*? It said that large UK companies,
many of whom had worked hard at putting in place an anti-bribery practice, had been
dismayed by the negative perception of UK companies overseas. In Transparency
International (UK)’s view there was now “an opportunity to restore the UK’s reputation by
making the new Al Salam contract fully transparent and an exemplar of good practice”.**
121. We consider that the Salam Project provides the opportunity to begin a new chapter
in relations between the UK and Saudi Arabia and for a fresh start for both governments to
demonstrate that they are prepared to put in place greater transparency to tackle bribery
and corruption. We recommend that the UK Government consider how to improve the
transparency of the Salam Project. We also recommend that the Public Accounts
Committee gives consideration to publishing all reports to it from the National Audit
Office in respect of the Salam Project.

Enforcement
122. On enforcement, the Government pointed out that the UK had:

strengthened its systems to combat foreign bribery by establishing the Overseas
Anti-Corruption Unit in the City of London Police in November 2006. Working
closely with the Serious Fraud Office, they have successfully increased the number of
enquiries and investigations. There are now 20 foreign bribery enquiries ongoing,
and 46 allegations under preliminary investigation. BERR has recently provided
further resources to increase the number of officers in the unit to 12.2*

123. We accept the Government’s assurance that it has strengthened its systems to combat
bribery and we note that a number of investigations are underway. We accept that such
investigations may require assistance from authorities overseas and thus may take some
time. We recommend that the Government provide in its response to this Report a
statement setting out the progress made by government departments and agencies
investigating current allegations of bribery in relation to arms exports.
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8 The EU and the international perspective

Introduction

124. The pattern of our Report of following-up issues we raised last year, or earlier,
emerges in this chapter too. On the European level we report on reviews underway, or in
one case stalled, as well as emerging proposals which potentially could affect the UK’s
export controls. Beyond Europe, the arms trade treaty, which the UN started work on in
2006, has now reached a critical phase.

Review of the EU Code of Conduct on Arms Exports

125. The EU Code of Conduct on Arms Exports adopted on 8 June 1998 forms the basis of
the UK’s decision-making process for licence applications. The Code contains political
commitments, but is not legally binding. It represents minimum standards which all
Member States have agreed to apply to exports of controlled goods. These standards are
defined through a common set of criteria to be used in deciding whether proposed exports
should be allowed. The Government has published consolidated EU and National Criteria
which explain how it interprets the terms of the Code.*”

126. As we, and our predecessor Committees, have noted the EU Code was subject to a
fundamental review which was drawing to a close over three years ago.”® A revised code
was agreed at a technical level and it has also been agreed in principle that the revised text
should be adopted as a Common Position under Article 18 of the Treaty of European
Union. But there was no consensus as to when this should be. This Common Position
would be legally binding on Member States, who would be obliged to ensure that their
domestic legislation conformed with the Common Position.”” We have welcomed the
revisions to the EU Code.”® This year we asked the Foreign and Commonwealth Office
(FCO) if there had been any progress on the adoption of the revised EU Code. The FCO
said:

We are in discussions at official level with all EU member states to see how to
overcome the reservations some had previously expressed about the Common
Position. These discussions are moving forward and we hope they will lead to
consensus being reached in the course of the next six months. [...] Once consensus is
reached, the Government will move quickly to implement, having already subjected
the Common Position to parliamentary scrutiny.*”
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We recommend that the Government continue to press determinedly for the revised
EU Code of Conduct on Arms Exports to be adopted as a legally binding Common
Position under Article 18 of the Treaty of European Union.

Peer review of implementation of EU Council Regulation 1334/2000

127. Last year we recommended that the Government set out the progress that had been
made in carrying out the recommendations arising from the 2004 peer review of the
implementation of EU Council Regulation 1334/2000 on the control of dual-use items in
an enlarged EU. We also recommended that the Government considered whether the EU
review's conclusions had implications for its own 2007 Review of Export Control
Legislation.” In a memorandum this year the Government said it had concluded that:

there are no implications for domestic legislation arising from the review of the
implementation of the EU Regulation. Examination of the Commission’s proposals
for amending Council Regulation 1334/2000 is on-going in Council Working
Groups. It is hoped that this process will be complete by the end of 2008.*"!

We are grateful for the Government’s memorandum commenting on the effect of the
review on legislation. The review also had implications for the operation of the export
control. We recommend that in responding to this Report the Government explain
whether the conclusions and recommendations from the peer review of the
implementation of EU Council Regulation 1334/2000 on the control of dual-use items
have led to changes in the operation of the export control system to improve its
effectiveness.

Changes to dual-use regulations

128. Last year we expressed concerns about the European Commission’s proposals for
changes to the dual-use regulations and recommended that the Government in its response
to our Report explain its policy to the changes emerging from the Commission.** In reply,
the Government said that Member States had yet to agree formally on any of the proposals,
and “discussions are likely to continue until at least the end of 2007” and that “the UK will
develop any new policy that is required once the Presidency has drawn up draft
conclusions”*”® We asked the Government for updates on progress and when the
Presidency’s proposals would emerge. The Government said that in February 2008
discussion on the Commission’s proposals for a “revision of the Council Regulation on the
control of exports of dual-use items [took] place at official level in the Presidency-chaired
Dual-Use Working Party. The UK has contributed positively to these discussions and seeks
to disseminate UK best practice and experience where this is appropriate. Member states
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have yet to agree formally on any of the proposals, and discussions continue.”"* This is an
issue that we shall keep under review.

Intra- EU transfers

129. We recommended last year that the Government needed to formulate a policy to
respond to any proposals emerging from the European Commission to remove the barriers
to the free movement of military goods and technology that currently exist within the EU.
Our concern was that the policy needed to address the effect that any changes would have
on export controls and to ensure that UK and EU export controls were not weakened.**®

130. In its memorandum the Ministry of Defence (MoD) addressed EU defence industry
restructuring. It explained that with pressure on defence budgets throughout Europe, it
was “essential that work be undertaken to develop a rationalised, integrated and efficient
European industrial base that can responsively and cost-effectively meet capability
requirements”.’* To achieve this goal the MoD pointed to a number of steps taken by EU
Member States collectively:

e EU Member States that participate in the European Defence Agency (EDA) have
agreed that work must be undertaken to develop an effective European defence
industrial base through aligning and combining States’ needs in shared equipment
requirements and meeting these through an integrated, interdependent but less
duplicative European Defence Technological and Industrial Base (EDTIB). In
September 2007, National Armaments Directors approved a series of roadmaps that
would take forward the initiative in the areas of:

e clarifying the key defence-related industrial capabilities for the preservation or
development in Europe;

e achievement of mutual confidence on security of supply between EDA Member
States;

e increasing competition in the European Defence Equipment Market;

e developing diversity and depth of the European defence related supplier base; and

e increasing Armaments Co-operation amongst participating Member States.’””
131. On the face of it greater intra-EU transfer could impact on the UK’s export controls.
We therefore asked the Secretary of State for Defence about the proposals. He said that:

we did not agree with the early proposals. We argued for a set of proposals which
were much more akin to the scheme that we have in this country. Those proposals
have broadly been accepted, which we are pleased about. They are reflected in the
current document which is out for consideration by other countries, including some
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who supported the earlier proposals. So this is a dynamic process. Insofar as the
actual documentation, it shows that we have been persuasive in our arguments; we
have won a lot of the arguments and we are pleased about that. Broadly we welcome
the direction of this but we are alert to the possibility that it could slip back at any
time and we will make sure that we try to prevent that from happening.*®

132. When he gave evidence in January 2008 the Secretary of State said that he did not have
all the details, which were supplied subsequently in a memorandum from the FCO:

On 5 December 2007 the Commission published a Defence package which included
2 draft legislative measures [...] The package is intended to improve the efficiency
and competitiveness of the European defence industry by addressing the conduct of
business and the effectiveness of the market.

The objective for the Defence and Security Procurement Directive, where MoD lead,
is to establish new, more flexible public procurement rules specifically adapted to the
defence sector. This will not only ease the conduct of business in this area but, it is
hoped, will encourage some Member States away from invoking Article 296 of the
Treaty to exempt their procurements from the public procurement rules due to the
inadequacies of the current rules. The Government supports the Commission’s aims
of improving competitiveness, transparency and efficiency in the European defence
equipment market although the proposed measure clearly needs to be carefully
balanced with the need to ensure adequate protection of legitimate national security
concerns.

Separately, The Intra-Community Transfers Directive aims to simplify national
export licensing procedures, so as to facilitate cross-border trade within the EU and
thereby improve competitiveness and security of supply. The Directive generally
proposes to use as its basis the simplified licensing arrangements that are in
operation within the UK.**

133. On the basis of the evidence given by the Secretary of State for Defence and by the
Foreign and Commonwealth Office we conclude that the Government has reached the
view that neither the Defence and Security Procurement Directive nor the Intra-
Community Transfers Directive as published on 5 December 2007 will lead to a
weakening of the UK’s export control system. This is an issue that we shall keep under
review.

Slovak arms to Sri Lanka

134. Criterion 3 of the EU Code of Conduct on Arms Exports states that EU states should
not grant export licences where “the arms could provoke or prolong armed conflict in the
country of final destination”.’'® It was reported in April 2008 that the Slovak Economy
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Ministry had approved a shipment of 10,000 military missiles to the Sri Lankan
Government.*"' We asked the FCO whether the export violated the EU Code. It explained:

When these reports came to light, the FCO immediately sought to establish the facts.
Staff at our Embassy in Bratislava discussed the reports with officials from the
Slovakian Ministry of Foreign Affairs. They confirmed that the export of 10,000
rockets had taken place, but a licence to ship a further 30,000 rockets had been
revoked.

The original Slovakian export is not in itself technically a breach of the Code of
Conduct, but clearly would be considered undesirable when considered against
Criterion 3. And under similar circumstances the UK would have refused the export
of this type of military equipment to Sri Lanka at this sensitive time. We are now
liaising with the Slovenian Presidency and other EU partners within COARM?"? to
consider how best to ensure that the Code of Conduct is applied in a uniform
manner across the all Member States, thereby avoiding this type of anomaly in
future.’?

135. We do not understand how an export which would be considered undesirable in the
light of Criterion 3 is not a breach of the EU Code of Conduct on Arms Exports. The case
raises concerns that the EU Code may be applied inconsistently by EU States. We
recommend that the Government provide us with a report on the outcome of its
contacts with the Slovenian Presidency and EU States within the Working Party on
Conventional Arms Exports (COARM) to consider how best to ensure that the EU
Code of Conduct is applied in a uniform manner across the all Member States.

International arms trade treaty

136. On 6 December 2006 the UN General Assembly resolved to establish a Group of
Governmental Experts (GGE) in 2008 to assist the Secretary General produce a draft
international arms trade treaty. The resolution was approved by 153 members in favour, 24
abstentions and 1 vote against (the USA). Following this decision the Secretary General
requested States to submit their views on the form and content of a treaty. In 2007 102
responses had been received. The FCO told us that the UK had worked hard to encourage
countries to respond. A report is expected after the third meeting of the GGE to the
Secretary General for the consideration by the First Committee of the UN.>!*
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137. The Government provided us with an informal briefing on the arms trade treaty in
May 2008, which we found informative and useful. As we have stated previously,’”” we
commend the Government for its energy and skills in encouraging other countries to
support the treaty. The next stage in the process will be the report from the GGE later this
year. We hope that a comprehensive and effective treaty emerges, though we recognise that
this may take some time to achieve. We conclude that the Government is to be
commended and supported in its efforts to achieve a comprehensive and effective
international arms trade treaty.

Proliferation Security Initiative

138. The Proliferation Security Initiative (PSI) aims to stop illegitimate trade in weapons of
mass destruction and WMD?'® technology. The Government told us that the UK continued
to participate actively in PSI and it had recently hosted a meeting of the PSI Operational
Experts Group in London in February 2008 and had sent a cross-departmental team to the
PSI 5th Anniversary events in Washington in May 2008.*"”

139. At present the UK has no powers to seize goods subject to export controls on the high
seas, or to interdict ships on the grounds that they are carrying such goods. The 2005
Protocol to the 1988 Convention for the Suppression of Unlawful Acts Against the Safety
of Maritime Navigation (the SUA Protocol) will strengthen the international legal basis to
impede and prosecute the trafficking of WMD, their delivery systems and related materials
on the high seas in commercial ships by requiring state parties to criminalise such
transport. The Protocol also establishes a mechanism to facilitate the boarding in
international waters of vessels suspected of engaging in these activities. The SUA Protocol
will only come into force after ratification by 12 countries. The Government said that
currently only three countries—Spain, Cook Islands and St Kitts and Nevis—had ratified it.
The UK had signed the Protocol but has not yet ratified. Legislation will be required to
enable the UK to ratify the SUA Protocol. The Government said that the necessary
legislation was contained in the Transport Security Bill, which had a place in the Draft
Legislative Programme for the next session of this parliament.’'®

140. We are concerned that the Government has yet to ratify the SUA Protocol and that
the legislation to effect ratification is only at a draft stage. We recommend that the
Government bring forward legislation in the next session to ratify the 2005 Protocol to
the 1988 Convention for the Suppression of Unlawful Acts Against the Safety of
Maritime Navigation (the SUA Protocol).

Arms embargo on China

141. China has been subject to an arms embargo since 1989. We noticed from examination
of quarterly reports that the value of standard individual exports licences (SIELs) issued for
exports to China increased from £85 million in 2006 to £227 million in 2007 and we asked
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the FCO whether the embargo had any economic or commercial effect. The FCO replied
that:

The EU embargo on China was imposed after the Chinese suppression of the
Tiananmen square pro-democracy demonstrations in 1989 and its scope covers
lethal weapons that could be used for internal repression. It is important to note that
it is not a “full scope” embargo. The export of some controlled goods to China was
always envisaged and thus, increases in the volume of exports for controlled goods
that are not covered by the terms of the embargo should not be seen as a barometer
of the effectiveness of the embargo. It is also difficult to assess the economic and
commercial impact of the embargo based on one year’s figures, and this needs to be
assessed against a longer period.*"’

142. The FCO supplied the table below showing the value and number of standard
individual export licences from 2004 to 2007.>*

SIELs to China

Year Number of SIELs Value of SIELs
2004 180 £100 million
2005 238 £61 million
2006 284 £85 million
2007 310 £227 million

143. The FCO explained:

The table shows that since 2004 there has been a steady rise in the number of SIELS
approved, although the value has fluctuated.

In 2007 three unusually high value UK exports to China took place. One was for
enriched uranium (£124 million) to be used by the Yibin Nuclear Element Plant for
the fabrication of commercial nuclear fuel in support of the Chinese civil nuclear
power programme. Another was for cryptography software (£23.8 million) that
would enable the provision of Voice Over Internet Protocol Services to be used by
UT Starcom Telecom Ltd in China. The final high value export was for nickel
powder (£10 million) to be used by Jinco Nonferrous Metals Co Ltd. for use in the
process of making nickel sulphate and chloride. These three high value exports have
distorted the overall figures for 2007 compared to previous years. All three export
licence applications were assessed against the Consolidated EU and National Arms
Export Licensing Criteria and were approved following consultations with the
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appropriate government departments and agencies. None were submitted to FCO
Ministers.**!

144. We note the Government’s explanation for the increase in the value of SIELs in 2007.
If the three “unusually high value” value items are removed the value for SIELs in 2007
would have been about £80 million, which would have been slightly down on 2006. But as
the Government acknowledges the number of SIELs continues to grow.

145. In the political field the most recent development has been unrest in Tibet. The FCO
told us that it continued to “have serious concerns about human rights in China” and that
it covers “human rights issues in depth with the Chinese during our regular biannual UK-
China Human Rights Dialogue, (the last round of which took place in Beijing in January
2008)”.’** But the Government judged that overall that “the human rights situation has
improved significantly in China since 1989”°% It pointed out that the US had dropped
China from its list of “countries of concern” in its annual human rights report.*** The
Government made it clear, however, that its “willingness to enter into dialogue does not
influence our policy on arms exports to China”.**> On Tibet, the Government urged:

substantive dialogue between the Chinese authorities and the Dalai Lama to resolve
the underlying human rights issues there. We believe that engagement with China,
not isolation, is the best way to encourage this. Strengthening the arms embargo
would do nothing to encourage dialogue, and would risk isolating the Chinese
Government in a way which would make it significantly more difficult for us to raise
human rights concerns.**

146. We conclude that the British Government and the EU should maintain their arms
embargo on China.

Criteria for sponsorship of visits to arms fairs

147. In our Report in 2006 we expressed dismay that a Chinese military delegation visited
the DSEi*”” arms fair in London in 2005 with the support of the UK Government.’® We
asked about the criteria for sponsorship of visits to arms fairs. In a memorandum to the
inquiry the Government explained the criteria:

The starting point is potential export market opportunities, based on each country’s
known requirements and the UK’s ability to meet them. The latter is a function of
what our industry can offer and the Government’s likely stance on licensing of such
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equipment to that country. The licensing criteria thus inform our deliberations, but
we do not rule out inviting representatives from a country to an exhibition purely
because only a limited range of items are likely to be licensable for export to it. Wider
factors may also be taken into account and may cover [...] aspects of bilateral
military dialogue, including involvement of the country in peacekeeping operations
or our wish to encourage a contribution to international efforts to enhance global
security. However, a country would not be considered where that would be contrary
to the UK’s international obligations and our wider defence and security interests.

The [FCO] conducts its own assessment of the value or risk of inviting countries on
the list. This will involve considering the approach and behaviour of a country on
human rights and whether a company might reasonably expect to obtain a licence to
export defence goods to the country, even if for a limited range of goods, in
accordance with any current measure. Our Embassy staff in the country will be
contacted if that is thought to be necessary. FCO agreement to invite certain
countries on the list, such as China, is given at Ministerial level.**

148. We are grateful to the Government for its explanation of the criteria it applies in
deciding whether or not to sponsor the visit of a delegation to an arms fair in the UK. In his
oral evidence the Secretary of State for Defence made the points that the Chinese knew that
any goods they ordered would be subject to the “export licensing process” and that the EU
embargo on China was “partial in scope” and so equipment on display which did not come
within the scope of the arms embargo could easily have been “sold appropriately to the
Chinese”.”® He also made the point that the Government had “been encouraging the
Chinese to play a part in peacekeeping operations and they are now playing a part in
peacekeeping operations across the world”.”*! In our view the matter is straightforward: if a
country is subject to an international arms embargo, the representatives of its government
should not be entitled to official sponsorship to attend an arms fair in the UK. China has
been subject to an arms embargo since 1989 and it should receive no official sponsorship to
attend arms fairs in the UK. We recommend that the Government adopt a policy that,
where a country is subject to an international arms embargo, the UK Government does
not provide official sponsorship for the representatives of the State under embargo to
attend arms fairs in the UK.

Cluster munitions

149. In our last Report we congratulated the Government on its support for a ban on
“dumb” cluster munitions and on its commitment to withdraw the UK’s stocks of “dumb”
cluster munitions with immediate effect.” As part of the process which began in Oslo in
February 2007 a Diplomatic Conference on Cluster Munitions was held in Dublin in May
2008. The purpose of the conference was to negotiate a new instrument of international
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humanitarian law banning cluster munitions that cause unacceptable harm to civilians. On
28 May the Prime Minister issued a statement:

In order to secure as strong a Convention as possible in the last hours of negotiation
we have issued instructions that we should support a ban on all cluster bombs,
including those currently in service by the UK.

This Convention will be a major breakthrough, and builds on the UK's leadership on
landmines and the Arms Trade Treaty. We will now work to encourage the widest
possible international support for the new Convention.**

150. On 30 May more than 100 countries, including the UK, agreed to the text of the
Convention on Cluster Munitions.”** The parties to the Convention undertook never
under any circumstances to:

a)
b)

c)

use cluster munitions;

develop, produce, otherwise acquire, stockpile, retain or transfer to anyone, directly or
indirectly, cluster munitions; and

assist, encourage or induce anyone to engage in any activity prohibited to a State Party
under this Convention.

335

151. There have been reports that the draft treaty agreed in Dublin “incorporated a
number of important, last-minute amendments that diminish the effectiveness of the
protocol—and these changes were at the behest of the UK” and that:

Britain has negotiated a loophole that will allow the MoD to deploy a new generation
of cluster bombs [...] the draft has subtly redefined what counts as a cluster weapon.
For the purposes of the treaty, a cluster bomb is no longer a cluster bomb provided it
contains fewer than ten bomblets; is designed to hit a single, identifiable target, and is
fitted with a fail-safe device to self-destruct the bomblets so as not to maim children
[...] This means that while the MoD will scrap its existing M73 and M85 weapons—
which it does not use anyway—it is free to develop a new generation of these
munitions provided they fall within the strict terms of the treaty. Surprise, surprise:
the MoD's next generation anti-tank cluster shell does precisely that.>*

152. In the time available we were not able to put these points to the Government but it
pointed out that “Article 2 of the Convention makes clear that other munitions which have
sub-munitions, but which meet a set of cumulative criteria designed to avoid
indiscriminate area effects and the risks posed by unexploded sub-munitions, are not

333 The Prime Minister’s comments on the Dublin Diplomatic Conference on Cluster Munitions, 28 May 2008,

http://www.number-10.gov.uk/output/Page15608.asp

334 Diplomatic Conference for the Adoption of a Convention on Cluster Munitions, CCM/77, 30 May 2008,

http://www.clustermunitionsdublin.ie/pdf/ENGLISHfinaltext.pdf

335 Convention on Cluster Munitions, CCM/77, 30 May 2008, Article 1(1)

336 “How cluster bomb ban was robbed of its impact”, The Scotsman, 5 June 2008, p 24



Scrutiny of Arms Export Controls (2008) 71

cluster munitions”.””” We recommend that in responding to this Report the Government
explain whether it pressed for a restriction in the Convention on Cluster Munitions
agreed in Dublin in 2008 that would allow it to develop a new generation of anti-tank
cluster shell.

153. The use of cluster munitions has terrible humanitarian consequences. We conclude
that the Government is to be commended for its support for, and agreement to enter
into, the Convention on Cluster Munitions agreed in Dublin in 2008, which bans all
types of cluster munitions, including so-called “smart” cluster munitions.
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Annex 1: Letter from the Chair of the
Committees to the Department for
Business, Enterprise and Regulatory Reform

The Trade in Goods (Categories of Controlled Goods) Order 2008

BERR wrote to the Committees on Arms Export Controls on 30 May inviting comments
on the draft Trade in Goods (Categories of Controlled Goods) Order 2008 by 13 June.

In the time available the Committees have not been able to meet but I have taken informal
soundings on the draft Order. On the basis that the Order goes some way to meet the
Committees’ recommendations made in previous reports that the extra-territorial reach of
the legislation should be extended and that there is scope to make further changes in the

third tranche of secondary legislation the Committees raise no objection to the proposed
Order.

The Committees would be grateful for an assurance that BERR will provide at least two
months for the Committees to consider the third tranche of changes, which I understand
may emerge in the autumn.

June 2008
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Annex 2: Note on the visit to the Port of
Southampton

Members participating: Roger Berry (Chair), Mr David S. Borrow, Linda Gilroy
and Sir John Stanley

HM Revenue and Customs Mark Fuchter (Head of Prohibitions and Restrictions
Policy Team), Aaron Dunne (Head of Counter
Proliferation and Crime Team), Vivian O’horo (Senior
Policy Advisor for Strategic Exports and Non Proliferation
of Goods), Lee Barham (Policy Advisor - Strategic Export
Control and Sanctions Enforcement), Sue Lancioni (Policy
advisor on enforcement of strategic export controls),
Kevin Davis (Assistant Director Criminal Investigation)
and Chris Berry

UK Border Agency Helen Scott (Senior Officer - Container Operations
Southampton)

Revenue and Customs Prosecution Office David Green QC (Director), Bill Wheeldon
(Head of Division C, Strategic Goods and Border
Detections), Helen Wolkind (Head of the Director’s
Private Office), Malcolm McHaffie (Senior Lawyer) and
Elspeth Pringle (Lawyer)

1. Port visit — Detection operations

The delegation was shown around the Southampton Container Terminal (SCT) by Mark
Fuchter, Kevin Davis, Lee Barham (HMRC) and Helen Scott (UKBA). Members were told
that, while the current facilities were of a modest scale in relation to the size of the port,
negotiations with the port authorities for larger facilities were in progress.

Discussions at the port focused on the search and detection techniques used by HMRC
staff, how often those techniques were used and under what circumstances. The officers
emphasised that, due to the high volume of cargo handled by the port, the use of risk
analysis in selecting the shipments to be scanned or searched was of central importance.
Risk analysis or ‘profiling’ was done using the CHIEF (Customs Handling of Import and
Export Freight) system, with processing and verification completed by staff at the National
Clearance Hub (NCH) based in Salford, which utilized information such as the declared
destination, origin and shipping company. While the risk analyses for imports and exports
differed in the weighting assigned to the various factors, the fundamental principles behind
the analyses were the same as were the methods for searching and scanning cargoes.
However, with certain types of cargo, particularly suspected dual-use items, it was often
more difficult to establish whether the transfer of the cargo was within export control and
cooperation with, and advice from, the Department for Business, Enterprise and
Regulatory Reform (BERR), such as sending metal samples for material analysis, was
essential.
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Members were shown an X-ray scan of a cargo container which had been selected using
CHIEF as a higher risk cargo requiring further investigation. It was explained that with the
appropriate training a person would be able to gain a large amount of information from
such a scan but that due to the nature of certain cargoes (for example, very dense metals)
physical searches might also be necessary. Members then saw the container opened and
searched. The goods were not found to be in breach of export control.

2. Proliferation Security Initiative (PSI)

After returning from the port Aaron Dunne (HMRC) gave a presentation to Members, and
answered questions, on the PSI. He explained that the PSI had been launched by President
Bush in May 2003 and that the Statement of Interdiction Principles that underpinning the
PSI had been endorsed by the Prime Minister. The PSI was a response to the growing
challenge posed by the proliferation of WMD and it advanced international cooperation to
stop shipments of WMD. On the practical side, Mr Dunne explained that there was a
programme of exercises testing counter proliferation capability and building expertise and
cooperation among the participating countries, as well as a programme of outreach and a
forum for sharing information and good practice. The purpose of the exercises was to test,
develop and enhance capabilities and to deter proliferators. There are approximately four
major international live exercises each year in addition to regular paper-based, tabletop
exercises.

Mr Dunne explained that the PSI consisted of 20 core countries (members of the
Operational Experts Group or OEG), which alongside the US and the UK included Russia,
Japan, France and Germany. The OEG acted as a steering group. The So San incident - the
interdiction of a North Korean ship carrying missile parts to Yemen in 2002 - was among
the factors that prompted the launch the PSI. While the interdiction on the high seas was
legal there were no legal grounds for seizing the missiles, warheads, and missile fuel on
board.

In the UK the Foreign and Commonwealth Office led on policy and HMRC was the centre
of legal and operational expertise on the enforcement of export controls. The MoD had the
operational lead. On outreach, the FCO led on countries new to PSI and HMRC on
enhancing the capability of existing member states. Mr Dunne commented that the PSI
had led to enhanced inter-departmental cooperation, coordination and communication
within the UK and ensured swifter decision making. PSI was a spur to using resources
more effectively.

Mr Dunne explained the Government’s powers to interdict ships on the high seas which
were governed by international law. He said that the 1988 Convention for the
Suppression of Unlawful Acts Against the Safety of Maritime Navigation (the SUA
Convention) had been amended by the 2005 Protocol which broadened the scope of the
Convention to include offences relating to the illegal transport of WMD and related
materials. It also provided a comprehensive framework for the boarding of ships
suspected of committing an offence under the Convention. The UK had not yet adopted
the Convention as primary legislation was required in order to implement its provisions
in domestic law.
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In conclusion, Mr Dunne said that the PSI had been the catalyst for enhanced inter-
departmental communication and cooperation, improved bilateral relations and contacts
with overseas partners and bilateral relations and contacts with industry. It had enhanced
end-to-end counter proliferation capabilities.

3. The Knight Case

Kevin Davis (HMRC) gave a presentation to Members and answered questions, on the first
successful prosecution in respect of trafficking under the Trade in Goods (Control) Order
2003. The outcome of the case was that John Knight (JK) received a four year prison
sentence together with a confiscation order for £53,389. JK was a UK national resident in
the UK and a well known supplier of small arms and light weapons, for which he had
sought and obtained export licences in the past.

Timetable of the case:

10 July 2006: JK agreed a formal contract to supply machine guns to Kuwait on
payment of US$130,000.

31 July 2006: JK made an application to BERR for a trade control licence for the
shipment. The goods fell within ML1a in Schedule 1 of the Export of Goods,
Transfer of Technology and Provision of Technical Assistance (Control) Order
2003.

6 November 2006: BERR contacted JK as further information was required in
support of the licence application. JK was advised not to progress the deal without a
valid licence.

16 November 2006: JK provided the Kuwaiti company with a false certificate of
origin showing the country of manufacture of the sub machine guns as Cyprus. The
actual country of origin was Iran.

20 November 2006: JK received a letter from BERR denying the licence due to
concerns that the weapons might be diverted to another end-user.

21 November 2006: JK provided a packing list and told the customer that the
shipment of the machine guns was progressing and that he would provide flight
details shortly.

28 November 2006: JK appealed against the licence refusal providing further details
of the order.

4 December 2006: BERR formally advised JK that his appeal had been refused.

6 December 2006: UK HMRC met Kuwaiti authorities to provide information and
request assistance.

4 January 2007: JK arranged final shipment and provided flight information to
Kuwaiti company.

5 January 2007: Machine Guns intercepted at Kuwait City airport by Kuwaiti
authorities and seized.

5 January 2007: JK arrested by HMRC and premises searched; JK subsequently
formally charged with the deliberate evasion of UK trade controls and found guilty
and convicted.
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23 November 2007: JK sentenced to 4 years imprisonment following his guilty plea
and a confiscation order made in the sum of £53,389 with 6 months to pay and
default sentence of 18 months imprisonment.

7 February 2008: JK’s appeal rejected and sentencing guidelines articulated for
serious cases of this type.

JK’s application for a license demonstrated his knowledge of relevant legislation and export
control regulations in relation to the weapons concerned. Furthermore, HMRC officials
had visited JK previously and in doing so made sure he was fully aware of the legal
requirements for arms exports. HMRC officials had explained that, while prosecutions
were not always possible, compliance/educational visits and searches often proved useful
deterrents and helped prevent and disrupt the supply of goods of concern.

Malcolm McHaffie (RCPO) emphasised that in cases where a UK resident was arranging
an arms deal between two overseas countries, the cooperation of those countries was of
vital importance in ensuring a conviction. While the Kuwaiti authorities were to have been
the buyer of the arms, they had also provided excellent assistance to the UK authorities;
and this assistance had been provided in the absence of formal procedures to provide
mutual support.

On the level of sentence, Mr McHaffie commented that ensuring that a convicted arms
trafficker received a maximum or near maximum sentence would require evidence of
delivery. In the JK case, files recovered from his home computer proved delivery.
Notwithstanding a plea for compassion based on JK’s personal circumstances, the court
had handed down a custodial sentence of four years, which had been upheld on appeal. In
Mr McHaftfie’s view the sentence was a strong deterrent to those contemplating breaking
the UK’s export controls.

HMRC believed the number of UK residents carrying out activities similar to JK’s was
small; there were currently on-going investigations into suspect arms traffickers. One of the
difficulties in prosecuting arms traffickers such as JK was that they were well aware of the
large amounts of information government departments were likely to hold on them.
Revelation of such information under the Criminal Procedure and Investigation Act 1996
disclosure process could in certain circumstances undermine criminal prosecutions and
impossible in some circumstances. Also, very often, evidence sought to prepare a prima
facie case was held in countries of concern or where no formal MLA**® Treaty was in place,
again creating difficulties for a successful prosecution.

The Chairman congratulated HMRC and RCPO on the successful prosecution of the first
trafficking case under the Trade in Goods (Control) Order. HMRC and RCPO said that
they had been greatly satisfied by the result and felt that had the case been lost it would
have sent out a very bad signal.

338 Mutual Legal Assistance
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3. The Gyrocompass Case

Kevin Davis (HMRC) gave a second presentation, and answered questions, on the recent
gyrocompasses case in which a UK businessman of Iranian descent, Mehrdad Salashoor,
(MS) received 18 months imprisonment and a £432,970 confiscation order in relation to
the commission of four export control offences and perverting the course of justice.

He explained that the gyrocompasses were dual use goods in that they could be used in
maritime navigation and as internal components of ballistic missiles. MS was a UK
resident and a regular exporter of marine equipment to Iran.

Timetable of the case:

3 May 2006: MS sought advice from BERR on the proposed export of
gyrocompasses “to Azerbaijan”. BERR advised that an export licence was required.
26 May 2006: 11 gyrocompasses were exported to Malta. Because Malta was an EU
destination (for the purpose of dual use goods) no export licence was required. The
Maltese intermediary submitted Customs documents to tranship 11 gyrocompasses
to Iran. On the basis of local risk assessment the Maltese Customs selected the goods
for examination and sought assistance from UK on license ratings. BERR advised
Malta that the items were controlled and the Maltese company applied for an export
licence to ship gyrocompasses to Joalee Marine, Iran. The application was refused.
The Maltese company requested to send gyrocompasses back to MS in the UK and
the Maltese authorities granted an export licence to UK.

5 July 2006: 11 gyrocompasses were sent back to UK.

20 July 2006: 6 were sold by MS back to the manufacturer.

23 July 2006: 2 were exported to Norway without an export licence.

24 July 2006: the 2 gyrocompasses were diverted to Joalee Marine, Iran. (The
remaining three gyrocompasses were under HMRC control in the UK.)

Mr Davis continued that on 28 July 2006 MS was interviewed by HMRC. He had produced
e-mails and correspondence to demonstrate how he had been deceived by shady
middlemen and how he had attempted to stop the goods leaving Malta when he heard
about the Iranian deal. These were later forensically proved to have been concocted in a
deliberate attempt to mislead the authorities. The investigation also established that there
had been six previous exports to Iran via Malta which included three gyrocompasses and
pumps, the later being licensable under WMD end-use control. Additionally, the French
manufacturer of the gyrocompasses had been given a false end user certificate from
“Azerbaijan”. The investigation also revealed a dichotomy in the interpretation of dual use
regulations at the time; the British Government considered the gyroscopes to be controlled
under Dual Use Regulations whereas the French did not.

As a result of a joint operation in UK and Norway evidence of shipment to Iran had been
obtained for the UK prosecution. Investigators also established that MS’s claim that the
gyroscopes were to be fitted to vessels berthed in Oslo was false — the ships did not exist.

The Norwegian shipping agent was under local investigation for a false transit declaration.
The agent had declared the goods in transit whereas they had actually been sent to the
agent’s shed for repackaging and relabelling.



78 Scrutiny of Arms Export Controls (2008)

MS was arrested and charged and on 11 December 2007 and had pleaded guilty to the
aforementioned offences.

HMRC cited that this was an excellent example of international cooperation and
considered that it would be a deterrent to proliferation networks.

4. The National Clearance Hub at Salford (NCH)

Lee Barham (HMRC) gave a presentation, and answered questions, on the National
Clearance Hub (NCH) at Salford which was the single centralised site replacing Entry
Processing Units (EPU) previously located at all major air/sea ports. The hub was designed
to provide a consistent, seamless clearance system for imports and exports within defined
timeframes with minimal manual intervention.

Mr Barham explained that the NCH had primary customs responsibility for:

¢ the inputting of manual import and export entries to the Customs Handling of Import
and Export Freight (CHIEF) declaration processing system;

¢ the inputting of manual requests for export arrival and departure loading information;
e all import and export entries selected for further checks;

e issuing import and export examinations to Detection Officers at the Frontier;

e controlling un-entered goods for inventory linked ports and airports;

e authorising and amending inventory records and removals; and

e issuing Customs Civil Penalties and Warning Letters.

He explained that CHIEF functioned as a system for license declaration and verification,
and allowed legal goods to be imported or exported with minimal delay. If an importer or
exporter was unaware of the need to apply for an export license this would be detected by
CHIEF. CHIEF allowed the use of both risk analysis and specific intelligence to be targeted
on imports and exports.

Members pointed out that when the Export Group for Aerospace and Defence (EGAD)
had given oral evidence to the Committees on 20 March 2008 it said that the interface
between CHIEF and SHIRE—the Export Control Organisation’s system—was not working
correctly (Qq 54-55, HC (2007-08) 254). HMRC did not recognise the problems raised but
undertook to seek further information from EGAD.**

Members also raised the concerns of the UK Working Groups on Arms which in its oral
evidence on 20 March 2008 had said that it was almost impossible to monitor open general
licences because of the incompatibility between the way the HMRC database and the
Customs CHIEF system reported information and the way the Export Control
Organisation registered use of the licence. The Working Group had asked HMRC whether

339 Subsequently supplied, see Ev 97, para 8.
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cross-referencing was possible and the answer that had come back was: “in the six months
alone to December 2007 that would involve the manual cross-checking of some 8,000
individual references” and that “we have no way on our system of extracting information
about what has been exported under these licences” (Q123, HC (2007-08) 254). HMRC
said that the system produced sufficient information for their purpose but it would provide
the Committees with a note.**

HMRC also undertook to provide the Committees with a note on monitoring the
Internet.*!

May 2008

340 Supplied subsequently, Ev 96
341 Supplied subsequently, Ev 96
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Annex 3: Glossary of acronyms and initials

BERR
CAAT
CHIEF
COARM
DESO
DfID
DSEi
DSO
DTI
ECA
ECO
ECOWAS
EDA
EDTIB
EGAD
EPU
EU
FCO
GGE
HMRC
MANPADS
MoD
NAO
NCH
OGEL
OITCL
PSI
SALW
SCT
SIEL
SPIRE
SUA

UKBA
UKTI
UN
WMD

Department for Business, Enterprise and Regulatory Reform
Campaign Against Arms Trade

Customs Handling of Import and Export Freight (an IT system)
EU Working Party on Conventional Arms Exports

Defence Export Sales Organisation

Department for International Development

Defence Systems and Equipment International

Defence Sales Organisation

Department of Trade and Industry, now BERR

Export Control Act 2002

Export Control Organisation

Economic Community of West African States

European Defence Agency

European Defence Technological and Industrial Base
Export Group on Aerospace and Defence

Entry Processing Unit

European Union

Foreign and Commonwealth Office

Group of Governmental Experts

Her Majesty’s Revenue and Customs

Man-Portable Air Defence Systems

Ministry of Defence

National Audit Office

National Clearance Hub

Open General Export Licence

Open Individual Trade Control Licence

Proliferation Security Initiative

small arms and light weapons

Southampton Container Terminal

Standard Individual Export Licence

Shared Primary Information Resource Environment (an IT system)
1988 Convention for the Suppression of Unlawful Acts Against the Safety
of Maritime Navigation (the SUA Protocol)

UK Border Agency

UK Trade and Investment

United Nations

Weapons of Mass Destruction
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Formal Minutes

Thursday 3 July 2008
Members present:

The Business and Enterprise, Defence, Foreign Affairs and International Development
Committees met concurrently, pursuant to Standing Order No. 137A.

Members present:

Business and Defence Committee  Foreign Affairs International Development
Enterprise Committee Committee Committee
Mr Adrian Bailey Mr James Arbuthnot Mike Gapes John Battle
Roger Berry Mr David S Borrow  Mr Paul Keetch Malcolm Bruce
Peter Luff Linda Gilroy Mr Ken Purchase Richard Burden
Mr Bernard Jenkin  Sir John Stanley
Robert Key

Roger Berry was called to the Chair, in accordance with Standing Order No. 137A(1)(d).
The Committees deliberated, in accordance with Standing Order No. 137A(1)(b).

Draft Report: Scrutiny of Arms Export Controls (2008): UK Strategic Export Controls
Annual Report 2006, Quarterly Reports for 2007, licensing policy and review of export
control legislation

Draft Report (Scrutiny of Arms Export Controls (2008): UK Strategic Export Controls
Annual Report 2006, Quarterly Reports for 2007, licensing policy and review of export
control legislation), proposed by the Chairman, brought up and read.

Ordered, That the Chairman’s draft Report be considered concurrently, in accordance
with Standing Order No. 137A (1)(c).

Ordered, That the Chairman’s draft Report be read a second time, paragraph by paragraph.
Paragraphs 1 to 153 read and agreed to.
The following Annexes to the Report read and agreed:

(1) Letter from the Chair of the Committees to the Department for
Business, Enterprise and Regulatory Reform

(2) Note on the visit to the Port of Southampton

(3) Glossary of acronyms and initials.
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BUSINESS AND ENTERPRISE COMMITTEE

The Defence, Foreign Affairs and International Development Committees withdrew.

Peter Luff, in the Chair

Mr Adrian Bailey Roger Berry

Resolved, That the draft Report (Scrutiny of Arms Export Controls (2008): UK Strategic
Export Controls Annual Report 2006, Quarterly Reports for 2007, licensing policy and
review of export control legislation), prepared by the Business and Enterprise, Defence,
Foreign Affairs and International Development Committees, be the Eighth Report of the
Committee to the House.

Ordered, That the provisions of Standing Order No. 137A(2) be applied to the Report.

Ordered, That embargoed copies of the Report be made available, in accordance with the
provisions of Standing Order No.134 (Select committees (reports)).

Ordered, The following written evidence be reported to the House for printing with the
Report, together with written evidence reported and ordered to be published on 17
January, 20 March and 19 May: Department for Business, Enterprise and Regulatory
Reform (May 2008), Department for Business, Enterprise and Regulatory Reform (May
2008), Foreign and Commonwealth Office (June 2008), National Archives (June 2008),
HM Revenue and Customs (June 2008) and Foreign and Commonwealth Office (July
2008).

Ordered, That Dr Roger Berry make the Joint Report to the House.

[Adjourned till Tuesday 8 July at 10.15 am

DEFENCE COMMITTEE

The Business and Enterprise, Foreign Affairs and International Development Committees
withdrew.

In the absence of the Chairman, Robert Key was called to the Chair

Mr David S Borrow Mr Bernard Jenkin
Linda Gilroy

Resolved, That the draft Report (Scrutiny of Arms Export Controls (2008): UK Strategic
Export Controls Annual Report 2006, Quarterly Reports for 2007, licensing policy and
review of export control legislation), prepared by the Business and Enterprise, Defence,
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Foreign Affairs and International Development Committees, be the Twelfth Report of the
Committee to the House.

Ordered, That the provisions of Standing Order No. 137A(2) be applied to the Report.

Ordered, That embargoed copies of the Report be made available, in accordance with the
provisions of Standing Order No.134 (Select committees (reports)).

Ordered, The following written evidence be reported to the House for printing with the
Report, together with written evidence reported and ordered to be published on 17
January, 20 March and 19 May: Department for Business, Enterprise and Regulatory
Reform (May 2008), Department for Business, Enterprise and Regulatory Reform (May
2008), Foreign and Commonwealth Office (June 2008), National Archives (June 2008),
HM Revenue and Customs (June 2008) and Foreign and Commonwealth Office (July
2008).

Ordered, That Dr Roger Berry make the Joint Report to the House.

[Adjourned till Tuesday 15 July at 10.00am

FOREIGN AFFAIRS COMMITTEE

The Defence, International Development and Business and Enterprise Committees
withdrew.

Mike Gapes, in the Chair

Mr Paul Keetch Sir John Stanley
Mr Ken Purchase

Resolved, That the draft Report (Scrutiny of Arms Export Controls (2008): UK Strategic
Export Controls Annual Report 2006, Quarterly Reports for 2007, licensing policy and
review of export control legislation), prepared by the Business and Enterprise, Defence,
Foreign Affairs and International Development Committees, be the Eighth Report of the
Committee to the House.

Ordered, That the provisions of Standing Order No. 137A(2) be applied to the Report.

Ordered, That embargoed copies of the Report be made available, in accordance with the
provisions of Standing Order No.134 (Select committees (reports)).

Ordered, The following written evidence be reported to the House for printing with the
Report, together with written evidence reported and ordered to be published on 17
January, 20 March and 19 May: Department for Business, Enterprise and Regulatory
Reform (May 2008), Department for Business, Enterprise and Regulatory Reform (May
2008), Foreign and Commonwealth Office (June 2008), National Archives (June 2008),
HM Revenue and Customs (June 2008) and Foreign and Commonwealth Office (July
2008).
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Ordered, That Dr Roger Berry make the Joint Report to the House.

[Adjourned till Wednesday 9 July at 2.00 pm

INTERNATIONAL DEVELOPMENT COMMITTEE

The Defence, Foreign Affairs and Business and Enterprise Committees withdrew.

Malcolm Bruce, in the Chair

John Battle Richard Burden

Resolved, That the draft Report (Scrutiny of Arms Export Controls (2008): UK Strategic
Export Controls Annual Report 2006, Quarterly Reports for 2007, licensing policy and
review of export control legislation), prepared by the Business and Enterprise, Defence,
Foreign Affairs and International Development Committees, be the Eighth Report of the
Committee to the House.

Ordered, That the provisions of Standing Order No. 137A(2) be applied to the Report.

Ordered, That embargoed copies of the Report be made available, in accordance with the
provisions of Standing Order No.134 (Select committees (reports)).

Ordered, The following written evidence be reported to the House for printing with the
Report, together with written evidence reported and ordered to be published on 17
January, 20 March and 19 May: Department for Business, Enterprise and Regulatory
Reform (May 2008), Department for Business, Enterprise and Regulatory Reform (May
2008), Foreign and Commonwealth Office (June 2008), National Archives (June 2008),
HM Revenue and Customs (June 2008) and Foreign and Commonwealth Office (July
2008).

Ordered, That Roger Berry make the Joint Report to the House.

[Adjourned till Tuesday 8 July at 10.15 am
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Withesses

85

Thursday 17 January 2008

Des Browne MP, Secretary of State for Defence, Tony Pawson, Head of
Defence Services, and Desmond Bowen, Policy Director, Ministry of Defence

Thursday 20 March 2008

Mr David Hayes, Chairman of Export Group for Aerospace and Defence
(EGAD), Mr Brinley Salzmann, Secretary of EGAD, Ms Bernadette Peers,
Strategic Shipping Company and EGAD, and Mr Barry Fletcher, Fletcher
International Export Consultancy and EGAD and Mr Roy Isbister, Saferworld
and UK Working Groups on Arms, Mr Oliver Sprague, Amnesty UK and UK
Working Groups on Arms, Ms Marilyn Croser, Oxfam GB and UK Working
Groups on Arms, and Mr Mark Pyman, Transparency International UK

Monday 19 May 2008

Mr Malcolm Wicks MP, Minister of State, Mr John Doddrell, Director,
Export Control Organisation, and Ms Jayne Carpenter, Assistant Director,
Export Control Organisation, Department for Business, Enterprise and Regulatory
Reform

Ev 1

Ev 14

Ev 29

Page



86 Scrutiny of Arms Export Controls (2008)

List of written evidence

N O v WN -

10

11

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

Memorandum from the Ministry of Defence

Supplementary memorandum from the Ministry of Defence
Memorandum from the Export Group for Aerospace and Defence (EGAD)
Memorandum from Transparency International (UK)

Further memorandum from Transparency International (UK)
Memorandum from UK Working Group on Arms (UKWG)
Memorandum from Amnesty International UK, the Omega Research
Foundation and Saferworld

Memorandum from the Secretary of State for Business, Enterprise
Reform and Regulatory

Supplementary memorandum from the Department for Business, Enterprise
and Regulatory Reform

Supplementary memorandum from the Department for Business, Enterprise
and Regulatory Reform

Memorandum from the Secretary of State for Foreign and
Commonwealth Affairs

Further memorandum from the Foreign and Commonwealth Office
Further memorandum from the Foreign and Commonwealth Office
Memorandum from HM Revenue and Customs

Further memorandum from the Foreign and Commonwealth Office
Memorandum from Reed Exhibitions

Memorandum from Saferworld

Memorandum from the Campaign Against Arms Trade
Memorandum from Nicholas Gilby

Further memorandum from the Foreign and Commonwealth Office
Further memorandum from HM Revenue and Customs

Further memorandum from Campaign Against Arms Trade

Further memorandum from the Foreign and Commonwealth Office
Further memorandum from the Foreign and Commonwealth Office
Memorandum from the National Archives

Further memorandum from HM Revenue and Customs

Further memorandum from Foreign and Commonwealth Office

Ev 42
Ev 45
Ev 47
Ev 48
Ev 52
Ev 54

Ev 60

Ev 67

Ev 68

Ev 68

Ev 69
Ev 69
Ev 70
Ev 70
Ev 71
Ev 72
Ev 73
Ev 79
Ev 81
Ev 82
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Ev 85
Ev 90
Ev 96
Ev 96
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List of Reports from the Committees during
the current Parliament

The reference number of the Government'’s response to each Report is printed in brackets
after the HC printing number.

Session 2006-07

First Joint Report Strategic Export Controls: 2007 Review HC 117
(Cm 7260)

Session 2005-06

First Joint Report Strategic Export Controls: Annual Report for 2004, Quarterly HC 873
Reports for 2005, Licensing Policy and Parliamentary Scrutiny  (Cm 6954)





