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Conclusions and recommendations

1.  We conclude that much has been achieved in the area of strategic export control, but
there is still a great deal to do. Drawing on the work of our predecessor Committees
and our own experience since the start of this Parliament we intend to make a
contribution to the review of the legislation which the Government has announced
will take place in 2007. We conclude that this will be a good opportunity to take stock
of progress since the Scott Inquiry and the enactment of the Export Control Act
2002. It will also be an opportunity to examine the effectiveness of the legislation and
whether changes need to be made to meet the challenge of increased globalisation of
the defence industry, the fast pace of technological developments and the threat from
terrorists. (Paragraph 5)

2. We conclude that the Government recognises the need to respond to our questions
in a timely manner. (Paragraph 9)

3. In the light of this year’s evidence sessions, we conclude that it is necessary for us to
take evidence directly from the Export Control Organisation and the Revenue and
Customs departments. We intend to repeat this practice next year. (Paragraph 10)

4. We have concluded that our approach now should be to send written questions to
the Government once we have reviewed each quarterly report on strategic export
controls and to raise specific issues as they arise. It is our intention that this
arrangement will spread the work and prevent a bottleneck of questions
concentrated after the publication of the annual report on strategic export controls.
As a consequence of the general election in 2005 and the time it took to establish the
Quadripartite Committee in 2005-06 the arrangement has not yet fully bedded down
but we expect it to be fully developed in 2006-07. (Paragraph 11)

5. While we recognise that, exceptionally, the ministerial reshuffle in May 2006 delayed
some replies to our written questions this year, we recommend that, to assist our
work, the Government agree to reply fully—other than in exceptional
circumstances—to our letters on the quarterly reports within six weeks. We are
confident that such an arrangement will allow the Government and us to plan work
and to avoid past misunderstandings and difficulties. (Paragraph 12)

6.  We recommend that the Government dispense with the use of the “In Confidence”
designation when responding to our questions on strategic exports and that it
provide a detailed statement, not a general restatement of the criteria, of the
application of government security classifications to correspondence on strategic
export controls and that it also explain its reasons for changing the classification on
the letters concerning exports to Iraq. (Paragraph 15)

7.  Building on the useful oral evidence session with the Minister of State at the
Department of Trade and Industry we conclude that we should visit the Export
Control Organisation in 2006-07, to see it in operation. (Paragraph 16)

8.  To assist the Government’s review of export control legislation scheduled for 2007,
we conclude that we should carry out, and have completed, a review of the operation
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10.

11.

12.

13.

14.

15.

16.

17.

18.

of the legislation in time for it to be taken into account by the Government’s own
review. To assist our examination of the export control legislation, we recommend
that the Government produce and publish its terms of reference for its review of the
legislation by October 2006. (Paragraph 17)

We conclude that in 2006-07 we should carry out a review of export controls taking
the form of post-legislative scrutiny of the Export Control Act 2002 and the
secondary legislation made under the Act. (Paragraph 18)

We conclude that a prior scrutiny model for certain sensitive (or precedent-setting)
arms export decisions—along the lines suggested by the UK Working Group, on a
trial basis for transfers to countries under or recently under embargo—should be
developed. (Paragraph 21)

Because of the constraint of time we have not considered in detail the contentions
concerning the accuracy of the MoD’s 2003 memorandum refuting allegations that
bribes had been paid by the Defence Sales Organisation and we conclude that we
should consider the issue further next session. (Paragraph 24)

We recommend that the printed version of the annual report on strategic export
controls and the CD-ROM containing the accompanying detailed information be
published simultaneously, ideally in the future the CD-ROM be enclosed with the
annual report. (Paragraph 26)

We recommend the Government evaluate the production and maintenance of a fully
searchable and regularly updated database of all licensable decisions with a search
facility that would allow the user to sort licences by country and by goods.
(Paragraph 28)

We recommend that, to assist the reader, the data on future CD-ROMs be
consolidated into a single document covering the whole year. (Paragraph 29)

From our own examination and use of the 2004 Annual Report we conclude that the
effect of the switch to quarterly reporting and the production of a CD-ROM to
accompany the annual report left the printed annual report, as produced for 2004,
largely redundant and on its own to be of little value to the informed reader.
(Paragraph 30)

We conclude that the Human Rights Annual Report and its objectives provide an
exemplary model for improvement to future annual reports on strategic export
controls. We recommend that the Government take the Human Rights Annual
Report as a model for making improvements to the content of future annual reports
on strategic export controls. (Paragraph 33)

We recommend that future annual reports on strategic export controls set out in a
consistent and systematic manner the resources made available by the Government
to implement and enforce strategic export controls and details of enforcement
actions. (Paragraph 34)

At the time that we are considering this Report the 2005 Annual Report on Strategic
Export Controls has not been published. We therefore reiterate here the points
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which we have made to the Government as well as drawing on the UK Working
Group on Arms’ evidence.

a) We recommend that the section that was section I of the 2004 Annual Report,
which provides an overview of policy, be expanded to assist the informed reader to:

i

ii.

iii.

iv.

include an assessment of the effectiveness of arms control policy and
enforcement during the year covered by the report, including a review
of risks and of areas where improvements are required;

provide an analysis of trends in, and volumes and values of, strategic
exports;

identify areas where the Government has concerns about the supply of
arms and the adequacy of its controls;

set out changes in policy since the last annual report; and

provide a detailed overview of outreach and assistance to overseas
countries.

b) We recommend that the “country by destination” section of future annual reports
provide, for each country, a summary of export policy with tables containing total
figures for arms exports and licence applications as follows:

i

ii.

iii.

a statement on the general arms transfer control approach or policy
toward the recipient state, along with any policy changes that have
occurred over the year;

a table providing the total number of applications and value of
Standard Individual Export Licences (SIELs) for the previous year and a
breakdown by quarter for the current year; and

summary information on the types of transfer authorised during the
reporting period and an explanation of how these reflect the
Government’s stated commitments. (Paragraph 35)

We conclude that information on the administrative resources and staff employed to
enforce export controls and for outreach in the UK and overseas, which straddles
several departments, should be consolidated and presented in future annual reports.
We recommend that this information be set out either as a separate chapter in the
report or in a revised and expanded version of section II of the current report.
(Paragraph 36)

We recommend that the Government review the presentation of summary data
currently set out in section II of the annual report and that the summary data be set
out consistently in tables with commentaries analysing the trends to be drawn—or, if
necessary, explaining those not to be drawn—from the figures. We recommend the
section also include:
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21.

22.

23.

24.

25.

a)

b)

<)

tables showing, for the current year and previous year, the number of applications
received, applications processed, the number of compliance checks (including visits
to companies) carried out and appeals received;

the refusals information currently set out separately in electronic format, plus
summary data for the previous year; and

details of enforcement action (disruptions, prosecutions, compounding and
warning letters, which are explained in chapter 5) with total figures for the current
year and previous year. (Paragraph 39)

We accept that it is undesirable to increase the burdens on industry to gather data on
exports but we consider that the information may be available from other sources.
We recommend that the Government investigate whether data could be obtained
from a function of the internal compliance programme software, which companies
routinely use, in order to minimise the time required to collect and transmit the data.
(Paragraph 40)

We recommend that the Government review how to improve its reporting of goods
exported under open licences, including more detailed and more accurate
information on quantities, values, end-use and end-user information and whether
the goods are intended for “incorporation”. (Paragraph 42)

We have several concerns about strategic export controls to and from the Channel
Islands and the Isle of Man. First, there is a disparity in status: the Isle of Man is
subject to the Export Control Act 2002 but the Channel Islands are not. Second, the
2004 Annual Report contains on page 72 an Open Individual Export Licence to the
Isle of Man. We assume that this was issued by the Export Control Organisation in
error. Third, we are not aware that the bailiwicks in the Channel Islands produce
annual reports on strategic export controls. We recommend that the Government
clarify that future UK annual reports on strategic export controls cover both the UK
and the Isle of Man and require the bailiwicks in the Channel Islands to produce
their own annual reports or annex them to the UK report. The reports covering the
Channel Islands should explain the criteria against which applications for licences
are considered and provide identical data to that provided in the UK annual and
quarterly reports. (Paragraph 47)

We recommend that, on the request of the Quadripartite Committee for explanation
of a decision to grant a licence and therefore, by implication, that the export licence
meets the European Code of Conduct on Arms Exports and National Export
Licensing Criteria, the Government provide a short resume—under a security
classification, if necessary—of the considerations which informed its decision.
(Paragraph 50)

We conclude that the work of the Export Control Organisation is so sensitive and
critical to ensuring that strategic exports are effectively regulated in the UK that the
Export Control Organisation must remain within the public sector under
government control. We recommend that the Government endorse this conclusion.
(Paragraph 53)
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We conclude that the staff in the Export Control Organisation and other
government departments responsible for processing export licences should be
congratulated on their achievements during a period of retrenchment which, we
expect, was unsettling and potentially distracting. (Paragraph 55)

We are concerned that the published median figure of 15 days for the time taken to
determine Standard Individual Export Licences for the final quarter (October—
December) of 2005 was inaccurate; the correct figure was 13 days. An error of 15% in
a key figure which does not appear to have been noticed until we queried it is not
acceptable. We conclude that it casts doubt not only on the Export Control
Organisation’s systems for recording information but also whether senior
management review such data. Furthermore, we conclude, if there is a substantial
increase in median times taken to determine applications in 2006, even to a level
within the 20 day target, that would be strong evidence of a deteriorating service by
the organisation in immediate need of remedy. We conclude that we should
continue to monitor the efficiency and effectiveness of the Export Control
Organisation’s service to industry. (Paragraph 56)

If it is the case that the Export Control Organisation is operating at the limit of its
capacity—and given the recent cutbacks we would expect this to be the case—we
recommend that the Government give an assurance that additional resources will be
found by the Government to deal with any unplanned pressures—for example, an
increase in applications for licences. (Paragraph 57)

We drew the following conclusions from our exchanges with the Government about
the statistics on applications for licences received:

they underline the points we have made at chapter 3 on the shortcomings of the
presentation of the statistical data about export licences;

the reduction in the number of Standard Individual Export Licences since 2002
appears to have assisted the Export Control Organisation to attain its targets; and

the upward trend in Open Individual Export Licences may not have been as strong
as we anticipated last year and we shall review the figures again next year.
(Paragraph 59)

We conclude that freezing open licences at their current levels and at their
inconsistent maximum terms risks directing maximum scrutiny at exports which
pose far from the maximum risk to the UK’s policies on arms exports. We therefore
conclude that a moderate change in the balance between open and standard licences
and a change to a consistent maximum duration for all Open Individual Export
Licences—for example, three years—is acceptable provided the Government can
address, and assure us, on three issues. First, that there will be no softening of the
criteria applied to consideration of applications for Open Individual Export Licences.
Secondly, the Government provides assurance that companies are subject to rigorous
internal compliance requirements and to regular audits to verify their
implementation. Thirdly, the Government will address the lack of transparency in
the reporting of open licences in the annual and quarterly reports on strategic export
controls. (Paragraph 60)
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31.

32.

33.

34.

35.

36.

Having taken a decision to keep the Export Control Organisation in the public sector
we conclude that there is now a duty on the Government to provide adequate
resources for its development and that it would be unacceptable to attempt to
muddle through with minimal investment. As a first step we recommend that the
Government set out the IT functionality that the Export Control Organisation needs
and the investment required to deliver these functions with a clear plan for provision
and implementation of the new information technology systems. We request a
detailed briefing from the Department on its plans for information technology in the
Export Control Organisation. (Paragraph 62)

We recommend that the Government ensure that the proposed upgrade to the
information system in the Export Control Organisation meets the current best
practice of EU countries and expected changes in requirements for the publication of
data in annual reports. (Paragraph 63)

We recommend that the Export Control Organisation address and rectify the
problems which EGAD has identified with the new Goods Checker. The problem
with the Goods Checker also underlined to us that outreach to industry must make
clear that the Goods Checker is one of many components of a company’s
comprehensive internal compliance programme and cannot on its own provide the
necessary assurance to a company that it is complying with strategic export controls.
(Paragraph 64)

We conclude that integration of the Export Control Organisation’s and HM Revenue
and Customs’ electronic systems, and in particular commodity codes, would
strengthen strategic export controls. We recommend that the Government produce a
plan to link up licensing and customs processing electronically, to standardise
commodity codes and to allow HMRC to access the licensing database and expertise.
(Paragraph 65)

We conclude that outreach to UK industry is critical to the operation and control of
strategic exports and we recommend that the outreach programme be expanded
significantly. (Paragraph 69)

We recommend that:

a) the Government expand the programme of overseas outreach led by the Foreign

and Commonwealth Office and supported by HM Revenue and Customs and the
Department of Trade and Industry;

b) review the staft and resources provided for overseas outreach; and

c) subject to the outcome of any review of the EU pilot programme, press for a full EU

programme of outreach.

In addition, to ensure that provision is made for staff and resources for outreach to
overseas countries, we recommend that this work be recognised as falling within the
core tasks of licensing and enforcement officers and that budgets and resources are
provided for this purpose, and set out in the annual report on strategic export
controls. (Paragraph 74)
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a)

b)
c)
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We recommend that the Government carry out research to establish the volume and
categories of the goods falling within definitions on the Military List and in the dual-
use regulations but which are being exported in breach of export controls without
licences. In addition, we recommend that the Government produce an analysis of the
reasons that these goods are exported in breach of export control. We recommend
that the results of the research and the analysis are published. We conclude that these
estimates and analysis are critical to inform the review of the legislation in 2007.
(Paragraph 76)

We conclude that the Government’s response to the challenge of the Internet as an
arms emporium is too passive and fails to take account of the role it now plays in
promoting and facilitating commerce and exports across the world. We recommend:

that the Government produce a strategy for policing and monitoring potential
breaches of export control by companies using the Internet to advertise and
facilitate transactions;

that responsibility for policing the Internet be allocated to an agency; and

that members of the public are encouraged to report potential breaches of export
control on line using the Internet. (Paragraph 82)

We conclude that, as is the case with other industries, within the defence industry
there are contractors who, either through ignorance or deliberate intent, breach the
rules on strategic exports and that the authorities need to seek out these breaches and
the perpetrators. We recommend that, as well as providing guidance and attending
arms fairs, the Government actively seeks out breaches of export controls at arms
fairs. (Paragraph 86)

We recommend that the Government establish a pilot programme of end-use
monitoring focusing on cases where it has identified some degree of risk—though
not sufficient to withhold the issue of a licence—when considering an application for
an export licence and to report the outcome of the exercise in 2007. (Paragraph 91)

We recommend that the Government draw up a proposal for an EU wide system of
end-use monitoring and that it canvass the proposal with other governments in
Europe. (Paragraph 93)

We recommend that the Government commission research to establish the extent to
which dual-use goods not subject to control are exported from the UK and are then
incorporated into equipment which had it been exported from the UK would have
been subject to export control. We recommend that the results of the research and
the Government’s analysis of the results are published. We further recommend that
the work is completed in time to inform the review of the legislation in 2007.
(Paragraph 100)

HM Revenue and Customs assured us that the failure to include arms exports on the
“Customs Confidential” website was an oversight and that it was not symptomatic of
its general approach to strategic export controls. We welcome this assurance and
conclude that we should review this matter again next year. (Paragraph 105)
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44.

45.

46.

47.

48.

49.

50.

51.

52.

We note HMRC’s confirmation that the estimate that five additional staff were
needed to implement the legislative changes which came into operation in 2004 has
proved to be correct. It raises the question: how significant a change the Export
Control Act 2002—and the secondary changes enacted under it—made to the
enforcement of strategic export controls? We recommend that those reviewing the
controls in 2007 address this issue. We conclude that staffing levels in HMRC are a
matter we should continue to review and that, if we return to the question of staffing,
it is useful to have established “base-lines” for staffing levels against which future
requirements and changes can be measured. (Paragraph 108)

We recommend that HMRC inform us of the outcome of their discussions on
EGAD’s concerns about exporters of dual-use goods who are unaware of the
requirements of the Export Control Act 2002. We recommend that HMRC review
the effectiveness of their policy on checks to target the exporter who inadvertently
but persistently exports dual-use goods in breach of the 2002 Act. (Paragraph 111)

We recommend that the Government review the resources that it provides for
market analysis and surveillance of dual-use goods and that it explores with EGAD
and interested parties the establishment of an industrial export control association in
the UK. (Paragraph 112)

We are concerned to discover that no agency of government appears to be enforcing
the intangible transfer of technical information (so-called intangible technology
transfers, ITT) which may be in breach of strategic export controls. We recommend
that the Government include the review of the operation of the controls on ITT as
part of their review of the operation of export control legislation in 2007. (Paragraph
115)

We recommend that the Government publish details of the amounts paid in
compounding for breaches of strategic export controls, with details of those who
have agreed to pay. We recommend the information be published in the quarterly
reports on strategic export controls. We intend to examine further the question of
warning letters in future reports. (Paragraph 118)

We recommend that HMRC examine how other EU countries’ experience in
prosecuting export control breaches be exchanged and built upon more
systematically. (Paragraph 119)

We recommend that the review in 2007 examine whether the evidential tests and
requirements in the export control legislation are impeding the prosecution of
breaches of the controls on strategic exports and whether the Revenue and Customs
departments need greater powers to compel questions to be answered and
documents produced when investigating alleged breaches of strategic export
controls. (Paragraph 124)

We recommend that the Sentencing Guidelines Council conduct a review of the
guidelines on sentences for breaches of export control as a priority. (Paragraph 126)

We recommend that the Government explain, in general terms, the resources
devoted to gathering intelligence and how intelligence is sought and reviewed in
trafficking and brokering cases. (Paragraph 131)
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On trafficking and brokering, there are two issues which we conclude that the review
of legislation in 2007 should address:

whether the Export Control Act 2002 provides an adequate vehicle for prosecution
of trafficking and brokering breaches of export control; and

whether there is a reasonable prospect of obtaining evidence in trafficking and
brokering cases to mount a prosecution. (Paragraph 133)

We recommend that the Government in their reply to this Report give details of the
steps that have been taken to implement the EU Common Position on Brokering.
(Paragraph 134)

To address the problem of producing evidence in brokering cases, we conclude that
there is a case for greater regulation of brokers operating in the UK requiring all
arms brokers to be registered, for registration to be dependent upon a broker
meeting defined standards and requirements and that, where a person who is not
registered carries out any brokering activity, he or she should be guilty of a criminal
offence. We recommend that the Government bring forward a proposal to require
the registration of arms brokers. (Paragraph 136)

We conclude that the revisions to the EU Code on Arms Exports as described by the
Minister are welcome and we congratulate the Government for its part in securing
the changes to the Code. We conclude that the revisions should strengthen the Code
and should ensure greater consistency, responsibility and transparency in the exports
of arms across the EU. It is therefore all the more frustrating that the implementation
of the revised Code has been blocked by certain EU member states. We appreciate
that there is little that the Government can do other than work with other states to
achieve the consensus within the EU necessary to allow the implementation of the
new measures. We express the hope that during 2006 the revisions will be
implemented. (Paragraph 141)

We conclude that the recommendations produced by the peer review on the
implementation of EU Council Regulation 1334/2000 have identified a number of
areas which need to be addressed urgently. Specifically, Regulation 1334/2000 needs
to be amended to comply with UN Security Council Resolution 1540 of 2004 in
respect of transit and brokering controls for weapons of mass destruction and to
improve information exchange among EU countries about dual-use licences issued.
We shall monitor progress on the implementation of the review’s recommendations.
(Paragraph 144)

We recommend that the Government report the outcome of any measures relating
to undercuts that it proposed during its Presidency of the EU in order to increase
transparency and coherence. We recommend that the Government publish the total
number of UK undercuts along with a summary of the issues in future annual
reports on strategic export controls. (Paragraph 145)

Given the Government’s assessment of human rights in Saudi Arabia, we
recommend that all applications from Saudi Arabia should be considered more
carefully. (Paragraph 152)
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60.

61.

62.

63.

64.

65.

66.

We conclude that transparency in this important area can be improved if the
Government takes two steps. First, as we recommend at paragraph 50, the
Government should, on the request of the Quadripartite Committee for an
explanation of a decision to grant a licence, provide a short resume—under a security
classification, if necessary—of the considerations which informed its decision. We
anticipate making such a request where it appears to us that an application may not
meet the criteria in the EU Code on Arms Exports. Second, we recommend that in
those exceptional cases where the Government decides to attach weight to the
National Export Licensing Criteria, in order to issue an export licence, the
Government identify the licence in the quarterly report on strategic export controls
and explain the factors that justify its decision. (Paragraph 153)

We welcome the Government’s proposal to provide additional information about
strategic exports to countries of concern in future annual reports on strategic export
controls. We recommend that in responding to this Report the Government set out
the selection criteria for placing countries on a list of those giving rise to concern. In
our view the starting point should be those countries listed as “Major countries of
concern” in the Human Rights Annual Report but supplemented with those
countries that have received a denial from the UK government or any EU
government because an export would breach the EU Code on Arms Exports. We
recommend that the Government explain in future annual reports the reasons for
granting licences for exports to countries on the list. Finally, we conclude that the list
may provide a means by which the Government could improve transparency in the
reporting of open licences by providing detailed information on dual-use exports to
countries of concern. (Paragraph 155)

We recommend that the Government explain the policy—that no weapons,
equipment or components which could be deployed aggressively in the Occupied
Territories will be licensed for export from the UK to Israel—in its reply to this
Report. It would assist us if the Government gave examples of the equipment to
which, in the light of the policy, it has refused to grant export licences. (Paragraph
158)

We recommend that the Government explain how the teams in Tel Aviv and
Jerusalem who are observing the use to which exported equipment is put carry out
their work and how their work differs from end-use monitoring. (Paragraph 160)

We recommend that the Government continue to press for the implementation of
the toolbox. (Paragraph 163)

As currently envisaged, we understand, the toolbox will only provide for the
exchange of information about items on the Military List. We recommend that, in
particular if the toolbox were to be applied to China, effective monitoring of post-
embargo licensing decisions across the EU cover dual-use items as well as those on
the Military List. (Paragraph 164)

We consider that the political will to maintain the arms embargo against China is
weakening within the EU and that rather than lift the embargo it is being allowed to
wither on the vine. We are concerned that it has become an embargo in a category of
its own, increasingly at odds with the terms and scope of other more recent
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embargoes. As a first step we recommend that the UK Government clarify the status
and scope of the embargo on China. (Paragraph 166)

We do not downplay the serious dilemma the Government faces in respect of China:
how far to engage and make concessions to a government seemingly impervious to
calls to respect human rights but which has the potential to undermine arms control
across the world. Nor does the Government’s 2005 Human Rights Annual Report
show a country clearly moving towards the rule of law underpinned by respect for
human rights. We share, however, the serious reservations of our predecessor
Committees about lifting the arms embargo on China. The embargo may be an
imperfect tool and it may be losing its bite but it has a symbolic value which has
worth. It was imposed because of the gross abuse of human rights carried out by the
Chinese Government in 1989 and we conclude that without clear evidence that
China is prepared to respect human rights and behave with responsibility on arms
exports the embargo must stay. We recommend that the Government work within
the EU to maintain the arms embargo on the People's Republic of China. We further
recommend that the Government stay in close contact with its US counterparts on
this issue and explain US sensitivities to its EU partners, as part of its broader efforts
to strengthen trans-Atlantic ties and to ensure the embargo stays effective.
(Paragraph 169)

Having handled some of the items and examined photographs of the others we
conclude that thumb cuffs, wall cuffs and sting sticks can have no function other
than to be used as instruments of torture or to inflict cruel, inhuman or degrading
treatment or punishment. In our view the case for banning these items immediately
is overwhelming. Indeed, given these items can be purchased via the Internet the
change is overdue. We therefore recommend that thumb cuffs, wall cuffs and sting
sticks be added as soon as possible to the list of items which cannot be transferred or
brokered from the UK or trafficked by British citizens anywhere in the world.
(Paragraph 173)

We conclude that the introduction of EU Regulation No. 1236/2005 prohibiting
trade across the EU in items of torture is a significant and welcome development. We
are, however, disappointed that the commendable lead which the Government has
taken in banning the trade in items of torture since 1997 will, with the
commencement of the Regulation, be frozen and the only scope for adding to the list
is via the EU. We recommend that the Government explain why it did not obtain a
derogation which will allow it to add to the UK’s banned list and that the
Government press the EU to add sting sticks to the controlled list as soon as possible.
(Paragraph 176)

We recommend that the Government bring forward a proposal for a torture
equipment end-use control to apply to items capable of “dual use” as instruments of
torture or to inflict cruel, inhuman or degrading treatment or punishment as well as
for benign purposes and seek an amendment to the EU Regulation No. 1236/2005 to
give effect to the proposal. (Paragraph 178)

We invite the Government to respond to the findings in the US Government report
that China and Russia have breached undertakings and guidelines on missile
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72.

73.

74.

75.

76.

77.

a)

b)

a)

b)

proliferation and recommend that the Government explain what action it took
during its Presidencies and subsequently to remedy these breaches. (Paragraph 179)

We conclude that the Government has used its Presidencies of the G8 and EU to
achieve solid progress in a number of areas. We are disappointed that there were no
significant breakthroughs but this was not the Government’s fault; we recognise that
progress at the international level in export controls takes time. (Paragraph 180)

We endorse the Working Group’s assessment of the former Foreign Secretary and
wish to put on record our appreciation of the part Mr Straw played in promoting the
International Arms Trade Treaty. (Paragraph 182)

We conclude that the Government has been successful in promoting and helping to
build up momentum for an International Arms Trade Treaty and we give it credit
for that. We recommend that the Government build on the impetus that has been
achieved and give top priority to achieving a treaty under the auspicious of the UN as
a matter of urgency. (Paragraph 183)

We conclude that the International Arms Trade Treaty must:

be founded on the existing principles of international humanitarian and human
rights law, if it is to achieve the objective of setting clear standards for the transfer
of arms;

cover the trade in all conventional arms, including dual-use goods and
technologies; and

include an effective and transparent mechanism for monitoring and enforcement,
if decisions to authorise the transfer of arms are to be taken by national
governments.

We conclude that the value of a treaty which does not meet these requirements is
open to serious question. Indeed, a treaty based on the lowest common denominator
that not only fails to meet some of these requirements but also weakens the export
control system in the UK or EU will be of questionable value. (Paragraph 186)

We recommend that the Government produce the evidence to back up its claim that
the Export Control Act 2002 is stopping the United Kingdom being used as a base
for undesirable arms transfers. We recommend that the review of the legislation in
2007 examine, and report upon, the strength of this claim. (Paragraph 191)

We recommend that the Government set out the terms under which the review of
the extra-territorial controls on brokering and trafficking will be carried out in 2007.
More specifically, we recommend that the Government detail:

the criteria it will apply to consideration of the case for extending the extra-
territorial controls on brokering and trafficking in controlled goods;

the weapons that will be included in the review, in particular, confirm that it will
examine the inclusion of MANPADs, rocket-propelled grenades and light
automatic weapons as well as small arms; and
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c) whether the review will consider the need for registration of brokers.

We conclude that no logical case can be made for including some controlled goods
within the Government’s extra-territorial control on brokering and trafficking whilst
excluding others. We therefore further recommend that all controlled goods should
be included. (Paragraph 195)

78. We also recommend that the Government detail how it intends to implement the
requirements on brokering and trafficking in UN Security Council Resolution 1540.
(Paragraph 196)

79. We recommend that the Government bring forward proposals for consideration
during the 2007 review of the legislation controls to regulate:

a) British companies proposing to license the production of weapons overseas; and

b) exports from overseas subsidiary companies in which a majority shareholding is
held by a UK parent or where UK beneficial ownership can be established.
(Paragraph 199)

80. We conclude that there are grounds for deep concern about the protectionist
tendencies of elements within the US Congress. (Paragraph 203)

81. With the loss of the ITAR waiver, we conclude that the Government’s priorities
should now be to put in place arrangements which will allow the transfer of goods
and technologies from the US to ensure that not only the Joint Strike Aircraft
programme is not impeded but also to assist those companies that would have
benefited from the transfer of unclassified defence items, technology and services.
We request that the Government explain its policy and approach to securing the
expeditious transfer of goods and technologies from the US to the UK. (Paragraph
204)

82. We, like our predecessor Committees, welcome the improvement to the UK’s export
control as a result of the legislation passed in 2002 and the secondary legislation
made under the Export Control Act 2002. We conclude that the review scheduled for
2007 provides a timely opportunity to take stock, to test our assumptions about the
improvements that have been achieved and to address areas where changes may be
required. We look forward to a full and comprehensive review. (Paragraph 205)

83. The next year will be critical for the International Arms Trade Treaty. We conclude
that the Government has shown skill in promoting the treaty and can take credit for
helping to build the momentum that has been achieved. The treaty offers an
important opportunity to prevent what the Government has described as the
irresponsible sales of conventional arms, which have resulted in the deaths for
thousands across the world. We hope that by our next report we shall be able to
report further significant progress. (Paragraph 206)
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1 Introduction

1. The Defence, Foreign Affairs, International Development and Trade and Industry
Committees began regular examinations of the Government’s strategic export control
system in 1999. Through this arrangement, which has become known as the
“Quadripartite Committee”, we have conducted ongoing scrutiny of this complex and
controversial area of government policy.

2. This is the first Report in this Parliament. We wish to put on record our appreciation of
the work done by our predecessor Committees in the 1997 and 2001 Parliaments, and we
are pleased to take over where the Committees in the last Parliament left off. In their final
Report the Committees in the last Parliament left us a list of suggestions,' most of which we
have followed up. There are, however, as is inevitable, some changes. First, the size of the
quorum of the Quadripartite Committee has increased from 12 to 15 members. This was a
consequence of the increase in size of the Defence, Foreign Affairs and Trade and Industry
Committees at the start of the Parliament which raised the quorums of these committees
from three to four; International Development Committee remained at three. In our view
15 is too large a quorum and we wish to propose to the House that its Standing Orders
should be changed to allow the Quadripartite Committee to operate with fewer Members.?
Second, we decided this year to examine in detail the enforcement of strategic export
controls and the day-to-day operation of the system of control run by the Export Control
Organisation and HM Revenue and Customs (HMRC). In contrast to previous years, we
have not been able to report on as many developments within the European Union (EU) or
on the international field as our predecessors, largely due to the delays in completing the
review of the European Code of Conduct on Arms Exports’ and the focus by the
Government on the proposal for an International Arms Trade Treaty, which is at an early
stage.

3. In the course of this inquiry, we held five evidence sessions with: (i) the Export Group on
Aerospace and Defence (EGAD),* the UK Working Group on Arms® and Mark Thomas;
(ii) the Minister of State at the Department of Trade and Industry with responsibility for
the Export Control Organisation and officials; (iii) the Minister of State at the Foreign and
Commonwealth Office and officials; and, for the first time, (iv) officials from HMRC and
the Revenue and Customs Prosecution Office. In addition, EGAD provided an informative
and useful briefing, on the record, on the detailed operation of the export control system
on 25 April 2006. We also received various written memoranda from the Government,

1 Defence, Foreign Affairs, International Development and Trade and Industry Committees, First Joint Report of
Session 2004-05, HMG’s Annual Report for 2003, Licensing Policy and Parliamentary Scrutiny, HC 145

2 House of Commons Standing Order No. 124(2) (3) and (4) currently provides that for deliberating and taking
evidence the quorum of each committee is two Members.

3 European Union Code of Conduct on Arms Exports, Council Document 8675/2/98 (henceforth “EU Code on Arms
Exports”)

4 Representatives of the defence industries, formerly the Defence Manufacturers’ Export Licensing Group. EGAD
operates under the auspicious of the Defence Manufacturers’ Association (DMA), the Society of British Aerospace
Companies (SBAC), the Society of Maritime Industries (SMI), the British Naval Equipment Association (BNEA), the
Association of Police and Public Security Suppliers (APPSS) and intellect (the trade association for the UK hi-tech
industry).

5  The Working Group is part of an international coalition of non-governmental organisations which includes Amnesty
UK, BASIC, Christian Aid, International Alert, Oxfam GB, and Saferworld.
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those who gave oral evidence and non-governmental organisations, including the
Campaign Against Arms Trade. We are grateful to all those who gave oral and written
evidence and to our adviser—Dr Sibylle Bauer—who helped us evaluate that evidence.

4. As well as the process of taking oral and written evidence on policy, we have continued
to explore issues raised by particular licences; we have, for example, assessed whether there
has been any inconsistency—for instance, in the issuing and refusal of licences to Israel and
Uzbekistan—and whether other licence approvals or refusals for which the rationale is not
obvious have been determined in accordance with the EU Code of Conduct on Arms
Exports and the National Export Licensing Criteria.® This process is detailed and,
necessarily, confidential. We have drawn on the information received to make points on
policy issues, and will keep certain cases under review.

5. We conclude that much has been achieved in the area of strategic export control, but
there is still a great deal to do. It is now ten years since the Scott Report into exports to
Iraq” and over two years since the Export Control Act 2002 was brought into full operation.
Drawing on the work of our predecessor Committees and our own experience since the
start of this Parliament we intend to make a contribution to the review of the
legislation which the Government has announced will take place in 2007. We conclude
that this will be a good opportunity to take stock of progress since the Scott Inquiry and
the enactment of the Export Control Act 2002. It will also be an opportunity to examine
the effectiveness of the legislation and whether changes need to be made to meet the
challenge of increased globalisation of the defence industry, the fast pace of
technological developments and the threat from terrorists.

6 HC Deb, 26 October 2000, col 203W and
http://www.fco.gov.uk/servlet/Front?pagename=0OpenMarket/Xcelerate/ShowPage&c=Page&cid=1014918697565

7  Report of the Enquiry into the Export of Defence Equipment and Dual-Use Goods to Iraq and Related Prosecutions
(The Scott Report), 1995-96, HC 115
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2 The work of the Committees

Relations between the Committees and the Government

6. We and our predecessor Committees have looked not only at high-level policy issues but
have also taken the lower-level scrutiny function seriously, and examined the operation of
the system of export control and the detail of the licences issued (and refused) by
Government. We believe that this is an essential component of the task that we have been
set. We were pleased that the Government acknowledges the Committees’ input and that
we share the objective of strengthening the system further® and ensuring that it remains
one of the most effective and transparent in the world.’

7. We start, however, on a discordant note. In responding to our predecessor Committees’
final Report in July 2005 the Government warned us:

The Government would like the new Committee to be aware that its necessary duties
add significantly to the running costs of the Government’s export controls. The staff
time involved in answering the Committee’s requests is quite significant. The
Government hopes that the new Committee will try to balance these costs with the
level of scrutiny that it feels is necessary to ensure the Government’s policy on
strategic export controls is both effective and efficient.'’

8. In our view, no select committee can carry out effective scrutiny under such constraints.
Nor are we aware of similar warnings being made to other select committees. We review a
very small proportion of the Government’s decisions on licence applications and the
purpose of our questions is to ensure effective scrutiny of government policy and
operations in an area which affects UK business and security as well as the lives of millions
across the world.

9. We were pleased to detect a change in the Government’s attitude during the
Westminster Hall debate on our predecessor Committees’ final Report on 16 March 2006.
When the Government’s warning was raised, the then Minister for Trade, Ian Pearson MP,
commented that “perhaps our response was not as felicitously worded as it could have
been. I certainly want to see the Committee doing its job properly. If it needs to ask a large
number of questions, it should ask them and we should provide timely answers.”"! We
welcome the Minister’s positive comments. We conclude that the Government recognises
the need to respond to our questions in a timely manner.

8 Q93

9 Departments of Defence, Foreign and Commonwealth Affairs, International Development and Trade and Industry,
Strategic Export Controls: HMG’s Annual Report for 2003, Licensing Policy and Parliamentary Scrutiny Response of
the Secretaries of State for Defence, Foreign and Commonwealth Affairs, International Development and Trade and
Industry, Cm 6638, July 2005, p 2

10 Ibid.
11 HC Deb, 16 March 2006, col 520WH
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Oral evidence

10. Our approach to oral evidence for this Report was influenced by the evidence session
that took place on 12 January 2005 when the then Foreign Secretary and his officials were
unable to answer our predecessor Committees’ questions about the Export Control
Organisation. The incident raised doubts about the extent of “joined up government”."?
We therefore invited the Minister of State at the Department of Trade and Industry with
responsibility for the Export Control Organisation, Malcolm Wicks MP, and his officials to
give oral evidence on 13 March 2006; we also took evidence—both written"? and oral—
from officials in HMRC and the Revenue and Customs Prosecution Office, who are
responsible for enforcing export control policy. They gave oral evidence on 25 May 2006.
We found both evidence sessions valuable, and we must put on record our gratitude for the
evidence they supplied. The evidence from the Revenue and Customs departments was
especially useful as it was the first such contact we have had with them. In the light of this
year’s evidence sessions, we conclude that it is necessary for us to take evidence directly
from the Export Control Organisation and the Revenue and Customs departments. We
intend to repeat this practice next year.

Written evidence submitted by the Government

11. As we have indicated, we hope that we have now turned the page on the previous
problems we have had in obtaining written answers to our questions. We have concluded
that our approach now should be to send written questions to the Government once we
have reviewed each quarterly report on strategic export controls and to raise specific
issues as they arise. It is our intention that this arrangement will spread the work and
prevent a bottleneck of questions concentrated after the publication of the annual
report on strategic export controls. As a consequence of the general election in 2005
and the time it took to establish the Quadripartite Committee in 2005-06 the
arrangement has not yet fully bedded down but we expect it to be fully developed in
2006-07.

Delay in the Government’s responses to correspondence

12. The Government has pointed out to us on several occasions that the process of agreeing
a thorough response to any enquiry directed to four departments consumes more time and
resources than a question to one department, involving as it does ministers in all the
departments."* We accept this as self-evidently true but we point out that the
administrative arrangements within Whitehall are the Government’s responsibility, not
ours. As we have explained, we aim to keep our requests to the minimum consistent with
our responsibilities, but we cannot allow these constraints to blunt our scrutiny of strategic
export controls. We are disappointed that, despite spreading our written questions to the
Government over several months, the time that the Government took to reply to our
questions increased during the year, though the reply to our questions on the fourth
quarterly report showed an improvement; see Annex 1. While we recognise that,

12 HC (2004-05) 145, para 18
13 Ev 144,153

14  For example, Cm 6638, p 5
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exceptionally, the ministerial reshuffle in May 2006 delayed some replies to our written
questions this year, we recommend that, to assist our work, the Government agree to
reply fully—other than in exceptional circumstances—to our letters on the quarterly
reports within six weeks. We are confident that such an arrangement will allow the
Government and us to plan work and to avoid past misunderstandings and difficulties.

Classification of evidence submitted by the Government

13. We have always respected, and will continue to respect, government security
classifications. A number of letters we received in 2005-06 were marked “In Confidence”,
which is not a recognised security classification. At the Government’s request we have not
made these public but we have challenged use of the designation in a number of instances.
In one case we were told that the designation had been made in error and was removed."
In another case the designation was changed to “restricted” and in a third case the in-
confidence classification referred to commercially sensitive information and could not be
put in the public domain. The Government informed us that any information that was not
for public disclosure would in future be marked “Restricted—Commercial” or “Restricted”
but it would aim to provide as much information as possible to us in the public domain.'¢
The Government explained that “information provided to the Quad on an ‘in confidence’
basis contains information that is provided to the DTT’s ECO in confidence as part of the
license application process. To release that information publicly may be damaging either
for commercial or security reasons.”"’

14. We also detected a trend towards increased classification in correspondence from the
Government in one area. The letters from the Government dated April,'”® 31 August, 7
November 2005 and 31 January 2006" giving details of the approval of exports of military
equipment to Iraq for the four quarters of 2005 were unclassified but the letter we received
on 2 May 2006* covering the January to March quarter of 2006 was marked “Restricted”.
We asked the Government about the change and it replied: “We would [...] ask that all
reports on approval of exports of equipment to Iraq that have been received by the
Committee should be treated as “Restricted”. This is because information contained in the
reports is provided by UK companies to the Government in confidence as part of their
export licence applications and is commercially sensitive.”*" The information provided in
the earlier letters covering 2005 appears to us to be similar—both in terms of the
descriptions of the exports and the general descriptions of the end-users—to that provided
in the letter for the first quarter of 2006; we are unclear why the commercial sensitivities
have altered the classification of the letters from the first quarter of 2006.

15. Some of the information we receive to carry out our work is sensitive and we recognise
that it has to be supplied under a security classification and that it cannot, and should not,

15 Ev 157

16 Ev 168

17 Ev 163, para 8
18 No day indicated
19 Not printed

20 Not printed

21 E-mail from the Foreign and Commonwealth Office dated 21 June 2006. Not printed.
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be published. We are, however, concerned by the use of the “In Confidence” designation
on material concerning strategic exports which appears to us to blur the line between
material which cannot be released because there are strong and clear reasons to withhold
it—for example the disclosure of information that would make it more difficult to maintain
the operational effectiveness of the security services—from that which is likely to provoke
further questions or criticism of policy or particular licensing decisions. We recommend
that the Government dispense with the use of the “In Confidence” designation when
responding to our questions on strategic exports and that it provide a detailed
statement, not a general restatement of the criteria, of the application of government
security classifications to correspondence on strategic export controls and that it also
explain its reasons for changing the classification on the letters concerning exports to
Iraq.

Visits

16. We carried out no visits in the session. Building on the useful oral evidence session
with the Minister of State at the Department of Trade and Industry we conclude that
we should visit the Export Control Organisation in 2006-07, to see it in operation.

Review of export control legislation in 2007

17. We are pleased that, in line with Cabinet Office guidance,*” the Government intends to
start the review of the regulations introduced under the Export Control Act 2002 after they
have been in force for three years, in May 2007.” The review will be carried out by the
Export Control Organisation, in consultation with other interested departments and
parties.* One of the core tasks for select committees is “to examine the implementation of
legislation and major policy initiatives”.*> We therefore plan to take up the Government’s
offer to make a contribution to its review of the export control legislation in 2007.** To
assist the Government’s review of export control legislation scheduled for 2007, we
conclude that we should carry out, and have completed, a review of the operation of the
legislation in time for it to be taken into account by the Government’s own review. To
assist our examination of the export control legislation, we recommend that the

22 Cabinet Office, Better Policy Making: A Guide to Regulatory Impact Assessment, section 10 at
http://www.cabinetoffice.gov.uk/regulation/ria/ria_guidance/post_implementation_review.asp. On post-
implementation reviews the guidance advises:

Describe how and when the review will take place. It is often a good idea to review a policy change after three
years but this will depend on the policy. Key issues for review include whether:

the policy objective has been met;
impacts have been as expected, including the costs and benefits;
there have been any unforeseen unintended consequences;
government intervention is still required; and

compliance levels indicate that the enforcement regime is effective - perhaps it could now be lighter touch or more
risk based.

23 HC Deb, 16 March 2006, col 521WH, Q 192

24 HC Deb, 4 May 2006, col 1751W

25 Liaison Committee, First Report of Session 2002-03, Annual Report for 2002, HC 558, para 13
26 Q192
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Government produce and publish its terms of reference for its review of the legislation
by October 2006.

18. We have yet to settle the terms of the inquiry we propose to carry out in 2006-07. We
note that the Law Commission published a consultation paper, “Post-legislative Scrutiny”*
on 31 January 2006 which provides a number of models for post-legislative scrutiny. In
broad terms, post-legislative scrutiny is the examination of a piece of legislation after it has
come into operation to determine if it is working as it was intended and, if it is not, to
discover the reason and to address the problems quickly and effectively. Typically post-
legislative scrutiny also questions whether there have been any unintended economic, legal
or social consequences of the legislation, and the legislation is assessed to see whether it has
benefited the general public or other intended groups.?® It is our intention to address these
issues and therefore we consider that a review which took the form of post-legislative
scrutiny of the legislation is the most suitable way to proceed. This approach will allow us
to examine the broad operation of the Export Control Act 2002, and the secondary
legislation made under it, and to take evidence from a wider range of interested parties
than it has been the custom of the Quadripartite Committee in recent years—for example,
we intend to seek the views of academics on the controls on the transfer of intangible
technologies. We conclude that in 2006-07 we should carry out a review of export
controls taking the form of post-legislative scrutiny of the Export Control Act 2002 and
the secondary legislation made under the Act.

Prior scrutiny

19. Our predecessor Committees have commented on a number of occasions (most
recently in their First Report of Session 2004-05)* that there should be a system of prior
parliamentary scrutiny for the most sensitive export licence applications. The Government
has repeatedly rejected this recommendation, and remains opposed to prior Parliamentary
scrutiny of export licence applications.*

20. The UK Working Group on Arms suggested:

To resolve this impasse, a system of prior scrutiny could be developed on a trial basis
for a specified time in a limited number of cases, for example where the Government
acts as a principal in a transfer (e.g. where the UK makes a gift of military
equipment) or where the recipient is of particular concern (e.g. for transfers to
countries under or recently under embargo), with the process to be reviewed at the
end of the trial period.”

21. We share our predecessors’ disappointment with the Government’s resolute opposition
to any form of prior parliamentary scrutiny. We conclude that a prior scrutiny model for
certain sensitive (or precedent-setting) arms export decisions—along the lines

27 Law Commission, Post-legislative Scrutiny, Consultation Paper no. 178 - http://www.lawcom.gov.uk/docs/cp178.pdf.
The Commission aims to publish its final report in Autumn 2006

28 Law Commission, Post-legislative Scrutiny, Consultation Paper no. 178, para 6.6
29 HC (2004-05) 145, paras 21-23

30 Cm6638,p3

31 Ev88
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suggested by the UK Working Group, on a trial basis for transfers to countries under or
recently under embargo—should be developed.

Allegations of bribery by DSO

22. One matter from an earlier report by the Quadripartite Committee resurfaced. In
response to reports in the Guardian, in July 2003 the Ministry of Defence supplied the
Committee with a memorandum refuting allegations that bribes had been paid by the
Defence Sales Organisation (DSO, the predecessor of Defence Export Services
Organisation, DESO) to obtain defence contracts. In a memorandum to us the Campaign
Against Arms Trade alleged that the “Committee was seriously misled by the MoD in its
memorandum”.”” Subsequently, a number of allegations appeared in the media® quoting a
former defence minister in the 1970s as saying that the UK had bribed senior Saudi officials
to secure arms contracts. It was reported that the allegations had been supported by
documents available at the National Archives.

23. We put the allegations to the MoD, which responded on 11 July 2006:

The facts given to the Committee in that MOD Memorandum were accurate, both as
they related to the practices of the DESO at that time and, from the records we have
identified, in relation to practices at earlier times. The MOD rejects any suggestion
that it was intended to mislead. The Memorandum addressed specific allegations by
the Guardian newspaper and answered the Committee’s questions in terms that we
continue to believe are accurate. The Department does not have any specific
comment on the reported recollections of Lord Gilmour and Lord Healey in respect
of their understanding of the way agents were employed, and commissions were
paid, at these times, nor on CAAT’s interpretation of the documents it quotes in its
memorandum.

The Government takes the control of defence exports, and the behaviour of British
companies and individuals involved in this area, very seriously. Staff of the Defence
Export Services Organisation are under instruction to report any action which might
be a cause for concern in relation to the law of the UK or of the country with which
business is being done.**

24. Because of the constraint of time we have not considered in detail the contentions
concerning the accuracy of the MoD’s 2003 memorandum refuting allegations that
bribes had been paid by the Defence Sales Organisation and we conclude that we should
consider the issue further next session.

32 Ev 158, para 12 ff
33 For example, “We bribed Saudis, says ex-minister”, The Daily Telegraph, 17 June 2006, p 6
34 Ev 168
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3 2004 Annual Report on Strategic
Export Controls and Quarterly Reports for
2005

Quarterly reports on strategic export controls

25.In 2004 the Government introduced quarterly reporting on its licensing decisions as
well as continuing to produce an annual report on strategic export controls. In 2005 the
arrangements settled down and we have been able to survey a complete year’s quarterly
reports as well as the United Kingdom Strategic Export Controls Annual Report 2004.%
The new arrangements are a considerable improvement on annual reporting and are
strong evidence of the Government’s commitment to enhanced scrutiny of export
licensing decisions. Licensing data are now published much sooner than before: as the
Government promised,* the newest information is now three months old and the oldest
six months old, compared to six months and 18 months respectively under annual
reporting. The Government produced the quarterly reports for 2005 within a reasonable
time after the end of each quarter and has made them available on the Internet.”” In
addition, it has supplied confidential reports to the Committee to accompany each
quarterly report. We have found our work scrutinising strategic export controls easier as
we are able to spread the workload across the whole year as we focus on each quarterly
report, and we can ask questions while items are current.

Annual reports on strategic export controls

26. The effect of the change to quarterly reporting has, in our view, highlighted a number
of areas where further changes are required. The 2004 Annual Report was published in July
2005.%® At 184 pages long the printed report was considerably shorter than previous annual
reports.”® The saving has been achieved by jettisoning the summaries of goods covered by
licences issued in 2004 from the printed version; this information is now only available
from the quarterly reports published on the Internet or on a CD-ROM. We detected no
groundswell of opinion against this arrangement. Indeed, it is likely that those who want to
review export licences will have access to the Internet or a computer on which to read the
CD-ROM, and electronic searches are now more efficient than searching paper
documents. But we were concerned that the Government failed to produce the CD-ROM
simultaneously with the printed version of the 2004 Annual Report. Without the detailed
information available on the CD-ROM the usefulness of the 2004 Annual Report was
dissipated. We recommend that the printed version of the annual report on strategic
export controls and the CD-ROM containing the accompanying detailed information

35 Cm 6646

36 Cm6638,p4

37 At http://www.fco.gov.uk/servlet/Front?pagename=OpenMarket/Xcelerate/ShowPage&c=Page&cid=1119522594750
38 Cm 6646

39 The 2001 Annual Report was 418 pages (Cm 5559), the 2002 Annual Report was 503 pages (Cm 5819) and the 2003
Annual Report was 496 pages (Cm 6173).



26 'Quadripartite Committee’: Strategic Export Controls—Annual Report for 2004, etc

be published simultaneously, ideally in the future the CD-ROM be enclosed with the
annual report.

Database of licence decisions

27. The UK Working Group on Arms suggested to us that the Government should go
further and produce a database of all licensable decisions:

While these developments have been welcome, for the moment the Government has
failed to take advantage of all the opportunities afforded by modern electronic data-
management tools. Rather than making available online discrete pdf-based copies of
three-month chunks of licensing data (as is currently the case), far preferable would
be to maintain a fully searchable, periodically-updated database of all licensable
decisions. At present, historical analysis of licensing electronic practice to an
individual destination country is a laborious task. Even worse would be analysis of
licensing decisions with regard to a particular military list category or equipment
type. Effective transparency involves more than provision of data; it also requires that
information should be made available in formats which suit the users’ needs.*’

28. We concur with the view of the UK Working Group. We recommend the
Government evaluate the production and maintenance of a fully searchable and
regularly updated database of all licensable decisions with a search facility that would
allow the user to sort licences by country and by goods.

Content of the CD-ROM

29. We recognise that a database will not be available immediately. As a first step we have
considered whether changes could be made to the information on the CD-ROM. The
detailed information about export licences supplied on the CD-ROM which accompanied
the 2004 Annual Report reproduced the data in the four component quarterly reports. We
recommend that, to assist the reader, the data on future CD-ROMs be consolidated
into a single document covering the whole year.

Content and format of the annual report on strategic export controls

30. The UK Working Group on Arms suggested to us that “the shift to quarterly reporting
creates an opportunity for fresh thinking on the content of the annual report”.*’ We go
further. From our own examination and use of the 2004 Annual Report we conclude
that the effect of the switch to quarterly reporting and the production of a CD-ROM to
accompany the annual report left the printed annual report, as produced for 2004,
largely redundant and on its own to be of little value to the informed reader.

31. After we had examined the 2004 Annual Report and formed the view that the switch to
quarterly reports needed to be reflected in changes in the content and layout of the Annual
Report, we wrote to the Government. The then Foreign Secretary replied on 19 January

40 Ev88
41 Ev88
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2006 that he would welcome any comment the Committee wished to send about future
annual reports.*” We responded to his invitation with a list of detailed comments in March
in time, we hope, to assist with the preparation of the 2005 Annual Report. The Foreign
Secretary replied in June 2006:

On the format, we are exploring how to make the actual printed report focus more
on the policy aspects of export controls and the various regimes. We also have in
mind to provide all statistical data in an electronic form. We will of course seek to
avoid a repeat of last year and ensure that both the hardcopy report and the CD are
published simultaneously. We also plan to make the CD more user friendly, and to
have the consolidated statistics it contains made available on the Internet at the same
time.

Altering the format and content of the report will, we hope, create a better
understanding of how we approach our export control and export licensing
commitments. It will also better reflect the advances we have made in the provision
of better and more real-time information to both Parliament and public. We feel this
is a natural development for the report. I hope that the Committee will agree that our
thinking on proposed changes represents a further step in ensuring that our Annual
Report on Strategic Export Controls remains a prime example of open government. I
very much see this process of review and improvement as an on-going process, and
would value the Committee’s continued engagement on this issue.*

We are encouraged by the Foreign Secretary’s reply which points towards changes to the
annual report that will meet some of our concerns and those of others.

32. We received evidence on the content of the annual report from the UK Working
Group on Arms, who have extensive experience of examining the data in annual and
quarterly reports. They explained the problems they had analysing the data on export
licences:

Criticism regarding UK strategic export practice typically focuses on a limited
number of licences to a limited range of destinations. But it is in no-one’s interest
that the Government is subject to criticism for arms transfer licensing decisions that,
if more information were publicly available, would not be regarded as problematic.
As one way of avoiding spurious objections to the Government’s decisions, it might
therefore prove useful for the annual report to include a brief narrative explanation
of the Government’s export licensing practice for certain destinations either where
this has been subject to criticism or where the Government anticipates that criticism
may be forthcoming. Such a narrative could include:

(a) a statement on the general arms transfer control approach or policy toward the
recipient state, along with any policy changes that have occurred over the year;

42 Government’s letter dated 19 January 2006. Not printed.

43

Ev 162



28 'Quadripartite Committee’: Strategic Export Controls—Annual Report for 2004, etc

(b) summary information on the types of transfer authorised during the reporting
period and an explanation of how these reflect the Government’s stated
commitments.*

Our own experience in scrutinising the Government’s decisions and policy on strategic
export controls in the annual and quarterly reports chimes with that of the UK Working
Group.

33. We identify two additional areas where improvements to the annual report would
assist scrutiny. First, section I of the 2004 Annual Report,” “Policy Issues Relating to
Strategic Export Controls”, provides an overview of policy with a focus on recent
international developments. The section would be of greater assistance if it were expanded
to provide an assessment in general terms of the effectiveness of strategic export control
policy during the year covered by the report and an analysis of the market and the demand
for goods and technologies subject to export control. (We accept that it would not be
advisable to highlight gaps in the report, and request this information be supplied under a
security classification to the Committee.) We found it instructive to compare the Annual
Report on Strategic Export Controls with the Government’s 2005 Human Rights Annual
Report, which gives as its objectives:

to provide detailed information for Parliament and other specialised readers outside
Government on the FCO’s activities over the past year to promote human rights
abroad. At the same time we want this report to be accessible to non-specialist
readers who have a general interest in foreign policy or human rights. But whoever
the reader, the report has the same objective: to provide those outside the
Government with a tool to hold the Government to account for its commitments.*®

We conclude that the Human Rights Annual Report and its objectives provide an
exemplary model for improvement to future annual reports on strategic export
controls. We recommend that the Government take the Human Rights Annual Report
as a model for making improvements to the content of future annual reports on
strategic export controls.

34. Secondly, as we have explained, we have scrutinised the enforcement of strategic export
controls in some detail this year. The question of resources is central to enforcement but
we have found little published information about the resources devoted to enforcement.
We noted, for example, during the Westminster Hall debate on strategic export controls on
16 March 2006, in response to concerns about the organisational arrangements within the
Foreign and Commonwealth Office for the management of export control, the then
Minister for Trade claimed that the Foreign and Commonwealth Office “have transferred
resources to bolster our export licensing team”.*” Neither the original provision nor the
extra resources was set out in the 2004 Annual Report on Strategic Export Controls and so
we have no figures upon which to measure the size of the increase. We recommend that

44 Ev 88

45 Cm 6646, pp 3-7

46 Cm 6606, back of front cover

47 HC Deb, 16 March 2006, col 519WH
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future annual reports on strategic export controls set out in a consistent and systematic
manner the resources made available by the Government to implement and enforce
strategic export controls and details of enforcement actions.

35. At the time that we are considering this Report the 2005 Annual Report on Strategic
Export Controls has not been published. We therefore reiterate here the points which
we have made to the Government as well as drawing on the UK Working Group on
Arms’ evidence.

a) We recommend that the section that was section I of the 2004 Annual Report,
which provides an overview of policy, be expanded to assist the informed reader to:

i. include an assessment of the effectiveness of arms control policy and enforcement
during the year covered by the report, including a review of risks and of areas where
improvements are required;

ii. provide an analysis of trends in, and volumes and values of, strategic exports;

ili. identify areas where the Government has concerns about the supply of arms and the
adequacy of its controls;

iv. set out changes in policy since the last annual report; and
v. provide a detailed overview of outreach and assistance to overseas countries.

b) We recommend that the “country by destination” section of future annual reports
provide, for each country, a summary of export policy with tables containing total
figures for arms exports and licence applications as follows:

i. a statement on the general arms transfer control approach or policy toward the
recipient state, along with any policy changes that have occurred over the year;

ii. a table providing the total number of applications and value of Standard Individual
Export Licences (SIELs) for the previous year and a breakdown by quarter for the
current year; and

iii. summary information on the types of transfer authorised during the reporting
period and an explanation of how these reflect the Government’s stated commitments.

36. As we noted there is a dearth of information on the resources deployed to enforce
export controls. We conclude that information on the administrative resources and staff
employed to enforce export controls and for outreach in the UK and overseas, which
straddles several departments, should be consolidated and presented in future annual
reports. We recommend that this information be set out either as a separate chapter in
the report or in a revised and expanded version of section II of the current report.

Interpreting the figures

37. The annual and quarterly reports contain a large number of figures, and analysis of
these figures is central to our scrutiny of strategic exports. We accept that the figures in the
annual and quarterly reports are not the equivalent of financial transactions which have
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been subject to professional audit. We have, for example, been prepared to accept that the
figures for export licences in the 2004 Annual Report for a particular country do not
reconcile exactly with the figures for that country in the four quarterly reports for 2004.* In
our view, however, a legitimate function of scrutiny is the extrapolation of the trends from
the figures and the identification of exceptional figures, and we have considered whether
the presentation and quality of the data in the annual and quarterly reports can be
improved.

38. Section II of the 2004 Annual Report, “Export Licensing Decisions during 2004”
contains summary data on the numbers of licences processed during the year. The data are
set out in prose which is difficult to follow or is confusing. We give two examples:

e On Standard Individual Export Licences (SIELs), the 2004 Annual Report states:
“During the period [2004, we assume] 9,116 SIEL applications were processed” and then,
apparently as an explanation of this figure, the text continues: “6,730 SIELs were issued, 3
were revoked and 148 were refused. A further 1,353 applications were rated as no licence
required (NLR). In addition, 11 SITLs* were issued; none were revoked or refused”.*® But
these figures do not add up to 9,116; they add up to 8,245 and so are 871 short.

e On Open Individual Export Licences (OIELs), the 2004 Annual Report states: “During
the reporting period [2004, we assume] 538 OIELs were issued, 11 applications for OIELs
were refused in full and 1 OIEL was revoked”.”! But in a memorandum to the Committee
the Government stated that 806 applications for OIELs were received in 2004.%* It therefore
appears that the number of applications received exceeded those processed by 256 in 2004.

39. There may be explanations for these apparent disparities but our point is that they are
not included in the annual report and their absence confuses and frustrates the reader. We
recommend that the Government review the presentation of summary data currently
set out in section II of the annual report and that the summary data be set out
consistently in tables with commentaries analysing the trends to be drawn—or, if
necessary, explaining those not to be drawn—from the figures. We recommend the
section also include:

a) tables showing, for the current year and previous year, the number of applications
received, applications processed, the number of compliance checks (including visits to
companies) carried out and appeals received;

b) the refusals information currently set out separately in electronic format, plus
summary data for the previous year; and

c) details of enforcement action (disruptions, prosecutions, compounding and
warning letters, which are explained in chapter 5) with total figures for the current year
and previous year.

48 One reason appears to be the treatment of temporary licences.
49 Standard Individual Transhipment Licences

50 Cm6646,p9

51 Cm 6646, p 10

52 Ev 126, para 22
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Value of exports

40. In their last report our predecessor Committees recommended that “the Government
should keep open the possibility of asking industry to gather data on actual exports”.>® In
reply the Government did “not believe that it is appropriate to impose additional burdens
on industry in order to collect information which is not of direct relevance to the licence
application procedure”.”* We accept that it is undesirable to increase the burdens on
industry to gather data on exports but we consider that the information may be
available from other sources. We recommend that the Government investigate whether
data could be obtained from a function of the internal compliance programme
software, which companies routinely use, in order to minimise the time required to
collect and transmit the data.

41. On the data currently provided in the annual and quarterly reports, EGAD, when they
gave evidence to us on the operation of the export controls, explained how exports against
standard licences were over-reported:

you are required to present [the licence] to Revenue and Customs so that the licence
can be decremented because the licence says that you are allowed to export 100
widgets to Afghanistan, say, and you send your first 50 widgets in a container to
Afghanistan and you send with the freight forwarder said licence and Customs send
the licence to Afghanistan, so then the company has to apply for another licence for
the remaining 50. What is supposed to happen is that you present the licence to
Customs, Customs cross off 50 and write in ‘50 left’, send it back to the company and
the company then use it for the next consignment. What, however, happens is that
there is an over-recording of exports both in terms of value and quantity and that
makes your reports perhaps inaccurate, shall we say, because if the company has
applied for a licence for 100 widgets, exports 50 and then has to apply for another
licence for the remaining 50, the company is recorded as having exported 150
widgets, whereas they were actually only exporting 100, so there is an administrative
snag there.”

EGAD added that “it happens a lot. It is a major problem for companies”.*

42. We consider that the new evidence from EGAD throws further doubt on the data
currently at figures 2.4 and 2.5 of the 2004 Annual Report on the value and volume of
exports and justifies a re-examination of the need to collect data on actual exports. It is also
relevant to cite the point we make at paragraph 60 that a greater use of open licences will
take more goods, especially dual-use goods, out of figures currently recorded, albeit with
some inaccuracy, in section II of the annual and quarterly reports. We recommend that
the Government review how to improve its reporting of goods exported under open
licences, including more detailed and more accurate information on quantities, values,

53 HC (2004-05) 145, para 45
54 Cm6638,p6
55 Q219 (Mr Wilson)

56 Q220 (Mr Wilson). See also Ev 80 for further evidence of inaccuracies in declarations made to HMRC.
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end-use and end-user information and whether the goods are intended for
“incorporation”.

Trade Licences

43. Our predecessor Committees were concerned about the absence of full information on
Standard Individual Trade Control Export Licences (SITCLs) and Open Individual Trade
Control Export Licences (OITCLs) in quarterly reports.”” As it undertook in its response to
the Committees’ report in 2005, the Government has provided information on the goods
summaries licensed under SITCLs and OITCLs with the 2004 Annual Report on strategic
export controls. Summaries of goods licensed under SITCLs and OITCLs were contained
on the separately available CD-ROM and were also published on the website with the
annual and quarterly reports.”

44. The information in the format that it was presented with the 2004 Annual Report was,
in our experience, difficult to analyse and this underlines the point we made at paragraphs
27 and 28 for a fully searchable database of all licences which allows the user to sort the
licences by both country of origin and destination and by goods.

The Channel Islands and Isle of Man

45. When EGAD gave us evidence on the operation of the export control system we asked
about the application of the system to the Channel Islands and the Isle of Man. EGAD told
us that “they are a sort of hybrid because you do need an export licence to export stuff to
the Channel Islands”.®® We asked whether there had been cases where companies in the
Channel Islands had imported huge amounts of arms from the UK and then those arms
had been moved elsewhere and EGAD told us that “there is more than a suspicion™" and
that “there have been reports that companies based in the Channel Islands have purchased
arms, which is surprising when you would not presume that companies in the Channel
Islands would want to purchase large numbers of assault rifles, for example”.®*

46. We have not been able to find annual reports on strategic export controls produced by
either the Isle of Man or the bailiwicks in the Channel Islands. We asked the Government
about the application of strategic export controls to, and by, the Channel Islands and the
Isle of Man, and it replied:

Section 11(3) of the Export Control Act 2002 states that the removal of goods to the
Isle of Man shall not be regarded for the purpose of the ECA 02 as an exportation of
those goods. The Export of Goods, Transfer of Technology and Provision of
Technical Assistance Order at 2(1) states that ‘exportation’ is defined as ‘any

57 HC (2004-05) 145, para 41
58 Cm 6638, p5
59 At http://www.fco.gov.uk/servlet/Front?pagename=OpenMarket/Xcelerate/ShowPage&c=Page&cid=1089131553823

60 Q 207 (Mr Wilson). The 2004 Annual Report for Strategic Export Controls (Cm 6646) contains information on exports
to the Channel Islands at p 45.

61 Qq 207-09
62 Q210
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destination outside the UK or the Isle of Man”. In other words, any export of
strategic goods from the Isle of Man is subject to the same controls as exports from
the mainland.

The Channel Islands are not included in the scope of the ECA 02. Therefore, any
transfers of strategic goods to the CI's are deemed to be exports for the purposes of
UK strategic export controls and are subject to all the normal licensing procedures.
Exports from the CI's to other—non-UK—destinations are a matter for the Cls
government.[sic] In practice, the government [sic] of the CIs will consult HMG
before exporting strategic goods. It is understood that strategic exports from the Cls
are very limited.*

47. We have several concerns about strategic export controls to and from the Channel
Islands and the Isle of Man. First, there is a disparity in status: the Isle of Man is subject
to the Export Control Act 2002 but the Channel Islands are not. Second, the 2004
Annual Report contains on page 72 an Open Individual Export Licence to the Isle of
Man. We assume that this was issued by the Export Control Organisation in error.
Third, we are not aware that the bailiwicks in the Channel Islands produce annual
reports on strategic export controls. We recommend that the Government clarify that
future UK annual reports on strategic export controls cover both the UK and the Isle of
Man and require the bailiwicks in the Channel Islands to produce their own annual
reports or annex them to the UK report. The reports covering the Channel Islands
should explain the criteria against which applications for licences are considered and
provide identical data to that provided in the UK annual and quarterly reports.

Specific cases raised

48. Continuing the method of work of our predecessor Committees, as well as the process
of taking oral and written evidence on policy, we raised questions on the applications for
licences set out in the four quarterly reports for 2005 as well as questions on policy, specific
countries and other matters. In a number of instances we followed up the answers with
supplementary questions. Where the answers have no security classification and arrived
before consideration of this Report was completed we have published them as memoranda
with this Report.** The answers have been useful and have assisted us to carry out scrutiny
of the Government’s decisions to issue, or withhold, export licences.

49. We have asked the Government on a number of occasions for the justification for
granting a licence which, prima facie, appears to have difficulty meeting the criteria in the
EU Code on Arms Exports.”® In many of these cases we have been given the standard
response by the Government, the gist of which is that all export licences are assessed on a
case by case basis against the consolidated EU Code on Arms Exports and National Export
Licensing Criteria and that a risk assessment took place at the time of application was
considered.®® We consider that such answers do not assist the scrutiny of the licensing

63 Ev 167
64 Ev 126, 154, 156, 157, 167

65 HC Deb, 26 October 2000, col 203W and
http://www.fco.gov.uk/servlet/Front?pagename=0OpenMarket/Xcelerate/ShowPage&c=Page&cid=1014918697565

66 For example, Ev 126, para 18, Qq 276, 289-92
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decisions. We are frustrated by the Government’s refusal to expose more of its
deliberations to us, especially as it supplies commercially sensitive information about end-
users on request by the Committee.®”

50. We recommend that, on the request of the Quadripartite Committee for
explanation of a decision to grant a licence and therefore, by implication, that the
export licence meets the European Code of Conduct on Arms Exports and National
Export Licensing Criteria, the Government provide a short resume—under a security
classification, if necessary—of the considerations which informed its decision.

67 We return to this issue at paragraph 153.
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4 The Export Control Organisation

The decision not to outsource the Export Control Organisation’s
work

51. The Export Control Organisation is part of the Department of Trade and Industry. Its
chief task is to process applications for licences to export strategic goods from the UK. On
21 July 2005 the Government announced the outcome of its review for outsourcing the
work of the Export Control Organisation and it concluded “that in this particular case,

there are doubts about whether outsourcing the licensing function would achieve sufficient
additional benefits”.%®

52. We unreservedly welcome the Government’s decision. It is significant that industry® as
well as the non-governmental organisations,” from whom we received evidence, were
hostile to the Government’s plans to involve the private sector in parts of the Export
Control Organisation’s work. The UK Working Group on Arms pointed out that moving
the Export Control Organisation from the public to the private sector posed a number of
risks:

confused lines of accountability;

e institutional and commercial conflicts of interest (real and perceived);

e setting a bad example to states with problematic export control systems;
e undermining UK export control outreach programmes;

e reluctance by other states to share relevant export licensing information with the UK;
and

e harm to defence, trade and technology-sharing relationships with the United States.”

53. The terms of the announcement in July 2005 raised concerns that the Government’s
decision was finely balanced and that a complete or partial privatisation remained a
possibility for the future.”” In his evidence to us the Minister of State at the Department of
Trade and Industry, Malcolm Wicks MP, assured us that there would now be a period of
stability”” and that ministers had “endorsed enthusiastically””* the decision announced in
July 2005. We asked him about the reasons for the decision and he explained that “as the
Minister responsible I feel more comfortable about this being within the domains of the
public service” and that “there are certain issues for government which are so sensitive—

68 HC Deb, 21 July 2005, col 1927W
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and this is certainly one of them—where that would be my desired outcome”.”> We concur
with this line of reasoning but reach a firmer conclusion. We conclude that the work of
the Export Control Organisation is so sensitive and critical to ensuring that strategic
exports are effectively regulated in the UK that the Export Control Organisation must
remain within the public sector under government control. We recommend that the
Government endorse this conclusion.

Staffing levels

54. Between 2003 and April 2006 the number of staff in the Export Control Organisation
was cut by a quarter from 146 to 115.7° By any standards this is a substantial reduction in
an organisation with critical responsibilities for ensuring that strategic exports do not fall
into the wrong hands while ensuring that only essential burdens are placed on exporters.
The scale of the reduction begs a number of questions which we consider below.

55. First, has there been a detrimental effect on the efficiency and effectiveness of the
operation of the Export Control Organisation? EGAD, whose members deal regularly with
the Export Control Organisation, gave us a ringing endorsement of the Export Control
Organisation’s recent performance:

At present we believe that Industry is currently quite satisfied with the overall level of
service being provided by HMG in the processing of export licence applications [...]
As this performance has been achieved at a time when there has been considerable
resource pressure on those departments involved (especially the Export Control
Organisation), we believe that this should be acknowledged and applauded.”

We received no evidence to contradict this assessment for 2005. We conclude that the
staff in the Export Control Organisation and other government departments
responsible for processing export licences should be congratulated on their
achievements during a period of retrenchment which, we expect, was unsettling and
potentially distracting.

56. There are, however, some clouds on the horizon. Looking to the longer term, the
Society of British Aerospace Companies has concerns that “the reduction in the number of
employees at the Export Control Organisation as a result of the Gershon recommendations
[...] could lead to an erosion in the quality and efficiency of administering licence
applications”. In addition, we noticed a slippage in the median time taken to determine
Standard Individual Export Licences from 12 days in April-June 2005 to 15 days in
October-December 2005® and we were concerned that this was a harbinger of
deterioration in the service offered by the Export Control Organisation. When we drew
this increase to the Government’s attention, however, we were told: “due to a typographical

75 Q131 (Mr Wicks)
76 Ev 126, para 22, Q 143
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error, the figure should read 13 days and not 15”.”” We are concerned that the published
median figure of 15 days for the time taken to determine Standard Individual Export
Licences for the final quarter (October-December) of 2005 was inaccurate; the correct
figure was 13 days. An error of 15% in a key figure which does not appear to have been
noticed until we queried it is not acceptable. We conclude that it casts doubt not only
on the Export Control Organisation’s systems for recording information but also
whether senior management review such data. Furthermore, we conclude, if there is a
substantial increase in median times taken to determine applications in 2006, even to a
level within the 20 day target, that would be strong evidence of a deteriorating service
by the organisation in immediate need of remedy. We conclude that we should
continue to monitor the efficiency and effectiveness of the Export Control
Organisation’s service to industry.

57. As part of its review of export control the Government commissioned a report from
ASE Consulting which reported in December 2004.*° The report noted that once the staff
cuts have been put in place, the Export Control Organisation “will always be operating
close to the limit of its capacity”. If it is the case that the Export Control Organisation is
operating at the limit of its capacity—and given the recent cutbacks we would expect
this to be the case—we recommend that the Government give an assurance that
additional resources will be found by the Government to deal with any unplanned
pressures—for example, an increase in applications for licences. (We also make a
recommendation on safeguarding resources for outreach to overseas countries at
paragraph 74.)

58. The second question we asked: is there any evidence that the Government has resorted
to expedients to ensure that the Export Control Organisation meets its targets?®’ Two
possible candidates were advanced:

a) the greater use of open licences, which we consider below; and

b) the use of pointless questions to applicants for export licences to delay consideration of
licences.

EGAD explained that, if queries are raised with an applicant, “it delays the processing of
the licence because the clock stops while the query has to be dealt with”,** and the delay
does not count against the Export Control Organisation’s median target for processing
applications. EGAD was able to cite some apparently obtuse questions which had been
posed to applicants for licences.* It has to be accepted, in our view, that, in processing the
volume of applications and in the interests of vigilance, those considering applications may

79 Ev 167
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on occasion ask redundant questions. We have seen, however, no evidence that the Export
Control Organisation has systemically been asking futile questions to allow staff to meet
targets.

Greater use of open licences

59. Our predecessor Committees concluded in their Report on the 2003 Annual Report on
Strategic Export Controls that an active drive for open licensing was underway.** We raised
this matter with the Minister and officials from the Export Control Organisation, who
neither accepted our assertion nor agreed that the data the Government supplied to us on
licences supported this conclusion.* On the figures we were given there has been a clear
downward trend in the number of Standard Individual Export Licences received, from
10,390 received in 2002 to 9,048 in 2004, a fall of 13%. The projected figure for 2005
showed a further reduction to below 9,000 applications.*® For Open Individual Export
Licences, whilst accepting that the figure for 2005 fell back from the levels in 2004, the
figures for OIELs received has shown a trend upwards since 2002.*” Our attempts to come
to grips with the statistics were not assisted by the Government switching from
applications received to applications processed during the evidence session.** We drew the
following conclusions from our exchanges with the Government about the statistics on
applications for licences received:

a) they underline the points we have made at chapter 3 on the shortcomings of the
presentation of the statistical data about export licences;

b) the reduction in the number of Standard Individual Export Licences since 2002
appears to have assisted the Export Control Organisation to attain its targets; and

c) the upward trend in Open Individual Export Licences may not have been as strong
as we anticipated last year and we shall review the figures again next year.

60. There is no doubt that there are pressures towards more and longer open licences.
Industry clearly aspires to open licences as “the gold card for companies”.® Open
Individual Export Licences give companies, for example, the flexibility they need to
respond to urgent requirements” and allow intra-company transfers by international
companies. We consider these to be entirely sensible and reasonable aspirations. The
question of resources cannot, however, be ignored. A move to open licences in order to
meet staff reductions at the Department of Trade and Industry required by the “Gershon”
review would, in our view, be foolhardy and potentially dangerous. We accept, however,
that there are limits on the resources available to scrutinise applications for licences and to
police export control. It follows that maximum scrutiny has to be directed to the areas of
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maximum risk in relation to military equipment and dual-use goods. We have seen no
evidence that the use of Open Individual Export Licences has allowed licensed exports to
fall into the wrong hands, and we take assurance from the evidence from EGAD that Open
Individual Export Licences are “considered very carefully by government officials and if
there are any doubts or any queries at all, they will be rejected the Government”.”* We
conclude that freezing open licences at their current levels and at their inconsistent
maximum terms risks directing maximum scrutiny at exports which pose far from the
maximum risk to the UK’s policies on arms exports. We therefore conclude that a
moderate change in the balance between open and standard licences and a change to a
consistent maximum duration for all Open Individual Export Licences—for example,
three years—is acceptable provided the Government can address, and assure us, on
three issues. First, that there will be no softening of the criteria applied to consideration
of applications for Open Individual Export Licences. Secondly, the Government
provides assurance that companies are subject to rigorous internal compliance
requirements and to regular audits to verify their implementation. Thirdly, the
Government will address the lack of transparency in the reporting of open licences in
the annual and quarterly reports on strategic export controls. As the UK Working
Group on Arms pointed out to us open licences are “subject to a much lower level of
transparency in, for example, the Government's annual reports than [Standard Individual
Export Licences] are” and “there is no data on volume or value, there is no data on
incorporation cases or what open licences are going for incorporation”.”> (We consider this
matter in more detail, and make recommendations, at paragraphs 42 and 155.)

Information systems/IT

61. The third question we asked—and to our mind the most serious—was what has the
Government done to address the concerns identified in ASE Consulting’s report? The
report paints a picture of the Export Control Organisation that raises concerns. ASE found:

There is scope for continuing with in-house delivery of [Export Control and Non
Proliferation Directorate] services. With significant investment, in terms of
headcount, finance and technology further efficiencies in the licensing process may
be achieved. A failure to invest and grow the function whilst meeting enforced
headcount reductions will eventually result in it failing to meet its most basic
functions.

[Export Control and Non Proliferation Directorate] business processes have
developed and evolved over time to react to market and political needs. The
Directorate relies heavily on a wide range of disjointed IT systems. [Other
government departments] play a key role in the day-to-day delivery functions of
[Export Control and Non Proliferation Directorate]. None of the [other government
departments] have access to [the Export Control and Non Proliferation
Directorate]’s IT/IS systems and there are significant obstacles to integrating
business systems. The portfolios of [the Export Control and Non Proliferation
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Directorate]’s own IT systems need significant investment if they are to deliver
improvements in productivity.”

62. Glyn Williams, Director of the Export Control Organisation, accepted that the Export
Control Organisation’s IT systems were disjointed.”* The Minister told us that “the ECO at
the moment is currently reviewing proposals to replace its main licensing database with
new IT systems”.”® He also told us that the Export Control Organisation had adequate
resources and that “with strong management, greater use of I'T and so on, we are doing the
job well”.** We accept, on the basis of the evidence we have heard and set out in this
chapter, that the Export Control Organisation is currently meeting its targets but we are
concerned how in the future the Government is going to meet the challenges identified in
the ASE report. Having taken a decision to keep the Export Control Organisation in the
public sector we conclude that there is now a duty on the Government to provide
adequate resources for its development and that it would be unacceptable to attempt to
muddle through with minimal investment. As a first step we recommend that the
Government set out the IT functionality that the Export Control Organisation needs
and the investment required to deliver these functions with a clear plan for provision
and implementation of the new information technology systems. We request a detailed
briefing from the Department on its plans for information technology in the Export
Control Organisation.

63. We are disappointed that the Government has not taken up the recommendation of
our predecessor Committees in their last Report that it “considers inviting the Committees
in the next Parliament to assist with reviewing or commenting on the specifications for
new information systems”.”” We have concerns about the adequacy of the functionality of
the Export Control Organisation’s information systems to meet not only our requirements
but also any emerging best practice for EU countries. We would be dissatisfied to be told
by the Government, after the proposed upgrades and changes to the information systems
had been implemented, that information—about, for example, categories of end-users,
which other EU countries now provide, or is clearly on the horizon as a result of the recent
review of the EU Code on Arms Exports®—cannot be produced because it was not
included in the specification for the IT upgrade. We recommend that the Government
ensure that the proposed upgrade to the information system in the Export Control
Organisation meets the current best practice of EU countries and expected changes in
requirements for the publication of data in annual reports.
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The “Goods Checker”

64. Our consideration of IT would be incomplete if we overlooked the Export Control
Organisation’s new IT facility, “Goods Checker: New Web-based Search Tool”, which,
according to the Government, “enables exporters to identify whether goods are subject to
control, and in which category of the Control Lists”.”” EGAD expressed satisfaction with
the new facility but pointed out that there was a risk that it could mislead exporters—
especially the less experienced—into concluding that an export licence was not needed
when one was required. For example, an entry misspelling “beryllium” as “berillium”
resulted in the Goods Checker advising that no export licence is required, which is
wrong.'” We are concerned that exporters, particularly of dual-use items, using the Goods
Checker could, especially if they are unfamiliar with export controls, be inadvertently led to
breach export control as many goods containing beryllium are subject to export control.
We recommend that the Export Control Organisation address and rectify the problems
which EGAD has identified with the new Goods Checker. The problem with the Goods
Checker also underlined to us that outreach to industry must make clear that the Goods
Checker is one of many components of a company’s comprehensive internal
compliance programme and cannot on its own provide the necessary assurance to a
company that it is complying with strategic export controls.

Commodity codes

65. The example of beryllium also highlights the difficulties that HM Revenue and
Customs (HMRC) have in establishing whether goods are subject to export control. Mark
Fuchter, Head of the Publications and Restrictions Policy Group, HMRC, pointed out that
“beryllium can fit [...] 31 Customs’ commodity codes”.'”" He assured us that HMRC were
“alive to all the complexities and anomalies enforcing the dual-use regulations [...]. Are we
equipped to do it? Yes, I think we are, and we are aware of these challenges that profiles will
not work as well as they will on very clearly defined items.”’*> We conclude that
integration of the Export Control Organisation’s and HM Revenue and Customs'
electronic systems, and in particular commodity codes, would strengthen strategic
export controls. We recommend that the Government produce a plan to link up
licensing and customs processing electronically, to standardise commodity codes and to
allow HMRC to access the licensing database and expertise.

Outreach: to UK industry

66. Finally, we asked: should the Export Control Organisation switch staff and resources
from other activities—for example, outreach with UK companies and overseas, which
receive limited resources—to processing applications for export licences? Similarly, should
HMRC switch resources from outreach to enforcement?
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67. EGAD and other witnesses highlighted the extent of the lack of knowledge, and the
risks of ignorance, of export controls, particularly of dual-use goods.'”® EGAD explained
that “you only know you have a responsibility to report [exports subject to control] if you
are normally a responsible exporter and you have a compliance programme because
normally you are exporting military goods. If you are a routine exporter of civilian [goods]
you do not know anything about it.”%*

68. The Minister assured us that the Government was doing “a great deal” on outreach:

seminars, DVDs and all the rest of it. That is a very important point because I am
generally aware, but not least from my work with my energy portfolio, that some of
our best and most entrepreneurial companies in terms of science and technology are
often preciously small and many could be forgiven for not knowing about this
particular legislation. We have got to ensure that they do know about it because they
could be at risk of being hoodwinked into wrong exports. We do need to reach them
and we are doing our best. That is a very important point.'*

On the number of people who had received training, he said:

since June 2004 a total of well over 1100 individuals from 461 companies have
attended various seminars and training courses run by the ECO.'*

69. We are convinced of the critical importance of outreach to industry, to ensure that
industry plays its full part in preventing exports falling into the wrong hands. EGAD
alerted us to a case where an attempt had been made to obtain automotive components for
use in flight control systems for missiles.'”” It is vital, in our view, that government and
industry take the message beyond the coalition of the willing and aware exporters—
essentially exporters of military goods—to exporters of dual-use goods. If they fail, lives will
be at risk and there will be demands for much tighter controls on a wider range of exports.
We conclude that outreach to UK industry is critical to the operation and control of
strategic exports and we recommend that the outreach programme be expanded
significantly.

Outreach: abroad

70. Likewise, we consider that outreach to export control organisations overseas is vital in
preventing military and dual-use goods and technologies falling into the wrong hands. We
fully endorse the assessment made by the UK Working Group on Arms:

The UK is seen internationally as having one of the most sophisticated export
control systems in the world. It is to be congratulated for its leadership role in
providing active export control outreach support, especially in non-EU Europe but
also further a field. Other states look to the UK to provide a lead in this area. Much
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has been achieved in improving export control regimes in a number of states in
Eastern and South Eastern Europe, including in terms of persuading the various
national governments of the need to de-link the arms-export decision-making
process from the defence industry.'*

71. HMRC explained to us that “the planning [of outreach] is very much driven by the
Foreign Office and the Ministry of Defence”.'” When he gave oral evidence the Minister of
State at the Foreign and Commonwealth Office, Dr Kim Howells MP, stated:

outreach work to promote effective export control is [...] extremely important in the
fight against proliferation. EU outreach activities include seminars, visits, covering
topics such as industry awareness, capacity building, customs procedures and
assistance with drafting legislation, which is also very important, and a good current
example of EU outreach work is the EU's €1.5 million pilot project running from
2005 to 2007 on the export control of dual-use items. We have four nations identified
as key partners in this pilot project: China, the UAE, Serbia and Montenegro and the
Ukraine, and that is proceeding.'’

The importance of outreach overseas was also underscored by the Minister, we note, in his
speech on the International Arms Trade Treaty to the United Nations in Geneva on 23
March 2006. He observed that “the capacity to deal in practical terms with the provisions
of a new treaty has also been raised” and he acknowledged that “in some cases, where
export control systems are at an early stage of development, countries may need help with
implementation”. He declared that “the United Kingdom [...] will be ready to help”.!"!

72. In their evidence HMRC identified three types of activity they had carried out in the
past five years:

e [O]verseas outreach, where we will accompany delegations headed by Foreign Office
and/or MoD and alongside DTI colleagues [...] to various countries and those countries
are chosen [...] by those departments who ask us to come along to deliver, it can vary what
they ask us to deliver, but it is in the area of making an assessment of that Customs'
enforcement capability and export controls, probably their Customs' capability, but it
might be looking more widely, it might be collaborating with DTT to look at the whole end-
to-end licensing and enforcement process and to identify capacity building needs for that
country and we have been to a number of EU accession countries, going back a couple of
years, some trans-shipment locations, such as UAE, Singapore and Hong Kong and others,
including Libya and South Africa and China.

e The second phase is inward outreach where such states send delegations to the UK
hosted by the Foreign Office or the Department of Trade and Industry and typically we will
attend to give presentations on our approach to export controls, what we regard as good
practice, tips and techniques. Examples there include the Ukraine, Serbia, Montenegro,
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Albania, Pakistan and Turkey, but we are really driven by the needs as established by the
foreign office and the lead policy departments. That did include last year in our current
building we hosted a one week training seminar for Libyan export control officials.

e The third element is [...] our contribution to the four international export control
regimes which include elements of outreach where we are often asked, for example,
diplomats we will say to us, ‘We have identified some of the parties/enforcement officers
attending the enforcement experts’ meeting, they could do with particular reinforcement in
certain aspects and can you please help out?’!!*

73. We agree with the assessment made by Mark Fuchter that outreach is “probably
indispensable” and with his statement that outreach is an essential component “in trying to
improve the security of the supply chain”.!”* We were concerned to be informed that, while
HMRC were committed to winning the battle in the security of the supply chain, they were
less certain about winning the war.!** Kevin Franklin, Director, Frontiers Customer Unit,
HMRC, explained:

Certainly if you expand upon some of the things that Mr Fuchter has already
mentioned, we are working very closely with the world customs' organisations on
this as well and we have just signed up to a framework of standards around security
and trade facilitation which has helped to cement the work we are doing on the
supply chain and we are engaged with some 50 odd projects at the moment in terms
of capacity building that is essential in our drive to win these battles on security
issues.'”

74. We have no doubt that the UK’s and the EU’s strategic export controls are enhanced
through the provision of assistance to countries outside the EU to strengthen and develop
their export controls. Not only will it toughen the fight against proliferation of weapons but
also underpin the UK’s credentials in support of the International Arms Trade Treaty. We
were impressed by the range of support which HMRC does, and can, provide but
concerned by the prospect that we might lose the war against those wanting to bypass
effective export controls; we are not altogether surprised given the limited size of the total
staff compliment estimated at between 60 and 100 full time equivalent staff.''® We
recommend that:

a) the Government expand the programme of overseas outreach led by the Foreign
and Commonwealth Office and supported by HM Revenue and Customs and the
Department of Trade and Industry;

b) review the staff and resources provided for overseas outreach; and

c) subject to the outcome of any review of the EU pilot programme, press for a full EU
programme of outreach.
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In addition, to ensure that provision is made for staff and resources for outreach to
overseas countries, we recommend that this work be recognised as falling within the
core tasks of licensing and enforcement officers and that budgets and resources are
provided for this purpose, and set out in the annual report on strategic export controls.
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5 Enforcement

75. Although the Export Control Organisation plays a pivotal role in the licensing of
exports, enforcement of export controls is reliant on compliance by industry and
enforcement by Government with, if necessary, the full force of the criminal law. We judge
that for the system to be working effectively the following requirements need to be met:

a) all exports that are covered by control need to be subject to an application for an export
licence;

b) the licensing system needs to be efficient and effective;

c) the Government needs to be proactive in investigating breaches of control to ensure
that there is a high probability of interception for contravention; and

d) penalties for breaches of export control need to act as a deterrent.

In this chapter we examine each of these requirements with the exception of the licensing
system, which we have already addressed in chapter 4.

Are all controlled exports covered by export licences?

76. For the system of export controls to work satisfactorily there needs to be assurance that
those exporting items on the Military List and dual-use goods subject to control are
applying for export licences. As Mr Fuchter from HMRC pointed out, if a significant
proportion of exporters are not applying for export licences, the Government’s operational
approach would need to be reconsidered."” We sought evidence about the adequacy of the
coverage of the system but were not able to reach a firm conclusion.'”®* We recommend
that the Government carry out research to establish the volume and categories of the
goods falling within definitions on the Military List and in the dual-use regulations but
which are being exported in breach of export controls without licences. In addition, we
recommend that the Government produce an analysis of the reasons that these goods
are exported in breach of export control. We recommend that the results of the
research and the analysis are published. We conclude that these estimates and analysis
are critical to inform the review of the legislation in 2007.

How proactive is the investigation of breaches of export control?

77. The UK Working Group on Arms allege that “despite many new cases coming to light
since the introduction of the new controls, it would appear that enforcement of these
controls remains woefully inadequate”.!*® The Director of the Export Control Organisation
explained that his organisation did not carry out “detective work on a speculative basis” but
assured us that “we will follow up any leads that we are given from any source and, as
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necessary, pass them on to HMRC to follow up with their enforcement powers”.’* HMRC
also assured us they that “look into all intelligence and [...] credible allegations”.'*!

78. We note the assurances of the Department of Trade and Industry and HMRC that they
follow-up and investigate breaches of export control and that many sources for leads will
be the security services, which are not open to transparent public scrutiny. We did,
however, take evidence concerning allegations of breaches of export control in two
relatively public areas: on the Internet; and at an arms fair.

The Internet
79. In his memorandum to the Committee, Mark Thomas said he found on the Internet:

Army-Technology.com, a website run by SPG Media a UK company, offered
introductions to Chinese and Korean arms manufacturers who advertised their stun
batons through the Army-Tech[nology.com] website in the UK. [...]

In November 2004 the website of UK company TLT International offered stun
batons and stun guns for sale. The company is based [in south] London. [...] The
website included pictures and a short description of the weapons. [...]'*

80. When we asked the Minister whether the Export Control Organisation reviews the
Internet for contraventions of the export control system, he replied:

The brief answer is that that is not a regular role of the ECO. We do not have a
dedicated official looking at that. We recognise the importance of the internet of
course. We have a restricted enforcement unit. This is a fortnightly meeting of an
interdepartmental committee, chaired by our director, Mr Williams, [...] which
reviews intelligence relating to procurement attempts and possible breaches of
control. One of the actions they may take is to follow up leads by reviewing a
company's website.' [...]

My guess would be that there is no one agency dealing with websites. If we had
reason to pursue an inquiry, we would use all available evidence at our disposal. I am
not sure it would be sensible to say that we are websites and someone else is not.
Customs will use that as part of their policing activities. We work very closely with
Customs of course.'**

81. While part of the job of staff within the Intelligence National Coordination Unit was to
carry out regular searches of the Internet for the use of specific terms of interest or concern
to HMRC and the Internet was one of the tools that officers working in frontier areas use
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day-to-day to do their jobs,'"” HMRC told us that they were not responsible for reviewing
the Internet for breaches of strategic export controls. They informed us:

that is not the role we have agreed with our partners in the restricted enforcement
unit, principally the intelligence agencies. The task that we have agreed is that it is
not required of us that we spend our intelligence resource looking on the internet for
cases that may be prima facie breaches. That responsibility under the agreements we
have with other departments lies through [the Restricted Enforcement Unit] with the
intelligence agencies.'” [...] In another area of our responsibilities, endangered
species, in fact we do do such things and we have been tracking endangered species
appearing for sale, for example, on E-Bay.'*’

82. We are not reassured by the Government’s response. It appears that responsibility for
proactively policing the Internet, if it rests anywhere, lies with the security services, from
whom we have not taken evidence. Nor, until we pointed out the omission,'®® is there a
mechanism for the public to report possible breaches of export control to the authorities
for investigation. Mark Thomas, a journalist, was able to identify with apparently little
effort prima facie evidence of breaches of export control from information posted on the
Internet. Subsequently he passed his evidence to HMRC' and we understand that
warning letters were issued.”® We commend Mark Thomas. We conclude that the
Government’s response to the challenge of the Internet as an arms emporium is too
passive and fails to take account of the role it now plays in promoting and facilitating
commerce and exports across the world. We recommend:

a) that the Government produce a strategy for policing and monitoring potential
breaches of export control by companies using the Internet to advertise and facilitate
transactions;

b) that responsibility for policing the Internet be allocated to an agency; and

c) that members of the public are encouraged to report potential breaches of export
control on line using the Internet.

Arms fairs

83. Mark Thomas also supplied us with evidence of potential breaches of export control
taking place at, or in connection with, an arms fair. He attended the Defence Systems and
Equipment International (DSEi) fair in London in September 2005 where he found:

125 Ev 153, para 3

126 Q 397

127 Q 398. See also Q 401 and Ev 153, para 3.
128 See below, para 105.

129 Ev 112

130 HM Revenue and Customs indicated that it was their policy in this type of case to issue a warning letter (Q 426 (Mr
Fuchter)).



‘Quadripartite Committee’: Strategic Export Controls—Annual Report for 2004, etc 49

TAR Ideal Concepts Ltd, an Israeli company, offered electro shock weapons and leg
irons whilst exhibiting at the Defence Systems and Equipment International (DSEi)
fair in September 2005.

Global Armour, a South African company offered electro shock weapons in their
company brochure at the same event.

Imperial Armour, a South African company offered to provide stun weapons and set
about negotiating a deal from the fair."”!

84. We put Mark Thomas’ evidence to the Minister and he responded:

I was very distressed to hear about that because it is clearly wrong that that was being
exhibited. As soon as the authorities heard about it, it was closed down. [...] What
do we do about this? The [Export Control Organisation] issues guidance on
exhibition activities which is published on the exhibition organisers' websites. The
ECO liaised with the exhibition organisers on a bulletin sent to all exhibitors prior to
the exhibition, which included information about relevant UK controls, including
our trade controls, and the exhibition organisers held a pre-briefing for exhibitors
immediately prior to the exhibition in order to make those exhibitors further aware
of control requirements. We also maintained a presence at the exhibition to answer
queries and raise awareness and so on. HMRC officials were also present at the
exhibition. You could say to me, ‘Yes, but at the back of the brochure’, I am advised,
wherever it was—I do not think it was right at the front—‘there was this
advertisement.” That is distressing and it was stopped as soon as we heard about it."**

85. HMRC told us:

First of all, we put a lot of effort into the prior planning, working with DTI colleagues
and others and, principally, with the organisers—in the case of DSEi, but also with
Farnborough the year before [...] to make sure the organisers have the right material
and dispatched it to the exhibitors that made abundantly clear what the obligations
were on those exhibitors. That took place before DSEi and, obviously, it is very
disappointing to then read the allegations which have emerged. The next stage of our
activity is to put a lot of control effort in by means of our local control staff, but I
have to say our priorities were, firstly, those real weapons themselves — the genuine
firearms under the Firearms Act that were on display. That was our top priority—
making sure the temporary importation of those was controlled in accordance with
the exhibitors’ obligations (we put a lot of effort in on that) and, secondly, any
exhibitor dealing with missile components. I have to say I think we have learned a
lesson from this that the brochures and the other interactive-type materials and
screens were not amongst those top two priorities, and I think we have accepted we
need to sit down ourselves, also with the DTI, in the event of any future exhibition
and see what lessons we have learned and see if we can take a different approach.'*
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86. We commend the Government for working closely with industry and the organisers of
arms fairs to ensure that those exhibiting are aware of the UK’s export control laws and
also for taking prompt action when potential breaches were reported to it. Again, however,
a journalist was able to identify with apparently little effort prima facie evidence of breaches
of export control at DSEi in 2005 while HMRC, who attended the fair, did not notice the
possible potential breaches in the brochures.”** Subsequently he passed his evidence to
HMRC,"* and we understand that warning letters were issued.”’® Again we commend
Mark Thomas. We conclude that, as is the case with other industries, within the defence
industry there are contractors who, either through ignorance or deliberate intent,
breach the rules on strategic exports and that the authorities need to seek out these
breaches and the perpetrators. We recommend that, as well as providing guidance and
attending arms fairs, the Government actively seeks out breaches of export controls at
arms fairs.

87. One measure we suggested to HMRC was that they require all exhibitors to submit all
brochures to the organisers of fairs to ensure that they did not breach UK law.”” In a
supplementary memorandum HMRC said:

We can confirm that there was no requirement for exhibitors to submit brochures in
advance for inspection, either by organisers or by officials. [...]

On powers, neither DTT nor HMRC have powers to compel exhibitors to submit
brochures and similar material for inspection. HMRC do have powers to require
exhibitors to produce for inspection any temporarily imported firearms. Our current
advice is that it would be difficult to frame legislation that did not create a regulatory
burden on all organisers and exhibitors, going beyond arms.

We believe that the way forward is to build on the current approach whereby HMG
work with the organisers to:

o Improve the clarity and communication of information to exhibitors of their
obligations in respect of this legislation—for example, providing clear examples of
what is not permitted;

o secure voluntary compliance with submitting brochures in advance and backed
with selective scrutiny;

« underpin these arrangements in the contracts between organisers and exhibitors.

We will pursue these and other possible solutions with DTI ECO and others. At this
stage we should point out that we do not envisage any change in our priorities for
action at these events, with controlling weapons remaining our top priority and then
missile components. And we should perhaps sound a cautionary note that, whilst we
accept the need to tackle potential trafficking and brokering, we will do so on the
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135 Ev 112

136 HM Revenue and Customs indicated that it was their policy in this type of case to issue a warning letter (Q 426 (Mr
Fuchter)).
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basis of risk. Finally on this point to underline that our approach is fully coordinated
with DTIT ECO, whose technical assessment staff would be approached for a ruling
on the control status of any goods appearing in brochures or other material.'*®

End-use information

88. In assessing how proactively the export system is policed we return to the question of
end-use information, upon which our predecessors have commented and made
recommendations.””” We have in our questions on specific export licensing decisions asked
and been given the names of the intended recipients of licensed exports; and we have also
asked what checking the Government carries out to ensure that the exported goods are not
diverted to those for whom the Government would not grant a licence or used for a
purpose which breaches the EU Code on Arms Exports. We asked the Minister of State at
the Foreign and Commonwealth Office, Dr Kim Howells MP, for examples of monitoring
of end-use that has led to any kind of change of approach (in the context of exports to
Israel) and he replied:

The key thing is the risk assessment beforehand, that is the major point. In that risk
assessment we have to be looking at what happens on the ground, so we will take that
intelligence as part of our overall assessment exercise of any application that is
made.'*

89. The Government expanded on its approach in its letter of 19 April 2006 to the
Committee:

HMG does not use end-use monitoring to check on exports of concern. HMG does
not licence goods where we have concerns about their use.

If despite careful consideration of the licence application, concerns later arise over
use of a UK export (from observation by Post, media or non-governmental
organisations) these will be thoroughly investigated and appropriate action taken,
including the revoking of licences issued. Such concerns will also be taken into
account fully when future export licence applications are considered.'!

90. HMRC informed us that they “are made aware of end-users of concern” and their
profiling system includes profiles on suspect end-users."** If, however, the paperwork was
in order and an export was lawful there was little they could do. Mark Fuchter explained:

I am aware of cases where we have been challenged over our role in terms of end-
users, where export consignments have ended up being transhipped from the
declared end-user to another state, where they have been used in conflicts, but if
everything is in order and lawful—if all the processes in place are legal—then we can
take no enforcement action but what we can do, of course, is feed back in the
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intelligence, although I think in the cases of which I am aware intelligence agencies
would be perfectly well aware.'**

91. Some of the Government’s comments were made in response to questions about
exports to Israel (to which we return at paragraph 156 below) but are, we believe, of general
application. We have concerns about the adequacy of the Government’s approach, which
eschews detailed end-use monitoring for a risk assessment carried out during
consideration of the application for a licence. We consider that there is scope for both
approaches and that there are advantages in carrying out checks to establish what happens
to arms exports after they have been licensed and left the UK. Not least it would test the
Government’s assumption that pre-licensing checks, including the risk assessment, are
sufficient to prevent problems of misuse and diversion. We recommend that the
Government establish a pilot programme of end-use monitoring focusing on cases
where it has identified some degree of risk—though not sufficient to withhold the issue
of a licence—when considering an application for an export licence and to report the
outcome of the exercise in 2007.

92. The UK Working Group on Arms put forward a more ambitious programme for end-
use monitoring:

Arguments against more stringent post-export control have often focussed on the
difficulties and impracticalities of monitoring the end-use of all exports. In addition,
it has also been noted that were the UK to operate such a system on its own, buyers
would source their needs from elsewhere, while the introduction of a similar system
across the EU could not work as smaller members lack extensive diplomatic presence
and thus would seldom be able to meet their obligations.

While a system of end-use monitoring would require the Government to include as
part of the export licence the right to monitor end-use, clearly not all exports would
be followed up. The system should be organised so that monitoring is carried out
only when there are specific concerns that the goods or technology in question are
not being used according to the terms of the licence. The US has end-use monitoring
systems of this type in place: the State Department Blue Lantern programme and the
Department of Defence Golden Sentry programme operate on the principle that
where a particular transfer trips a number of ‘red flags’, checks are carried out. In
2004, the State Department performed 530 Blue Lantern checks, with 93
‘unfavourable determinations’. A similar system should be introduced across the EU,
with the inability of smaller states to identify possible problems and to then
undertake monitoring being dealt with through the pooling of information sources
and in-country diplomatic resources.'**

93. We consider that there is much to commend the UK Working Group on Arms’
proposal for an EU wide system of end-use monitoring drawn broadly along the same lines
as the United States’ systems. We recommend that the Government draw up a proposal
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for an EU wide system of end-use monitoring and that it canvass the proposal with
other governments in Europe.

Dual-use

94. End-use information is key to the regulation of dual-use goods, software and
technology. In explaining the detailed operation of strategic controls David Hayes, Head of
Export Controls, Rolls-Royce plc, and Chairman of EGAD, compared the application of
the controls between items on the Military List and those covered by the dual-use
regulations:'*

There are a lot of defence companies who have very active export control
practitioners and there are a few dual-use companies who do, but I think there is a
perception that the dual-use controls are to a greater or lesser extent not as well
scrutinised and well enforced as the military controls. That is particularly worrying
in today's environment where we are told that we are under an increased threat of
terrorist attack from things, including weapons of mass destruction, yet most of the
goods and technology which will be required to construct a weapon of mass
destruction are actually controlled on the dual-use list and not on the military list, so,
on the face of it, it would appear that at the moment we are in danger of giving the
greatest scrutiny to the area of the least risk in some respects.'*

95. David Wilson, Export Compliance Manager, EDS Defence Ltd, from EGAD, then
commented on the operation of the catch-all controls which apply to dual-use goods and
technologies. (The provision'* requires an export licence for items that are not on the
dual-use list if the intended use is or may be related to weapons of mass destruction or
military end-use in an embargoed destination and the exporter has been informed by the
authorities or is aware of such use.) He said:

The catch-all control, that in itself can be a little problematic to interpret. Catch-all
controls apply, as the name implies, to absolutely anything. One aspect of the control
which is often misunderstood is that these controls only apply to goods and
technology which are not controlled of themselves. The reason for that is because if
the item is controlled, then it is subject to licensing and end-use consideration forms
part of that licensing process. It is only where the goods are not controlled of
themselves that you need to bring in a catch-all to say, ‘Well, we want to catch
absolutely anything that might be going to a programme for the construction of a
weapon of mass destruction, a missile for the delivery of that weapon or to military

145 The EU Dual-Use Regulation is part of European law and is directly applicable in all EU countries. The EU introduced
legislation for the control of exports of dual-use items and technology in 2000. The first EC Dual-Use Regulation was
published in that year. Council Regulation (EC) No 1334/2000 (OJ L159, 30/6/2000), Council Regulation (EC) No
2432/20001 amending and updating Regulation (EC) NO 1334/2000 (OJ L338 20/12/2001, p1), Council Regulation (EC)
No 394/2006 (OJ L73, 13/03/2006, p1) is the latest version of the control lists and Council Joint Action 2000/401/CFSP
(0J L159, 30/6/2000).
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end-use in an embargoed country’, so the catch-all controls only apply to those
goods which are not controlled of themselves.*®

96. The difficulties in regulating dual-use goods were highlighted for us by the “Land
Rover/Otokar” case—in this instance on the re-export of goods to a country, Uzbekistan,
with a bad human rights record which was subsequently subject to an EU arms embargo.
The UK Working Group on Arms outlined the circumstances:

Turkish made Land Rover Defender 110 military vehicles were used by Uzbek troops
during the Andijan massacre in May 2005. The vehicles were a gift from the Turkish
Government to the Uzbek Government, and it is extremely likely they were
produced under licence from the UK by the Turkish company Otokar. Although
70% of the components are exported from the UK in kit form for Turkish assembly
into these military vehicles, it seems this production takes place completely outside
the UK licensing regime [...] The Turkish Government lists the Otokar produced
Land Rover 110 military utility vehicles as being fitted with rifle mounts, two-way
black-out lighting system and a NATO-type towing hook.'*

97. We put the case to the Government and the Minister of State at the Department of
Trade and Industry, who responded:

My understanding is that we are talking here about the export of civilian version
chassis of Land Rovers to Turkey. I am assured that Land Rover do not control the
further work done on these or their onward sale. They are not sold as Land Rovers.
Otokar is not a licensed overseas production facility. It raises the question which I
think is a serious question [...] about where British jurisdiction starts and ends and
what is reasonable in terms of jurisdiction. We can control the export of militarised
vehicles from the UK. Also, if Land Rover were involved in the onward transfer of
military vehicles from one third country to another, that could be controlled under
our powers, under trafficking and brokering, but this seemed to be outside of that
situation.'”

The Minister then posed a question for us: where should the control of dual-use items end?
He observed:

there must be a whole range of components that societies and economies like our
own export that could in the wrong hands be quite important in developing weapons
or whatever it might be. I am genuinely interested in trying to get this one right
without, on the other hand, over-reaching ourselves in terms of our jurisdiction. I
imagine that people could come to the Committee with a whole range of proposals
which they might argue, on ethical principle, should not be exported.'*!
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98. We also asked the Government about the effect of the embargo imposed by the EU in
November 2005 on Uzbekistan:'** would it have prevented the exports from the UK? After
the evidence sessions the Minister of State at the Department of Trade and Industry
clarified the position in a supplementary memorandum:

[The controls] allow us to impose export licence requirements on goods which are
not normally licensable, where it is known they are to be used for military purposes
in an embargoed destination. Our view, having checked with the European
Commission, is that this control can be applied in circumstances where the goods are
passing via a third country and are further developed there before reaching the
embargoed destination; provided their ultimate destination and end user are known
at the time of their export from the UK. The EC Commission has indicated it shares
this view. Thus, in future these provisions could be used to control exports of non-
military Land Rover parts (for example) to Turkey if it is known that those parts will
be incorporated into military vehicles and delivered to an embargoed destination for
a military end-use. In the case of Uzbekistan vehicles, the controls would not have
applied because at the time Uzbekistan was not subject to an embargo and also
because, as far as we know, it was not envisaged at the time of export from the UK
that the Otokar goods would be transferred to Uzbekistan.'>

In written evidence Oxfam GB pointed out that there “appears to be a close working
relationship between Otokar and Land Rover for the manufacture, promotion and export
of military vehicles”** and we passed this evidence to the Government and the Minister
commented:

I am grateful to the Committee for providing us after the hearing with evidence from
Oxfam about the nature of the commercial relationship between Land Rover and
Otokar. I have asked Land Rover for their comments on this. To the extent that there
may be a working relationship between the two entities, this is only relevant to
current export controls insofar as Land Rover could thereby be deemed to participate

152 The European Union adopted Council Common Position 2005/792/CFSP (0.J.L299.16.11.2005.p72) on Uzbekistan on
14 November 2005. The powers came into force on 26 November. The full range of measures are as follows:

A ban on the sale, supply, transfer or export of arms and related materiel to Uzbekistan, from EU Member States’
territory, by their nationals, or using their flagged vessels and aircraft;

A ban on the sale, supply, transfer or export of listed equipment which might be used for internal repression to
Uzbekistan;

A ban on the provision of technical assistance, brokering services and other services to any person, entity or body in,
or for use in Uzbekistan for

(i) military activities and to the provision, manufacture, maintenance and use of arms and related materiel,
(ii) equipment which might be used for internal repression;

A ban on the provision of financing or financial assistance to any person, entity or body, in or for use in Uzbekistan
for

(i) military activities including the sale, supply, transfer or export of arms and related materiel,
(i) the provision of related technical assistance, brokering services and other services,
(iii) equipment which might be used for internal repression.
A travel ban (with certain defined exemptions) against named individuals.
153 Ev 143
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in ‘an act calculated to promote’ supply or delivery of military goods from a third
country to an embargoed destination.'**

99. We take some comfort from the Government’s advice that the imposition of the EU
arms embargo on Uzbekistan might have brought the exports in the Land Rover/Otokar
case within UK export controls. For the controls to apply it appears that the UK exporter
needs to have knowledge about the end-use of the goods at the point they enter the
contract to supply the goods. It appears therefore that the fact that the goods which left the
UK were not on the Military List or militarised does not preclude them falling within
export control.

100. The Uzbekistan case highlights difficulties where dual-use goods are exported from
the UK, incorporated or transformed into equipment which can be used for a military or
police purpose and then re-exported. Before this matter can be examined in greater detail
we consider that the volume and extent of these exports need to be established. We
recommend that the Government commission research to establish the extent to which
dual-use goods not subject to control are exported from the UK and are then
incorporated into equipment which had it been exported from the UK would have been
subject to export control. We recommend that the results of the research and the
Government’s analysis of the results are published. We further recommend that the
work is completed in time to inform the review of the legislation in 2007.

101. Finally, we comment on the position of the Turkish authorities. We also asked the
Minister of State at the Foreign and Commonwealth Office about the position after the
embargo had been imposed. Before the clarification from the Minister of State at the
Department of Trade and Industry, he told us that “the export of civilian vehicles,
converted by a Turkish company, using its own technology and without UK involvement is

a matter for Turkish export controls”.'*

102. We deal with licensed production overseas in more detail at chapter 7.

Revenue and Customs

103. The role of HM Revenue and Customs (HMRC) and the Revenue and Customs
Prosecution Office is to investigate, prevent and prosecute breaches of export control. As
we have noted, we are the first Quadripartite Committee to take evidence directly from the
Revenue and Customs departments, and we found the oral evidence session valuable.

104. EGAD expressed concern that HMRC’s primary focus was on raising revenue for the
Government rather than controlling strategic exports.””” We put this point to them and
they said that “the merger into HM Revenue and Customs will not deplete the effort and

activity we give to this work area”.'*
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105. We found some evidence that the control of strategic exports had not been fully
integrated into the general work of HMRC. For example, HM Customs runs “Customs
Confidential”, which encourages members of the public to report suspicious activities,
which the website lists as including everything from importation of drugs to Aggregates
Levy fraud. When we examined the lists we found that illegal arms exports were not
mentioned. Mark Fuchter, Head of the Publications and Restrictions Policy Group,
HMRC, thanked us for pointing out the deficiency and assured us that that “is something I
am trying to get put right and I have started those steps already”.””® It is incongruous to us
that, while HMRC, rightly, places importance on gathering intelligence,'® it has no
mechanism in place to allow the public to supply information about possible illegal arms’
trading. HM Revenue and Customs assured us that the failure to include arms exports
on the “Customs Confidential” website was an oversight and that it was not
symptomatic of its general approach to strategic export controls. We welcome this
assurance and conclude that we should review this matter again next year.

Revenue and Customs: staffing

106. EGAD expressed concern about the level of staffing at ports.’! In response to these
points HMRC told us:

The vast majority of our staff are actually multi-functional. Multi-functional means
that they might work in one discrete area, for example, cargo examination, but they
will undertake cargo examinations for a multitude of reasons, a multitude of risks, it
could be drugs, tobacco or whatever but [...] if we add up across all the various
activities in Revenue and Customs that contribute to our role in strategic export
controls, it is something between, say, 60 and 100 full-time equivalent staff in any
one year, but it will fluctuate.'®>

They explained that this core group could be expanded rapidly if the circumstances
required:

Although that is the core group that specialise in strategic exports, because of the
nature and the way in which we pull our workforce together, we can actually deploy
much higher numbers at very short notice and indeed recently we have been
redeploying people to stem the threat of Avian Flu and at a moment's notice we were
able to redeploy over 200 officers. The reason why we set our workforce in a flexible
mobile context is to enable us to be as agile as possible.'**

107. In his evidence to us Mark Thomas drew attention to the Regulatory Impact
Assessment that accompanied the legislative changes in 2002 “calculating the extra costs
that the new regulations on export control would bring to Customs; they estimated it
would be approximately between £200,000 and £300,000 and there were no additional IT
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or training costs envisaged”.'** We put this point to HMRC. Mark Fuchter responded: “it
was based on an assessment which [...] was made in the mid nineties [...] that we would
need up to five extra specialist investigators with all the various on-costs, so I think that was
the basis of the figure.”'® He confirmed that this estimate had turned out to be accurate
and “that in the two years that the controls have been in place we have been able to deal
with the work that has arisen within the existing resource allocation, so we have not
increased our baselines by the amount originally envisaged in the [regulatory impact
assessment], we have not needed to”.'¢®

108. We are grateful that after previous refusals'® HMRC have now provided figures for
the staff employed on enforcing strategic export controls. We note HMRC’s confirmation
that the estimate that five additional staff were needed to implement the legislative
changes which came into operation in 2004 has proved to be correct. It raises the
question: how significant a change the Export Control Act 2002—and the secondary
changes enacted under it—made to the enforcement of strategic export controls? We
recommend that those reviewing the controls in 2007 address this issue. We make no
assessment in this Report on the current level of staffing which HMRC have deployed to
enforce the controls on strategic exports other than to comment that 60 to 100 full-time
equivalent staff on strategic export controls appears to be a small complement.'®® We take
some comfort from HMRC’s assurance that that this level of staffing can be expanded
rapidly if required. We conclude that staffing levels in HMRC are a matter we should
continue to review and that, if we return to the question of staffing, it is useful to have
established “base-lines” for staffing levels against which future requirements and
changes can be measured.

Revenue and Customs: inspection of goods

109. When EGAD provided evidence on the detailed operation of the export control
system they set out their experience of the examination of freight by HMRC at Felixstowe.
David Wilson, Export Compliance Manager, EDS Defence Limited, from EGAD said:

How many containers go through Felixstowe in a day? Fifty thousand, something of
that sort? How many do Customs actually open? One? Usually, in my experience,
that is because the police have gone down there because somebody's tracker has
tracked a car to a container at Felixstowe and they open the container and there are
four or five stolen cars in it. There are not many Customs officials at Felixstowe, a big
container port.'®

In a memorandum EGAD described a case where a company exporting items which
appeared to be subject to export control had never been stopped in 20 years:
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One of the most extreme cases was one we came across back in early-2004 involving
a company heavily involved in the export of Chemical, Biological, Radiological &
Nuclear (CBRN) protective clothing, which had been in business for over 20 years,
and never applied for a single export licence (entirely through ignorance), and also
never had any shipments stopped! How many more, similar cases are there out
there?'”*

In their memorandum EGAD believed the operation of the current system:

puts the non-compliant at a commercial advantage over the compliant, who bear the
costs of compliance and put the resources and efforts into being compliant. The
current system, and the seemingly ad hoc and uncoordinated way in which HMRC
officers around the country seem to implement the regulations are: undermining the
role and authority of export control compliance managers within companies with
their colleagues in other disciplines/departments; undermining the procedures that
compliance staff are trying to put into place; wrecking the credibility of compliance
staff and the regulations with their other colleagues elsewhere; and giving other staft
the innate perception that export controls are just a farce. This is not in anyone’s
interests.'”!

110. We asked HMRC to describe arrangements at Felixstowe. Mark Fuchter explained
“something in the order of 250 staff [are] based at Felixstowe [...] across a number of
disciplines”’* and that 8,000 containers a day went through the port, 3,500 of these for
export,'”? and:

It is fair to say the numbers of physical examinations are small, it is probably
averaging something between one and two a day, but I would want to emphasise that
running in the background of course is our automated processing export processing
system and at any one time there are something in the order of 60 of our profiles
against which all those containers, all those consignments, will have been screened,
so all 3,500 are screened against export profiles. '’ [...] It means that none of them
obviously contain any goods which should generate an export licence, if so the
machine will have identified that consignment and it will go for either a
documentary check or physical check.'”?

Kevin Franklin, Director, Frontiers Customer Unit, HMRC, added:

We use an automated system for Customs’ declarations which will have profiles
attached to it, but we also check licences in local offices, we have a whole range of
target checks that are made by our detection workforce which are based on the
intelligence that we receive from colleagues in other government departments and
we also run a number of assurance visits by our compliance officers at traders’
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premises, so there are a number of things that we do to create an important
framework which enable us to cover as many of the bases as we are able to.'”

Mark Fuchter conceded that if a company deliberately evaded export control the profiling
would not show that up. But he made the point:

that our approach to this is based on intelligence and risk profiling. If someone opts
to export goods completely outside the export system, then with the sheer volume of
exports going through all the ports of the UK, we are not randomly searching cargo
which is cleared as being low risk according to the export declaration to look for
what may or may not be happening with the exception of some of our other teams
looking for other risks such as missing trader intercommunity fraud, so in this area
we do not do that because we are driven very much by intelligence. '’

111. We have concerns that the level of random checks by HMRC is so low that it is
providing a gap on the control of strategic export controls. Our concern focuses on:

a) the exporter who inadvertently, but persistently, exports dual-use goods in breach of
strategic export controls; and, the more difficult case; and

b) the exporter with no track record with the security services who decides on one
occasion deliberately to evade the controls.

We cannot see that these two categories of exports are likely to be caught by either profiling
or the security services. We welcome Mark Fuchter’s response that he would like to explore
EGAD’s concerns with them.'”® We recommend that HMRC inform us of the outcome
of their discussions on EGAD’s concerns about exporters of dual-use goods who are
unaware of the requirements of the Export Control Act 2002. We recommend that
HMRC review the effectiveness of their policy on checks to target the exporter who
inadvertently but persistently exports dual-use goods in breach of the 2002 Act.

112. There appear to us to be several approaches that could be used to deal with the
inadvertent export of dual-use goods. These range from, on the Government’ side, the
investment of staff and resources in market analysis and surveillance, to, on the industry
side, an industrial export control association. Such an association exits in Sweden, where it
provides internal compliance training, organises seminars and publishes a newsletter, and
it could also be linked to trade or sectoral industrial associations which could identify
potential exporters. More information about the Swedish export control association,
Sveriges Exportkontrollforening, is set out at Annex 3. We recommend that the
Government review the resources that it provides for market analysis and surveillance
of dual-use goods and that it explores with EGAD and interested parties the
establishment of an industrial export control association in the UK.

176 Q 365 (Mr Franklin)
177 Q 364
178 Q 368 EGAD’s concerns are set in more detail at Ev 80.



‘Quadripartite Committee’: Strategic Export Controls—Annual Report for 2004, etc 61

Enforcement of export control on intangible technology transfers

113. We asked HMRC about the enforcement of export control on the transfer of
information and technologies by, for example, e-mail. EGAD had raised concerns about
the application and enforcement of the strategic export controls to these so-called
“intangibles”. David Hayes from EGAD explained:

some of the subjects which are being taught in academic institutions can border on
areas which are now subject to export control, so, for example, providing someone
with technical assistance inside the UK for any relevant use which encompasses
weapons of mass destruction, detection systems for weapons of mass destruction,
that sort of area of technology, if we wanted to provide that sort of technical
assistance to anyone even inside the UK, knowing that that information was going to
be used outside of the EU, then that is a licensable activity.'”

Brinley Salzmann from EGAD added:

There is a considerable lack of awareness within academia and [...] in many quarters
a lack of willingness because it is a completely different culture, whereas if you go
along to a company and explain to them export controls, once you have got their
attention and persuaded them that yes, they are subject to export controls, then they
want to understand how to deal with it. I have had feedback myself and personal
experience of people in academia who say, ‘No, this is infringing my freedom of
speech. I am not going to burden myself with trying to deal with these regulations’,
so there is a totally different culture there.'®

114. When we raised these matters with HMRC we were concerned to be told that “since
these controls came in, we have received no allegations about intangible transfers, and no
intelligence. It is, obviously, an untested area”.'® Mark Fuchter added:

I am aware of the issues around universities. Those do not involve HMRC, but I
think one of the questions I would need to ask the industry representatives who have
spoken to this Committee is that they may be able to help us, and maybe it is
perfectly fair that we might prompt the intelligence agencies, through the Restricted
Enforcement Unit, to be looking in a different direction.'?

In a supplementary memorandum HMRC added:

The regulatory system is based mainly on open licensing coupled with record-
keeping requirements and exporters’ own controls on their intellectual property. As

179 Q 201 (Mr Hayes)
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181 Q 440; In its memorandum to the Committee (Ev 126, para 27) the Government said: “ECO has published guidance
tailored to their situation; has met with universities on request; they are represented on the Advisory Committee;

and our seminars have been attended by some academics. It is important to stress however that the controls on
technology transfers do not apply in any different way to universities than to exporters. In fact it is relatively

unlikely that the controls will come into play in respect of student tuition in the UK as the exemption for technology
in the public domain will usually apply. ECO has not so far invoked the controls contained in Articles 8 and 9 of the
Export of Goods, Transfer of Technology & Provision of Technical Assistance (Control) Order to prevent/approve the

transfer of WMD technology to students/researchers in the UK, where it might be transferred outside the EU.”
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intangible exports and brokering offshore supplies do not involve the movement of
goods passing through customs controls we advised policy departments that there
was no regulatory role that we could fulfil in relation to the new controls. This was
accepted.

From the information and intelligence available to us, and from breaches so far we
do not believe that there are shortcomings in the system. We hold periodic liaison
meetings with DTI ECO and we would expect to discuss any emerging issues at that
forum. So far breaches have been relatively minor and straightforward and dealt with
by visits, disruption and warning letters.'®?

115. We are concerned to discover that no agency of government appears to be
enforcing the intangible transfer of technical information (so-called intangible
technology transfers, ITT) which may be in breach of strategic export controls. We
recommend that the Government include the review of the operation of the controls on
ITT as part of their review of the operation of export control legislation in 2007.

Do the penalties for breaches of export control act as a deterrent?

116. In their joint memorandum HMRC and the Revenue and Customs Prosecution Office
supplied the following table setting out the number of successful prosecutions since
2000.'8

183 Ev 153, para 1

184 Ev 144, para 44. In addition, the Government supplied a list of goods seized, disruptions and other action take by
HMRC at Ev 126, para 8.
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Financial | Goods Destination Person or Penalty
year company
concerned
2000-01 Five-ton crane, Pakistan Abu Bakr 12 months suspended
a 12-ton heat Siddiqui
furnace and a
quantity of
Aluminium
2001-02
2002-03
2003-04 Aluminium Pakistan David Lee £1,000 fine (strict liability offence)
Nicklin of AM
Castle & Co
Ltd
2004-05 Aircraft parts Iran Saroosh 18 months imprisonment
Homayouni suspended for 2 years; banned
from being company director for
10 years; asset forfeiture order for
£69,980.
Body Armour Pakistan Praetorian £2,500 fine
Associates
2005-06 Body Armour Kuwait, Iraq, Vestguard UK | £10,000 fine
Saudi Arabia Ltd

117. When they gave evidence to us we expressed concern to the Revenue and Customs
Prosecution Office about the small number of prosecutions and we asked whether the
successful prosecutions that had been achieved acted as a deterrent. David Green, Director
of the Revenue and Customs Prosecution Office, replied:

the number of prosecutions [...] does not reflect either the effort or the success
behind this for this reason. You have heard that work in this area is intelligence led
by HMRC and the forum for dealing with that information is the strategic goods co-
ordination committee and at any one time they will be considering—they meet every
six weeks, that is RCPO which chair it and people from HMRC—at any one time
they will be considering cases which should be resolved by disruption, cases where
intelligence is being assessed with a view to turning it into evidence and cases put to
RCPO with a view to prosecution. To give you an example it last met in April and
some 15 cases covering all three of those categories were under consideration. In
addition the DTT inform us that the robust fines in the last two cases on that chart
have had a valuable deterrent effect throughout the trade. Further, it is right to say
that, depending on the circumstances, other options other than prosecution are
actively pursued, such as education, warning visits, disruption, compounding,
seizing and detaining goods pending payment of a fee. So my point is this that the
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number of prosecutions does not represent either the effort or the success going into
it.lSS

118. We take some reassurance from Mr Green’s comments and that from a base of no
prosecutions in either 2001-02 or 2002-03 there were four over 2003-04 to 2005-06 and
that the level of financial penalty imposed by the courts is increasing. We agree with EGAD
that “more public information is needed to be made available by HMG to demonstrate that
HMRC is undertaking its enforcement role seriously and proactively”.’*¢ We consider it
would provide an additional deterrent to those intent on breaching strategic export
controls if some of the alternatives to prosecution which the Revenue and Customs
departments employ—the issue of warning letters and compounding—were to be
publicised. Mark Fuchter explained that it would be made clear to a person in receipt of a
warning letter “that their behaviour may have breached relevant legislation [...] and that
by doing so they may have rendered themselves liable to prosecution, but that reviewing
the whole circumstances we have decided to take no further action.'¥ On compounding,
the Revenue and Customs departments explained that they had powers under section 152
of Customs and Excise Management Act 1979 to compound offences, that is to accept a
monetary amount in lieu of pursuing criminal proceedings. Compound penalties can only
be issued where there is evidence to a criminal standard that an offence has been
committed.'® We recommend that the Government publish details of the amounts paid
in compounding for breaches of strategic export controls, with details of those who
have agreed to pay. We recommend the information be published in the quarterly
reports on strategic export controls. We intend to examine further the question of
warning letters in future reports.

119. We asked HMRC whether there was a systematic exchange of information with
Customs and prosecutors in other EU countries and they replied:

there are such European organisations as Eurojust and Europol and certainly they
provide for the dissemination and exchange of such information and we also have
very good liaison, certainly on the prosecution side, with our colleagues within the
European Union.'®

We note that, according to the German arms export report for 2003, 26 investigations
concluded against a total of 42 individuals (including 5 against unknown). Of these, 4
resulted in convictions: two separate cases with suspended sentences of two years
imprisonment, one investigation resulting in 7 convictions (between 4 and 6 months
imprisonment or fines between €6,000 and €14,850); and one sentence of 2 years and 10
months imprisonment. In 2003, 21 investigations against 22 individuals were ongoing. The
experience of the German authorities’ approach appears to result in more prosecutions
than that of HMRC."”® We recommend that HMRC examine how other EU countries’

185 Q373

186 Ev 80

187 Q 426 HM Revenue and Customs indicated that they issue about 50 warning letters a year (Q 427).
188 Ev 144, para 25
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experience in prosecuting export control breaches be exchanged and built upon more
systematically.

120. We asked the Revenue and Customs Prosecution Office about the
Homayouni/Multicore case in 2004-05 which resulted in Mr Homayouni receiving an 18
months’ prison sentence suspended for two years and a ban from being a company
director for ten years, and he also received on order for seizure of assets for £69,980.
According to press reports, Multicore was a front company for Iran’s air force and had
been engaged in systematic efforts to procure and smuggle components for the Iranian
military, including parts for Hawk missiles and Hercules transport aircraft as well as F-14,
F-4 and F-5 fighter jets.””! David Richardson from the Revenue and Customs Prosecution
Office, who had some responsibility for the case, told us:

We prosecuted [...] a component of the case and one of the features of these cases is
that they straddle a number of jurisdictions. The evidence that we have available to
us will be limited to a number of the physical items that are being exported. We will
not necessarily be able to prosecute the entirety of an international picture, we can
only prosecute the bit that we have evidence for in the UK and I think it is important
to remember, first of all, that this was the first time that we had a confiscation order
being used in export control cases and the feedback we get in other arenas is that the
one thing that the criminals really fear is having their money taken away from them
and that really does have a big impact and, of course, in any prosecution where
somebody is convicted or pleads guilty, the court will hear mitigation about their
personal circumstances and the circumstances of the offence and they will set a
penalty, or the judge will impose a penalty, taking into account all of those
circumstances. In terms of how that case was dealt with, we put the case as fully as it
could be put in the UK, the court had all the factors to take into account on
sentencing.'*>

He added:

I think it is fair to say that the export controls arena is a difficult one in the sense that
it pulls together all the features that make prosecutions difficult in terms of overseas'
evidence, in terms of sensitive destinations that are being dealt with, but we are
confident that we have the expertise and the people who can make the progress that
we need to in that area."”

121. Bernadette Peers from EGAD commented:

In the case of Multicore he received a suspended sentence of two years and a £70,000
fine and, if he had not paid that by Christmas Eve, his suspended sentence would be
extended by a further 18 months; so if he did not commit anything else he is still free
to walk around—it is a suspended sentence. In effect, he made numerous attempts to
export military parts to, I believe, Iran and he got a suspended sentence. That goes

191 “Customs raids to hit arms smuggling network"”, The Financial Times, 11 July 2003, p 10
192 Q376
193 Q377
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beyond just Customs; that goes beyond educating a court and a judge about how
serious export control can be. It does cost lives, and I think people forget that.'*

122. We accept that the Revenue and Customs departments’ efficiency should not be
measured exclusively on the number of prosecutions and we do not want to disparage in
any way the work that obviously was put in to secure the successful prosecution in the
Homayouni/Multicore case or the securing of the first order for the seizure of assets.
Nevertheless, we share Ms Peers’ concerns and cannot see that such a penalty will act as a
strong deterrent to others, especially a multi-national arms smuggling organisation with
substantial resources. In our view the case highlighted two issues which we examine below:
the difficulties in assembling evidence; and the level of penalty imposed by the courts.

Assembling the evidence for a prosecution

123. The first issue is the assembling of evidence. In their written memorandum HMRC
and the Revenue and Customs Prosecution Office explained the difficulties they faced in
securing sufficient evidence upon which to mount a prosecution:

e Proving the intended destination. Whilst there may be intelligence to show that goods
are going to a country of weapons of mass destruction concern the apparent destination
may be quite innocuous;

e Vital evidence is often located abroad. Whilst HMRC may be able to obtain some or all
of it through bilateral requests under Mutual Legal Assistance arrangements, cooperation

can vary and there are issues over the provenance of the evidence and its admissibility in
the UK;

e Evidence about the specification, functionality and proposed use of the goods can be
ambiguous, which makes inference of guilty knowledge difficult to draw;

e Exports sometimes benefit from End Use Certificates supplied by foreign governments.
It is difficult to get behind these and prove them false where suspicions exist; and

e  Where defendants are located abroad, extradition may be difficult outside the EU."

124. In his oral evidence, David Green explained that the Revenue and Customs
departments “do have some extra powers under the Serious Organised Crime and Police
Act power to compel answering questions, power to produce documents for instance and
others relating to people giving evidence who have been involved in crime, giving evidence
for the prosecution and we intend to make full use of those powers”.!”* We recommend
that the review in 2007 examine whether the evidential tests and requirements in the
export control legislation are impeding the prosecution of breaches of the controls on
strategic exports and whether the Revenue and Customs departments need greater
powers to compel questions to be answered and documents produced when
investigating alleged breaches of strategic export controls.

194 Q 228
195 Ev 144, para 47
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Level of penalties

125. The second issue is the level of penalties. EGAD pointed out that under the Export
Control Act 2002 the maximum penalty the courts can impose is an unlimited fine and up
to ten years in prison but “it is very rarely, if ever, exercised”.'”” Mr Green observed that
sentencing was a matter for the courts.'”® In their written memorandum the Revenue and
Customs departments echoed EGAD’s point, “historically, Courts have not imposed
particularly severe sentences, even in relation to goods intended for WMD programmes. A
cocaine smuggler would get far harsher treatment”.'”” Given the risks from weapons of
mass destruction we consider this disparity wholly unjustified. Mr Green suggested that in
time as the courts gain experience the position may change:

it is difficult for a court to put it in context and you have made the point there are
relatively few prosecutions under these heads for reasons I have indicated and it may
be that the courts have a great deal more experience of, for instance, smuggled drugs
than they do of this sort of offence.*”

126. We consider that Mr Green may be correct in his analysis but the risk from breaches
of strategic export controls is immediate and that stronger penalties imposed would
increase the deterrent. We recommend that the Sentencing Guidelines Council conduct
a review of the guidelines on sentences for breaches of export control as a priority.

Enforcing trafficking and brokering controls

127. Mark Thomas provided us with details of a case where he alleged a breach of the
Export Control Act 2002 had taken place:

Ashok Leyland, which is a subsidiary of the Hinduja Group, part of Land Rover
Leyland International Holdings—which is a UK company—advertised on their
website in February 2005 that they had just secured a contract to provide military
vehicles for the Sudanese Defence Ministry, for knock-down kit military vehicles that
would be assembled in a plant near Khartoum. That appeared on their website, it was
announced at IDEX, which is an arms fair, it appeared in Jane's Defence Weekly and
was reported in a whole plethora of Indian newspapers. Because of the fact that there
are four UK residents or nationals on the board of Ashok Leyland, the Indian
company, that would therefore put them in the frame legally if they had anything to
do with that deal for Ashok Leyland, the Indian company, to provide trucks for
Sudan, an embargoed destination. I spoke to the BBC about that and was given the
go-ahead to start investigating it, we approached the company posing as potential
buyers, we spoke to people who are involved in the Hinduja Group—Anders Spare
and Dheeraj Hinduja—both of whom intimated that they were aware of the deal and

197 Q 233 (Mr Salzmann)
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were involved in the deal. This would therefore put them within the scope of the
law.2!

Mark Thomas considered that the case raised several questions, in particular, the reasons
HMRC were unaware of the publicly available material relevant to this case and the legal
position of UK subsidiaries overseas. He told us:

The only reason that Ashok Leyland could be investigated and this matter brought
up was because British nationals or residents were involved on the board of Ashok
Leyland, the Indian company. That subsidiaries are exempted as separate legal
entities from the action and divorced from the parent companies I think is a major
problem and one that needs to be addressed. When you previously asked what would
the difficulties be in this, the US managed to do this; the US, I believe, actually have
control over a subsidiary company, they require licences from the subsidiary
company and if they do not get those licences there are fines on the parent as well as
the subsidiary. If the US can do this and not impair their industry, then I see no
reason why the UK cannot.**

128. We put the case to the Revenue and Customs Prosecution Office but it was unable to
comment on the case. David Green said:

under section 40 of the Commissioners of Revenue and Customs Act [2005] I am
unable to discuss cases either under consideration or which have been rejected. All I
would say in relation to that particular case is that it does provide a very good
example of journalistic endeavour and some anecdotal evidence and some anecdotal
material failing to translate into evidence.*”

129. HMRC were, however, able to describe in general terms the process by which
allegations of the breaches are considered. Mark Fuchter explained:

If T can give the Committee an assurance [...] what HMRC does do [...] is that we
look into all intelligence and all allegations, we say all credible allegations, but take it
from me it is all allegations involving sensitive goods and sensitive destinations. They
will be subjected to a test [...] laid out in the memorandum that our intelligence and
investigation specialists will firstly assess if there is evidence of an offence and if there
is evidence of an offence we will adopt that as an investigation, that will be taken on
as a formal criminal investigation and move through hopefully, if sufficient evidence
is available. It will be discussed en route by the strategic goods co-ordination
committee and it will hopefully move through to prosecution. So I can give you an
assurance that all such allegations involving sensitive goods and sensitive
destinations are considered in that way, if that is helpful ***

Mr Green added:
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Equally can I emphasize we can only proceed where there is evidence or solid
evidence such as we can put before a court.””

130. HMRC explained that, where they did not have their own officers in place at a port,
they were dependent on intelligence for picking up a trafficker or broker contravening UK
export control. They were solely dependent on intelligence for picking up particular
individuals who might be trying to get goods out by, for example, light aircraft or fishing
vessels.””® Mark Fuchter explained how intelligence gathering worked:

Given that the whole process is driven by intelligence, our assessment is that the
manpower we have is adequate for the purpose. We have a number of regulatory
profiles on the system and we do regulatory checks, all of which are fed back to our
intelligence staff. The intelligence [...] is a cycle, a cycle through the Restricted
Enforcement Unit; it is added to, we give feedback to the REU, we get action by the
REU. I am conscious I am painting a very intelligence-dependent picture, but that is
why. People such as middle men who will act in such a way are not going to make
themselves known (rather similar to major drugs operators), and it is only through
intelligence and understanding the results of our previous activities that we will be
able to make an impact.?””

131. We cannot comment on the details of the Ashok Leyland case. That said, we consider
that the case touches on general issues which concern us. First, despite publicity
surrounding the proposed transaction, HMRC do not appear to have become aware of the
transaction until it was drawn to their attention as a result of Mark Thomas’ investigations.
If this is the case, it repeats a pattern we have detected with the policing of the Internet and
arms fairs, where the agencies of government do not actively look for breaches of strategic
export controls in the media. As was the case with the Internet (see paragraph 82) we were
told that this is a process driven by intelligence. We have not received—or sought—
evidence during the inquiry about the resources which are devoted to gathering
intelligence on trafficking and brokering and this is an area we may pursue in future
reports. At this stage it would assist us if the Government provided some preliminary
information. We recommend that the Government explain, in general terms, the
resources devoted to gathering intelligence and how intelligence is sought and reviewed
in trafficking and brokering cases. The second concern is assembling sufficient evidence
to mount a prosecution, which we consider below.

132. We asked HMRC whether there had been any prosecutions for breaches of the
controls on trafficking and brokering. Mark Fuchter told us that one case was being
pursued:

There is one case that we have adopted and is being processed, is going through the
system, but it is at the stage when I think it has not formally been reported to
[Revenue and Customs Prosecution Office], but we expect to be reporting it to
RCPO with a view to prosecution. I should add that that case is going to be taken

205 Q 390 (Mr Green)
206 Q410
207 Q414



70 'Quadripartite Committee’: Strategic Export Controls—Annual Report for 2004, etc

forward under the WMD trafficking and brokering, but the case was started as a
trafficking and brokering inquiry and I think we will probably be proposing offences
under the Anti-Terrorism, Crime and Security Act. It is a trafficking and brokering
case, and it is the only one that has got as far as that so far in the two years that the
controls have been in place. In the meantime, we have received a number of
allegations and referrals of trafficking and brokering activity and, again, each one of
those we have pursued in the way that I have described earlier.”®

Mark Fuchter was unable to give us any indication as to the timescale within which a
prosecution may be started. He said that “there are particular challenges over the
evidence”” Although the individuals concerned were not in custody, he said that “the
operation has been thoroughly disrupted”.*"

133. We await developments on the case to which HMRC referred. We note that there may
be challenges over the evidence and this may be an issue we return to in future reports. The
case HMRC told us about concerned weapons of mass destruction and that, if a
prosecution is pursued, it may be for offences under the Anti-Terrorism, Crime and
Security Act 2001, rather than the Export Control Act 2002. It would be precipitate to draw
any conclusions from a case where no prosecution has commenced but the review of the
legislation may be in a better position to consider lessons from the case. On trafficking
and brokering, there are two issues which we conclude that the review of legislation in
2007 should address:

a) whether the Export Control Act 2002 provides an adequate vehicle for prosecution
of trafficking and brokering breaches of export control; and

b) whether there is a reasonable prospect of obtaining evidence in trafficking and
brokering cases to mount a prosecution.

Common Position on brokering and the registration of brokers

1

134.In 2003 the EU agreed a Common Position on Brokering,*' which includes
requirements for a register of brokers and the establishment of adequate sanctions to
ensure that controls are effectively enforced. We recommend that the Government in
their reply to this Report give details of the steps that have been taken to implement the
EU Common Position on Brokering.

135. We have considered the benefits and form of registration of brokers. In their written
memorandum the UK Working Group on Arms drew attention to a case where a British
broker had allegedly supplied arms to Sudan in breach of the embargo:

In September 2004, a UK newspaper reported that it had obtained documents
showing that arms brokers based the United Kingdom had been involved in
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negotiations for arms deals to supply £2.25 million worth of arms to Sudan.?"? Sudan
has been subject to an EU arms embargo since 1994. The documents, which have
been seen by Amnesty International and other researchers, were made available to
the Government. These included a series of End-Use Certificates (EUCs) which were
all dated and stamped after March 2004 (the new controls on Trafficking and
Brokering entered into force on 3 March 2004). One of the EUCs, issued on 25 May
2004, authorised the UK company Endeavour Resources UK Ltd to negotiate for the
supply of 12 BM21 Grad 122mm Multiple Rocket Launchers, 50 T72 Main Battle
Tanks (and spare engines), 50 BMP2 Armoured Personnel Carriers, 50 BTR80
Armoured Fighting Vehicles, 30 M46 130mm field guns, as well as aircraft and
pistols. In answers to parliamentary questions, despite the existence of such strong
evidence of these documents, the Government has stated that it believes there is
insufficient evidence to investigate that matter further.??

136. We considered the question—and difficulties—of obtaining evidence from overseas
earlier in this chapter. We note that there are also particular problems in assembling
evidence where no goods pass through the United Kingdom and which comes from the
security services or foreign governments. To address the problem of producing evidence
in brokering cases, we conclude that there is a case for greater regulation of brokers
operating in the UK requiring all arms brokers to be registered, for registration to be
dependent upon a broker meeting defined standards and requirements and that, where
a person who is not registered carries out any brokering activity, he or she should be
guilty of a criminal offence. We recommend that the Government bring forward a
proposal to require the registration of arms brokers.

137. We make further recommendations about trafficking and brokering and about the
overseas of subsidiaries of UK companies in chapter 7.

212 “Briton supplies arms to Sudan”, Sunday Times, 5 September 2004 and “Sudan Arming the perpetrators of grave
abuses in Darfur”, Amnesty International Report, November 2004

213 Ev 88



72 'Quadripartite Committee’: Strategic Export Controls—Annual Report for 2004, etc

6 EU Regulation

138. The EU Code of Conduct on Arms Exports forms the basis of the UK’s decision-
making process for licence applications. The Code was adopted on 8 June 1998 and it
contains political commitments, but is not legally binding. It represents minimum
standards which all member states have agreed to apply to exports of controlled goods.
These standards are defined through a common set of criteria to be used in deciding
whether proposed exports should be allowed. The Government has published consolidated
EU and national criteria which explain how it interprets the terms of the Code.”**

Review of the EU Code on Arms Exports

139. As our predecessor Committees stated in their last two Reports,”> the EU Code on
Arms Exports has been subject to a fundamental review and it was believed that the review
was drawing to a close as the Report in 2004-05 was produced in March 2005. The
Minister of State at the Foreign and Commonwealth Office, Dr Kim Howells MP,
explained:

the revised code is certainly agreed [...] at a technical level and the Council has
agreed to adopt the new arrangements at an appropriate juncture. The new
arrangements should see a legally binding common position which will further
enrich and entrench Member States’ strong commitment to common standards. The
main changes envisaged are these: an increase in the scope of the code so that its
criteria cover all applications from brokering, transit, trans-shipment and intangible
technology transfer licences [...] in addition to physical exports that can be
uncovered, [...] and an obligation on Member States to refuse export licences if they
consider that there is a clear risk that the items covered by the licence will be used to
commit serious violations of international humanitarian law.*

140. We invited the Minister to name the member state or states blocking the
implementation of the revisions but in the interests of securing a consensus he and his
officials refused.”"’

141. We conclude that the revisions to the EU Code on Arms Exports as described by
the Minister are welcome and we congratulate the Government for its part in securing
the changes to the Code. We conclude that the revisions should strengthen the Code
and should ensure greater consistency, responsibility and transparency in the exports
of arms across the EU. It is therefore all the more frustrating that the implementation
of the revised Code has been blocked by certain EU member states. We appreciate that
there is little that the Government can do other than work with other states to achieve

214 European Union Code of Conduct on Arms Exports, Council Document 8675/2/98 (henceforth “EU Code on Arms
Exports”) and see HC Deb, 26 October 2000, col 203W and
http://www.fco.gov.uk/servlet/Front?pagename=0OpenMarket/Xcelerate/ShowPage&c=Page&cid=1014918697565

215 Defence, Foreign Affairs, International Development and Trade and Industry Committees, First Joint Report of
Session 2003-04, Annual Report for 2002, Licensing Policy and Parliamentary Scrutiny, HC 390, paras 108-14 and HC
(2004-05) 145, paras 83-86
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the consensus within the EU necessary to allow the implementation of the new
measures. We express the hope that during 2006 the revisions will be implemented.

Peer group review

142. The implementation of EU Council Regulation 1334/2000 on the control of dual-use
items in an enlarged EU was reviewed in 2004. The review revealed discrepancies regarding
implementing legislation, industrial awareness programmes, in the technical capacities
available to national authorities to evaluate licence applications and classify items and as
regards the intelligence infrastructure. The review also found that the application of the
dual-use regulations differed with regard to, inter alia, the use of the catch-all clause, the
implementation of denial exchanges, intangible technology transfer controls and transit
and trans-shipment controls.?'® In addition, Regulation 1334/2000 needs to be amended to
comply with UN Security Council Resolution 1540 of 2004, regarding transit and
brokering controls for weapons of mass destruction.

143. The Minister explained the progress that had been made:

the peer review identified a number of recommendations for further action, both at
national and EU level, and work has focused on the broad areas identified in the
Council’s statement of December 2004. The main achievements have been the
following: improved information exchange[, ...] discussion aimed at minimising
divergent practices on textbook authorisation, work towards a review of the
regulation as regards dual-use goods in transit or trans-shipment, the establishment
of a pool of technical experts on recognition of dual-use items subject to control,
agreement to establish an electronic database to record denial notices made by
Member States under the regulations—which would be very, very helpful—a
comprehensive review of licensing and customs practices regarding control
enforcement, an examination of the administration, the catch-all control, which can
be used to control export of non-listed goods which are destined for use in a
weapons of mass destruction programme. [...] progress on a number of issues,
including how to achieve greater convergence in the use of the various kinds of
authorisations and of practices concerning the implementation of the catch-all
clause, or the most efficient way to carry out controls on transit and trans-shipment,
will be made in the light of an impact assessment study being conducted on the
Commission's behalf. These and other outstanding issues will be addressed in the
communication that the Commission will present to the Council this year, 2006.2"

218 Council of the European Union, Progress Report on the implementation of Chapter Il of the EU Strategy against the
Proliferation of Weapons of Mass Destruction, document 15246/04, Brussels, 3 December 2004, and Implementation
of the recommendations of the peer review of member states’ export control systems for dual use goods, Document
15826/05, Brussels, 15 December 2005 - http:// register.consilium.eu.int/pdf/en/05/st15/st15826.en05.pdf. See also
Stockholm International Peace Research Institute, SIPRI Yearbook 2005: Armaments, Disarmament and International
Security, Oxford University Press, 2005, pp. 699-719 (“Transfer controls” by lan Anthony and Sibylle Bauer), and SIPR/
Yearbook 2006: Armaments, Disarmament and International Security, Oxford University Press, 2006, pp 775-97
(“Transfer controls” by lan Anthony and Sibylle Bauer), and Council of the European Union, 2630th Council Meeting
General Affairs and External Relations, Brussels, General Affairs, Press Release no. 15460/04 (Presse 343), 13 Dec.
2004, p 17 - http://www.consilium.europa.eu/ueDocs/cms_Data/docs/pressData/en/gena/83083.pdf.
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144. We conclude that the recommendations produced by the peer review on the
implementation of EU Council Regulation 1334/2000 have identified a number of areas
which need to be addressed urgently. Specifically, Regulation 1334/2000 needs to be
amended to comply with UN Security Council Resolution 1540 of 2004 in respect of
transit and brokering controls for weapons of mass destruction and to improve
information exchange among EU countries about dual-use licences issued. We shall
monitor progress on the implementation of the review’s recommendations.

Undercuts

145. EU member states circulate through diplomatic channels denials of licences refused in
accordance with the EU Code on Arms Exports, together with an explanation of the
reasons that a licence has been refused. Before another member state grants a similar
licence, they must consult the denying member state, and give an “undercut notice”, with a
detailed explanation of their reasoning, if they decide to go ahead. Our predecessor
Committees in their last Report considered that “the future level of undercuts and denial
notifications will be an important indicator of how the revisions to the EU Code improve
consistency of the Code’s application across member states”.”® We agree with their
assessment. In reply to the Report last year the Government said that it “shares the
Committee’s desire for increased transparency and convergence in the use of the EU Code
on Arms Exports across member states”, and it “will propose measures aimed at increasing
transparency and coherence during our Presidency of the EU in the latter half of this
year”.””’ We recommend that the Government report the outcome of any measures
relating to undercuts that it proposed during its Presidency of the EU in order to
increase transparency and coherence. We recommend that the Government publish the
total number of UK undercuts along with a summary of the issues in future annual
reports on strategic export controls.

Criterion 2, human rights and Saudi Arabia
146. Criterion 2 of the EU Code on Arms Exports requires:
The respect for human rights in the country of final destination

Having assessed the recipient country’s attitude towards relevant principles
established by international human rights instruments, Member States will:

a) not issue an export licence if there is a clear risk that the proposed export might be
used for internal repression.

b) exercise special caution and vigilance in issuing licences, on a case-by-case basis
and taking account of the nature of the equipment, to countries where serious
violations of human rights have been established by the competent bodies of the UN,
the Council of Europe or by the EU;
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[...] Internal repression includes [inter alia] torture and other cruel, inhuman and
degrading treatment or punishment, summary or arbitrary executions,
disappearances, arbitrary detentions and other major violations of human rights and
fundamental freedoms as set out in relevant international human rights instruments,
including the Universal Declaration on Human Rights and the International
Covenant on Civil and Political Rights.

147. In its memorandum in December 2005 to us the Government stated that it:

takes its commitments to human rights very seriously. Respect for Human Rights is
an integral part of HMG’s export control policy. Indeed, Criterion 2 is specifically
concerned with human rights and provides that HMG ‘will not issue an export
licence if there is a clear risk that the proposed export might be used for internal
repression’.

148. In its 2005 Human Rights Annual Report the Government described the situation in
Saudi Arabia as follows:

There has been a small but significant improvement in the situation in Saudi Arabia
since our last Annual Report. However, the Saudi government has continued to
violate human rights, including by restricting freedoms of expression and press,
assembly, association, religion and movement. The government also continues to
discriminate against women, foreigners, non-Muslims and non-Sunni Muslims and
to impose strict limitations on workers’ rights.

We estimate that the Saudi authorities executed around 52 people in 2003 and
approximately 31 in 2004. They were executed for murder, drug offences and rape.
This remains one of the highest figures in the world.

The judicial and administrative authorities impose amputation for crimes such as
theft.

Judicial punishment can include flogging. Some 15 demonstrators were arrested
following a public demonstration in December 2004 in Jeddah and sentenced to

flogging.

Reports of torture and prolonged incommunicado pre-trial detentions continue.*”

149. According to the quarterly reports for 2005 the Government gave consent to licences
for exports to Saudi Arabia which included the following:

April to June 2005 Quarterly Report: gun silencers;*** and

July to September 2005 Quarterly Report: tear gas/riot control agents.*>
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150. We asked the Minister to justify these exports to Saudi Arabia, specifically how they
did not breach Criterion 2. He replied that “every export licence application is certainly
considered against Criterion 2 on a case by case basis, we pay particularly close attention to
Criterion 2 for Saudi Arabia” and that decisions were made “in the light of an up to date
assessment of the way in which the specific equipment would be used by the specific end
user”.”® The Minister assured us that, in the face of broader strategic interests, the
Government “would not nudge aside our prime consideration which is Criterion 2.2
Trevor Moore, Deputy Head of Arms Trade Unit, Counter-Proliferation Department at
the Foreign and Commonwealth Office, added that “we have the criteria and then we have
the other factors which are in the list and appear after the criteria. The criteria come first
and then we look at the other factors”.***

151. Operative Provision 10 of the EU Code on Arms Exports specifies that member states
may where appropriate also take into account the effect of proposed exports on their
economic, social, commercial and industrial interests, but that these factors will not affect
the application of the criteria in the Code. The Government has stated that it will continue,
when considering export licence applications, to give full weight to the UK’s national
interest, including:

a) the potential effect on the UK’s economic, financial and commercial interests,
including our long-term interests in having stable, democratic trading partners;

b) the potential effect on the UK’s relations with the recipient country;

c) the potential effect on any collaborative defence production or procurement project
with allies or EU partners; and

d) the protection of the UK’s essential strategic industrial base.

In the application of the above criteria, account is taken of reliable evidence, including for
example, reporting from diplomatic posts, relevant reports by international bodies,
intelligence and information from open sources and non-governmental organisations.*”

152. We acknowledge that Saudi Arabia is an important ally of the UK but its human rights
record is, notwithstanding the recent slight improvement, bad. The UK Government is to
be commended for its candour in its 2005 Human Rights Annual Report in describing
recent abuses. The EU Code is clear that breaches of human rights have to be taken into
account in considering applications for arms exports. Given the Government’s
assessment of human rights in Saudi Arabia, we recommend that all applications from
Saudi Arabia should be considered more carefully.

153. As Trevor Moore indicated, in the case of Saudi Arabia other factors—it appears, the
National Export Licensing Criteria—played a part in the consideration of the decision to
issue licences. We are unclear about the weight attached to these factors and whether they
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offset Criterion 2. We conclude that transparency in this important area can be
improved if the Government takes two steps. First, as we recommend at paragraph 50,
the Government should, on the request of the Quadripartite Committee for an
explanation of a decision to grant a licence, provide a short resume—under a security
classification, if necessary—of the considerations which informed its decision. We
anticipate making such a request where it appears to us that an application may not
meet the criteria in the EU Code on Arms Exports. Second, we recommend that in
those exceptional cases where the Government decides to attach weight to the National
Export Licensing Criteria, in order to issue an export licence, the Government identify
the licence in the quarterly report on strategic export controls and explain the factors
that justify its decision.

154. We note that in responding to a recent recommendation by the Foreign Affairs
Committee—that the Government include a detailed explanation of export licence
decisions in each of the countries of concern sections of the Human Rights Annual
Report***—the Government said it:

would be pleased to provide additional information. However, we believe that the
best place for this information to be made available is in the Annual Report on
Strategic Export Controls, rather than the Annual Report on Human Rights. This
would allow us to comment on the countries of concern with regards to all the 8
Criteria of the Code of Conduct for export controls, rather than just Criterion 2
which covers human rights. We are already in consultation with the Quadripartite
Committee, other Government Departments, Non-Governmental Organisations
and industry on how best we can improve the layout and content of the Annual
Report on Strategic Export Controls, to which we will now add the Committee’s
recommendation for further consideration.”!

155. We welcome the Government’s proposal to provide additional information about
strategic exports to countries of concern in future annual reports on strategic export
controls. We recommend that in responding to this Report the Government set out the
selection criteria for placing countries on a list of those giving rise to concern. In our
view the starting point should be those countries listed as “Major countries of concern”
in the Human Rights Annual Report but supplemented with those countries that have
received a denial from the UK government or any EU government because an export
would breach the EU Code on Arms Exports. We recommend that the Government
explain in future annual reports the reasons for granting licences for exports to
countries on the list. Finally, we conclude that the list may provide a means by which
the Government could improve transparency in the reporting of open licences by
providing detailed information on dual-use exports to countries of concern.
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Exports to Israel

156. We also raised the licensing of exports to Israel. The Minister confirmed that the
policy had not changed since 2002: no weapons, equipment or components which could be
deployed aggressively in the Occupied Territories would be licensed for export from the
UK to Israel; and the Government did not take into account assurances given by the Israeli
Government concerning the end-use of exports.”> The Minister explained that, on
equipment that could be:

deployed aggressively[, ...] we would have to make a judgment on that [and] I can
imagine, [...] almost any piece of equipment [...] could be used aggressively,
especially in occupied areas, there is no question about that, and we have to be very,
very sensitive and very careful in terms of any licences that we would issue to
applications for that kind of equipment.**?

The Minister admitted, frankly in our view, that these decisions were “not easy” and that “it
» 234

is probably the most difficult part of the world in which to make those decisions”.
157. We noted that in 2002 the Government refused 84 Standard Individual Export
Licences (SIELs) for Israel, the highest number of refusals for any destination, but this had
fallen to 13 in 2004.>* We put the point to the Minister that this appeared incongruous
given the number of deaths in the Occupied Territories had increased.** The Minister
responded:

there may not be a very direct cause and effect on that, it depends on all kinds of
circumstances—what the behaviour of the Israeli border police and army is, it could
depend on many things. It could depend on the aggressiveness or otherwise of
Hamas or of Islamic jihad, it could depend on anything, and I could imagine that
after a very large number of denials of applications, turning them down, rejecting
them, perhaps the Israelis have learnt from that.>’

158. Whilst we are grateful for the Minister’s candour in explaining his difficulties in taking
decisions on exports to Israel, we do not understand what the policy means. We cannot, for
example, see that there is a class of equipment or technology that fits the definition
“aggressively deployed” in the Occupied Territories. We recommend that the
Government explain the policy—that no weapons, equipment or components which
could be deployed aggressively in the Occupied Territories will be licensed for export
from the UK to Israel—in its reply to this Report. It would assist us if the Government
gave examples of the equipment to which, in the light of the policy, it has refused to
grant export licences.

232 Departments of Defence, Foreign and Commonwealth Affairs, International Development and Trade and Industry,
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159. The Minister explained that the Government:

look([s] very carefully at the way in which any equipment that has been exported is
used and it is an area and two countries that are under very, very intense observation.
We have very good teams in Tel Aviv and Jerusalem and we watch very, very
carefully what is going on.***

160. We recommend that the Government explain how the teams in Tel Aviv and
Jerusalem who are observing the use to which exported equipment is put carry out their
work and how their work differs from end-use monitoring.

The “toolbox”

161. Our predecessor Committees were told last year by the Government that work was
underway to ensure a consistent approach by EU member states to countries coming out of
embargo. This has become known as the “toolbox”, which would set in hand a series of
procedures that would involve both consultation and three-monthly mutual notification
about export procedures and exchange information on what each country has done over
the previous three months.*** Our predecessor Committees welcomed the “toolbox”
arrangement, which would apply to countries emerging from embargo, and we endorse
their view. We were disappointed to learn that the “toolbox™ has not yet been agreed.**’

162. The EU embargo on arms sales to Libya was lifted at the EU General Affairs and
External Relations Council on 11 October 2004. We note that in the first quarter after the
embargo was lifted the total value of Standard Individual Export Licences to Libya was
£39.5 million.**' This compares with, for example, £1 million to Algeria in the same
quarter. In subsequent quarters the figure for Libya fell back to below £2 million. Graham
Glover, Head of Arms Trade Unit, Counter-Proliferation Department at the Foreign and
Commonwealth Office, explained the monitoring arrangements that took place:

For Libya the toolbox obviously does not apply because it is not agreed, but there has
been discussion of Libya within COARM which [the UK] chaired during our
Presidency and which I attend now we have not got the Presidency. We share
information about the kinds of licence applications we are getting for a country like
Libya, and there is a tour de table when Member States say what they have received,
what they have approved and what they have not, so we have internal transparency
on that basis but it is not as systematic as is nailed down in the toolbox because it is
not agreed yet.**?

163. We recognise that in the absence of the agreed “toolbox” the Government did as
much as could reasonably be expected. In our view the lifting of the embargo on Libya
provided an opportunity to test the operation of the toolbox and for the member states of
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the EU to develop arrangements to share information. We appreciate that the Government
has to work with other states to achieve the consensus within the EU necessary to
implement the toolbox. We recommend that the Government continue to press for the
implementation of the toolbox.

164. As currently envisaged, we understand, the toolbox will only provide for the
exchange of information about items on the Military List. We recommend that, in
particular if the toolbox were to be applied to China, effective monitoring of post-
embargo licensing decisions across the EU cover dual-use items as well as those on the
Military List.

China: the EU embargo

165. An embargo on trade in arms with China has been in force since June 1989. Our
predecessor Committees had serious reservations about lifting the arms embargo and
recommended that the Government should oppose the lifting of the arms embargo on
China unless all EU member states gave an absolute assurance that it would not lead to a
qualitative or quantitative increase in their exports.”> Within the EU the embargo has not
been applied consistently; our predecessor Committees noted that individual member
states have interpreted the embargo in different ways.*** The UK is the only member state
to have published its interpretation of the embargo, which covers “lethal weapons such as
machine guns, large calibre weapons, bombs, torpedoes, rockets and missiles; specially
designed components of the above, and ammunition; military aircraft and helicopters,
vessels of war, armoured fighting vehicles and other such weapons platforms; and any
equipment which is likely to be used for internal repression.”** A groundswell for lifting
the embargo has been building. The Brussels European Council meeting in December 2004
marked a change in the collective European position on the embargo which decided to
work towards lifting the arms embargo. The then Foreign Secretary told our predecessor
Committees that he supported that decision and that the embargo was likely to be lifted
during the Luxembourg Presidency of the EU, which would be before the end of June
2005.>*¢ This did not happen and in their evidence to us the UK Working Group on Arms
gave the background to the change as they saw it:

In 2004 EU states also looked afresh at the EU arms embargo on China. [...] By early
2005 it seemed the embargo would probably be lifted, but under pressure from the
US and following an increase in security tensions between China and Taiwan, most
member states have decided that it is somewhat premature to lift the embargo. Not
all states agree.*"

166. The effect that the embargo is having on exports to China was called into question by
the evidence we received. The Minister told us that “the UK interpretation of the embargo
does not extend to components” and that “aircraft engines and radar therefore are not
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caught by our interpretation of the embargo”.**® The Minister was adamant that there had
been no change in the Government’s interpretation of the terms of the embargo.?* The
distinction in the treatment of components which the Government drew we found to be
inconsistent, however, with its approach to the export of components to other sensitive
destinations such as to Israel.** We consider that allowing the export of components will
enable the Chinese Government to build up an offensive capability. In addition, sales of
European military goods might also provide an insight into how the US military works for
Chinese planners because of NATO interoperability, which might assist China in the event
of a confrontation with Taiwan. We doubt the coherence of a policy which prevents China
purchasing a complete combat aircraft but allows her to purchase aero engines which can
be added to aircraft frames in China. In addition, we were dismayed to learn that a Chinese
military delegation visited the DSEi arms fair in London in 2005 with the support of the
UK Government.””' We consider that the political will to maintain the arms embargo
against China is weakening within the EU and that rather than lift the embargo it is
being allowed to wither on the vine. We are concerned that it has become an embargo
in a category of its own, increasingly at odds with the terms and scope of other more
recent embargoes. As a first step we recommend that the UK Government clarify the
status and scope of the embargo on China.

What is the purpose of the embargo?

167. We asked ourselves what is the purpose of the embargo on the sale of arms to China.
It was imposed in response to the Tiananmen Square Massacre of June 1989 in which
unarmed protesters were killed by the Chinese authorities. The Chinese Government has
barely acknowledged the massacre, let alone expressed any regret, and has given no
indication that its policy has changed. Until it does, we consider that there is a strong
ethical case for preserving the embargo. The Minister explained that the Government has
“a developing dialogue with China on export controls and we have taken a lead on the
China leg of the EU Export Control Outreach Pilot project” and that it was “working to
foster China’s emergence as a responsible global player and to encourage it to define its
interests more broadly in somewhere like Africa”.** But recent press reports indicate that
China is pursuing a “hard-nosed and value-free” policy in Africa, to acquire oil, resources
and markets in countries such as Zimbabwe, and that it will undermine difficult choices of
political and economic reform that governments have to make.”> The Minister indicated
that the Government was “looking [...] at trying to persuade China that, for example, its
activities to skewer resources in Africa should not be motivated by narrow, short-term
economic interests”.”* He made it clear to us that the Government wanted:
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to see China’s engagement in Africa support democratic and accountable
governance and we work very closely with China to achieve that end. It is no good us
backing off and trying to say that, well, they are going to do it anyway. If that is the
case there is no point in trying to maintain these diplomatic links with China. We do
not believe that it is a hopeless case. We think that China can be persuaded to adopt a
different attitude.>”

168. In its 2005 Human Rights Annual Report the Government summarised the situation
in China:

The UK continues to have serious concerns about basic human rights in China,
including extensive use of the death penalty; torture; shortcomings in judicial
practices and widespread administrative detention, particularly re-education through
labour; harassment of human rights defenders and activists (NGOs, political
activists, journalists and lawyers); harassment of religious practitioners and
adherents of Falun Gong; the situation in Tibet and Xinjiang; and severe restrictions
on basic freedoms of speech and association.

At the same time we recognise and encourage China’s efforts to develop rule of law
and its engagement thus far with international human rights institutions and foreign
governments on human rights issues.>*

Embargo on China: conclusions

169. We do not downplay the serious dilemma the Government faces in respect of
China: how far to engage and make concessions to a government seemingly impervious
to calls to respect human rights but which has the potential to undermine arms control
across the world. Nor does the Government’s 2005 Human Rights Annual Report show
a country clearly moving towards the rule of law underpinned by respect for human
rights. We share, however, the serious reservations of our predecessor Committees
about lifting the arms embargo on China. The embargo may be an imperfect tool and it
may be losing its bite but it has a symbolic value which has worth. It was imposed
because of the gross abuse of human rights carried out by the Chinese Government in
1989 and we conclude that without clear evidence that China is prepared to respect
human rights and behave with responsibility on arms exports the embargo must stay.
We recommend that the Government work within the EU to maintain the arms
embargo on the People's Republic of China. We further recommend that the
Government stay in close contact with its US counterparts on this issue and explain US
sensitivities to its EU partners, as part of its broader efforts to strengthen trans-Atlantic
ties and to ensure the embargo stays effective.

Extending the list of banned items of torture

170. Since 1997 there has been a ban on the export and transhipment from the UK of
certain equipment designed primarily for torture. The banned equipment includes
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portable devices designed or modified for riot control purposes or self-protection to
administer an electric shock, including electric-shock batons, electric-shock shields, stun
guns, and tasers, and specially designed components for such devices, leg-irons, gang-
chains, shackles—excluding normal handcuffs—and electric-shock belts designed for the
restraint of a human being.*®” Subsequently extra-territorial controls on trafficking and
brokering in torture equipment were enacted under the Export Control Act 2002.>**

171. Our predecessor Committees noted last year that the agreement of a Council
Regulation on prohibiting trade in equipment related to torture and capital punishment
was overdue and that a draft was being considered.”” We are pleased that, as the
Government explained, the EU has adopted EC Regulation No. 1236/2005 concerning
trade in certain goods that could be used for capital punishment, torture or other cruel,
inhuman or degrading treatment or punishment and that the Regulation will come into
force on 30 July 2006.*° It will ban trade in certain goods designed to restrain or execute
human beings and will introduce controls on the export of other items that could be used
for torture or cruel, inhuman or degrading treatment. Our predecessor Committees were
concerned lest the controls in the proposed EU Regulation on trade in torture equipment
be weaker than those currently applied by the UK.*! The Government assured us that “the
terms of the Regulation will allow the UK to maintain our current prohibition on the
export of leg-irons, gang chains, and other items, and represents a strengthening of
collective EU export control”.**

172. Mark Thomas, who was nominated by Amnesty International UK to give oral
evidence, proposed the inclusion of a number of additional items on the banned list, some
of which he showed to us:

thumb cuffs [...] you can see that [...] they have serrated edges on the inside and you
put someone's thumbs inside them. There have been substantial reports on them
being used by the Chinese in Tibet, and they are also applied behind the back, so you
can imagine that that would be an extremely painful, degrading and ill-treating
process. These are not included on the current list; wall cuffs are not included on the
current list; sting sticks, which are made in China—they are about two to three feet
long, they are a metal rod with barbs all around it. There is no earthly reason, other
than to do severe damage with them, for these things to exist. It is perfectly legal for
me [...] to go and broker these things.**

Amnesty International UK’s memorandum to the Committee contains photographs of
these items.***
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173. Having handled some of the items and examined photographs of the others we
conclude that thumb cuffs, wall cuffs and sting sticks can have no function other than
to be used as instruments of torture or to inflict cruel, inhuman or degrading treatment
or punishment. In our view the case for banning these items immediately is
overwhelming. Indeed, given these items can be purchased via the Internet the change
is overdue. We therefore recommend that thumb cuffs, wall cuffs and sting sticks be
added as soon as possible to the list of items which cannot be transferred or brokered
from the UK or trafficked by British citizens anywhere in the world.

174. The introduction of EU Regulation No. 1236/2005 prohibiting trade across the EU in
items that could be used for capital punishment, torture or other cruel, inhuman or
degrading treatment or punishment has the consequence of removing the UK
Government’s exclusive jurisdiction to add to the list it promulgated in 1997. Graham
Glover from the Foreign and Commonwealth Office advised:

Looking ahead to the regulation, thumb cuffs will be on the [EU] regulation when it
comes into force on 30 July [...] and those will be covered by the EU Torture
Regulation. On wall cuffs, we think we do already control wall cuffs as we do other
larger handcuffs; we would say that wall cuffs of a particular dimension are actually
already covered by our legislation. They would be controlled not banned, but they
would be controlled.**

175. On the sting sticks, however, the Minister explained that “the exports of sting sticks
are not on the list of items to be controlled under the EU Torture Regulation; coverage of
the list is a matter for negotiation at EU level, and we will work at that level, certainly, to
introduce additional equipment for control such as sting sticks”.®® In a supplementary
memorandum the Minister explained:

with the introduction of the EC Torture Regulation, the EC has competence with
regard to controls on exports in this area. Article 12 of the Regulation provides that
the Commission shall be empowered to amend Annex II and III in accordance with
the Committee procedure set out in Article 15. We will work with other EU member
states to introduce additional equipment for control under the Regulation where
appropriate and necessary.”®’

176. We conclude that the introduction of EU Regulation No. 1236/2005 prohibiting
trade across the EU in items of torture is a significant and welcome development. We
are, however, disappointed that the commendable lead which the Government has
taken in banning the trade in items of torture since 1997 will, with the commencement
of the Regulation, be frozen and the only scope for adding to the list is via the EU. We
recommend that the Government explain why it did not obtain a derogation which will
allow it to add to the UK’s banned list and that the Government press the EU to add
sting sticks to the controlled list as soon as possible.
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Torture equipment: end-use control

177. Since almost anything could be used as an instrument of torture EGAD have argued
that trying to come up with a definitive list of torture equipment is a “deeply misguided”
approach. In their memorandum they said:

We would like to put on record EGAD’s support for NGO proposals for something
more effective than is currently being planned to be introduced to control the export
of and trade in torture equipment. We believe that the only effective way in which
this can be done is through the creation of a torture equipment end-use control. As it
is possible to use anything for torture (eg recent reports of the use of electric drills in
Iraq for this purpose) you, therefore, need a control mechanism in place which is
able to catch anything, rather than going down the EU’s deeply misguided and
doomed approach of trying to come up with a definitive list of torture equipment
items. This is the only logical way in which this can be done, and is based on existing
practice with regard to the WMD and military end-use controls. It could be easily
achieved by the British Government through the simple expedient of including
‘torture’ within the ‘any relevant use’ definition of the existing controls. Whilst we
realise that there will be the same inherent problems with such a control as there are
with the implementation and enforcement of the existing end-use controls, such an
initiative would clearly state that the British Government is taking this seriously and
determined to do something effective about it and to give itself the necessary
legislative powers to be able to do s0.*%*

178. We consider that EGAD make a good point, although we do not accept that a banned
list is misguided or that a catch-all provision should replace a list of banned items. As we
have said, some items can only have one use and where that use is as an instrument of
torture or to inflict cruel, inhuman or degrading treatment or punishment we consider that
the most effective way of restricting these items is through a banned list. But control of
items capable of both use as instruments of torture, etc. as well as benign purposes should,
in our view, also be controlled. We recommend that the Government bring forward a
proposal for a torture equipment end-use control to apply to items capable of “dual
use” as instruments of torture or to inflict cruel, inhuman or degrading treatment or
punishment as well as for benign purposes and seek an amendment to the EU
Regulation No. 1236/2005 to give effect to the proposal.
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7 International issues

Presidencies of the EU and G8

179. Our predecessor Committees in looking forward to the period when the UK held the
Presidencies of the G8 and the EU considered that there would be considerable
opportunities in high level world policy.*® We therefore asked the Government what
progress on arms control had been made during the UK’s Presidencies and suggested a
number of areas on which the Government could report.””® The Government replied in its
memorandum of 19 December 2005*! and its responses are set at the bullet points below
with our observations.

e In line with its over-arching Presidency objectives, the Government said that its focus
was on running an efficient Presidency which helped to increase the effectiveness of EU
efforts to counter WMD proliferation. The Government noted that the EU had played a
prominent and constructive role in the UNGA [United Nations General Assembly] First
Committee, the NSG [Nuclear Suppliers Group] Consultative Group and the MTCR
[Missile Technology Control Regime] Plenary meeting among others. The Government
initiated and led an internal debate to prepare EU ideas to strengthen the Biological and
Toxin Weapons Convention (BTWC) at its Review Conference in 2006.

e The UK used its Presidency to secure the support of EU members for proposals on
action that MTCR members can take to counter regional proliferation; and on a strategy to
secure the admission into the MTCR of the new EU Member States, including the
candidate and acceding countries. The Government also used its chairmanship of the
Technical Experts’ Meeting and its role as co-chair of the Information Exchange Meeting
to drive forward the MTCR’s agenda in line with the EU WMD Action Plan.

We note the assessment in the SIPRI Yearbook 2006 “Armaments, Disarmament and
International Security”®? that in August 2005 the United States issued a report*” on
compliance with arms control, non-proliferation and disarmament agreements which
included a separate section on compliance with missile-related undertakings and that it
included two specific findings related to non-compliance with missile proliferation
commitments by states.

While China does not participate in the MTCR—its application to join having been
blocked by the USA—in November 2000 the Chinese Government gave the USA a
specific undertaking on missile proliferation which included a commitment not to
assist ‘in any way, any country in the development of ballistic missiles that can be
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used to deliver nuclear weapons’. The Non-compliance Report found that ‘items
transferred by Chinese entities contributed to Category I missile programs contrary
to the Chinese Government’s November 2000 missile non-proliferation
commitments’. The report drew attention to transfers by China of controlled
materials and technology to Iran, North Korea and Pakistan.

Russia has been a participant in the MTCR since 1995. The Non-compliance Report
found that ‘Russian entities have engaged in transfers that, although not directly
precluded by Russia’s commitments under the MTCR Guidelines, raise serious
missile proliferation concerns and call into question Russia’s ability to implement
controls on missile-related technologies. To date, Russia’s efforts to prevent further
transfers have been inadequate’. The report drew particular attention to the supply of
missile-applicable technologies to China, India and Iran by Russian entities.

SIPRI’s assessment raises concerns and appears to show evidence that the MTCR’s goal of
preventing proliferation of unmanned delivery systems for NBC weapons is failing. We
invite the Government to respond to the findings in the US Government report that
China and Russia have breached undertakings and guidelines on missile proliferation
and recommend that the Government explain what action it took during its
Presidencies and subsequently to remedy these breaches.

e As the EU Presidency, the UK spoke strongly in favour for the entry of the new EU
Member States, the acceding and candidate countries, to the MTCR. As they have all
adopted the same export controls as the EU member states which are already members of
the MTCR, these countries would clearly improve its effectiveness. Unfortunately, despite
its efforts the Government was not able to secure their entry at the MTCR Plenary in
September.

We welcome the Government’s efforts. We consider it important that all EU member
states are admitted to all regimes, to ensure comprehensive and smooth exchange of
information on denials of licences and the implementation of the dual-use regulation.

e The revised text of the EU Code on Arms Exports has been agreed at technical level. It
has also been agreed in principle that the revised text should be adopted as a Common
Position under Article 18 of the Treaty of European Union.

As we have commented at paragraph 141, this is an achievement and we hope that a
consensus can be achieved so that the Common Position can come into operation soon.

e Best Practice guidance for the interpretation of Criterion 8 was agreed at the first UK
Presidency COARM** meeting, then adopted by the Council. This has been published in
the User’s Guide.

We consider that the User’s Guide is an important tool for developing the EU Code on
Arms Exports and harmonising the interpretation and implementation of both criteria and

274 The Council of Ministers’ working group on conventional arms.
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operative provisions. We understand that it is updated regularly and that the latest edition
was published in April 2006.*

e COARM under UK Chairmanship established a drafting group to take forward work
in parallel on formulating Best Practice guidance for both Criterion 2 and Criterion 7. Civil
society was invited to submit views and suggestions as part of the consultation process.

We understand the best practice guidance has not been published yet.

e The Government has been actively pursuing the initiative for an International Arms
Trade Treaty during the UK’s Presidencies of the G8 and of the EU.

We consider the treaty later in this chapter.

e The EU adopted EC Regulation No. 1236/2005 concerning trade in certain goods that
could be used for capital punishment, torture or other cruel, inhuman or degrading
treatment or punishment.

As we have commented at paragraph 176, this is an achievement, although we are
disappointed by the constraints on the UK to add items to the banned list.

e The EU provided further financial support to strengthen the IAEA [International
Atomic Energy Agency] and the OPCW [Organisation for the Prohibition of Chemical
Weapons], and hoped to secure similar support by the end of the UK Presidency to assist
the effective implementation of the BTWC. The Government drew up plans with the
Council Secretariat and Commission for work with a wide range of third countries to
enhance export control measures. It also worked with the Council Secretariat, Commission
and Member States to revise the list of priorities for implementation of the EU WMD
Strategy ahead of the European Council in December.

180. We conclude that the Government has used its Presidencies of the G8 and EU to
achieve solid progress in a number of areas. We are disappointed that there were no
significant breakthroughs but this was not the Government’s fault; we recognise that
progress at the international level in export controls takes time.

The prospects for an International Arms Trade Treaty

181. The campaign for an International Arms Trade Treaty was launched by Amnesty
International and Oxfam in October 2003. In their final Report our predecessor
Committees urged the UK Government to use its influence as President of the G8 in 2005
to lobby other countries, particularly fellow G8 members, to support the proposed
International Arms Trade Treaty.”” In its written evidence in December 2005 the
Government stated:

[It] has been actively pursuing the initiative for an international Arms Trade Treaty
during the UK’s Presidencies of the G8 and of the EU. At Gleneagles in July [2005],
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Leaders of the G8 agreed that the ‘development of international standards in arms
transfers [..] would be an important step toward tackling the undesirable
proliferation of conventional arms’. On 3 October European Union Foreign
Ministers added the EU’s voice to the growing support for an international treaty to
establish common standards for the global trade in conventional arms, and called for
the start of a formal negotiation process at the United Nations at the earliest
opportunity. [...O]n 27 November, Commonwealth Heads of Government meeting
in Malta added their support to calls for work on such a treaty to commence in the
UN. We are now working to generate further support for such a process among
international partners in order to build momentum towards our objective of
beginning initial discussions in the UN later in 2006.%”

182. The UK Working Group on Arms were enthusiastic in their assessment of the
Government’s work. They described the former Foreign Secretary, Mr Jack Straw MP, as
showing “admirable leadership in the area of international arms transfer control” and “in
the last year he has been actively supporting the drive for an international ATT”.*® We
endorse the Working Group’s assessment of the former Foreign Secretary and wish to
put on record our appreciation of the part Mr Straw played in promoting the
International Arms Trade Treaty.

183. The UK Working Group noted that “considerable momentum has built up for
international arms transfer controls™” and that “from where we were last year we have
[...] made considerable progress”.”* EGAD supported the principle behind an Arms Trade
Treaty which they said “should establish a much greater degree of transparency within
those signatory nations of the criteria we should use to assess licence applications”.*' Since
the beginning of the year the Government has been able to show further progress. We note
that the Government has been engaging with other countries which have included
ministerial contacts, specific events, direct, expert-level talks and using its network of
overseas posts. It has a dedicated cross-Whitehall team which visited Beijing on 14 March
and Moscow on 20 February to discuss the initiative with their Chinese and Russian
counterparts. The Minister of State at the Foreign and Commonwealth Office, Dr Kim
Howells MP, made a speech on 23 March while on a visit to the United Nations in Geneva
putting the case for a treaty. The Government’s stated aim is to build the consensus needed
for the start of a formal process at the UN later this year.®> The UK Working Group
sounded a warning against complacency when it pointed out that “we have an awful lot of
work to do” to get from the 43 governments that currently support the treaty up to nearer
100 governments®®’ and that “there is a lot of lazy support in amongst” the 43.** We are
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also uneasy that the USA has doubts about how far the proposal for a treaty will reach.?®®
We conclude that the Government has been successful in promoting and helping to
build up momentum for an International Arms Trade Treaty and we give it credit for
that. We recommend that the Government build on the impetus that has been achieved
and give top priority to achieving a treaty under the auspicious of the UN as a matter of

urgency.

184. As an indication of the improvement in the prospects for the treaty we received
evidence on the provisions which the treaty should contain. The UK Working Group on
Arms put forward the view that the treaty “should be based on existing principles of
international humanitarian and human rights law” and explained:

There is quite a body of law out there that says thou shalt not transfer arms under
certain very clear circumstances, so for example international arms embargoes,
resolutions by the UN Security Council, treaties which countries might have signed
up to, for example the 1980 Convention on certain conventional weapons and the
Landmine Treaty. There is also an aiding and abetting-type principle in that you
should not authorise arms transfers where it is likely that the use will be for serious
crimes against humanity, genocide, et cetera. Then there is a whole category of
norms that have been established on non-proliferation, things that we can see, for
example, in things like the EU Code of Conduct, the Nairobi Protocol in Central
Africa, and these are factors that should be taken into account, they are things like
sustainable development, regional security, those types of issues. The importance
here is that there is a positive duty on the State not to authorise transfers where there
is a risk that those transfers could be used in such ways.**

185. The Government was able to flesh out its proposals. The Minister indicated that it was
the Government’s intention that the treaty would regulate the transfer of dual-use items as
well as well as those on the Military List.” He indicated that the treaty would not be
restricted to small arms and light weapons:

I have been a little worried and I know the Secretary of State has, that in the SALW
[small arms and light weapons] negotiations there has been a limit, if you like, on the
size of arms and the kinds of arms which really should not be there. We have to look
right across the whole portfolio of arms that are used because there are some pieces
of equipment that seem to be outside of that study at the moment and we think they
ought to be in there, so we are very much in favour of a much more general approach
to this.?

We note that in his speech on 23 March 2006 to the United Nations in Geneva the Minister
stated that:
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a treaty should include an effective mechanism for enforcement and monitoring
decisions on transfers will be taken under the core principles laid down in the treaty,
but taken by national authorities.

He also indicated in his speech that the UK was ready to help countries, where export
control systems were at an early stage of development, to develop their capacity to deal in
practical terms with the provisions of a new treaty.”* We address the question of outreach
at paragraphs 70 to 74.

186. To produce an International Arms Trade Treaty which will ensure a responsible trade
in arms the Government needs, in our view, to promote a comprehensive treaty that sets
high standards for the authorisation of the trade in, and transfer of, arms across the world.
We conclude that the International Arms Trade Treaty must:

a) be founded on the existing principles of international humanitarian and human
rights law, if it is to achieve the objective of setting clear standards for the transfer of
arms;

b) cover the trade in all conventional arms, including dual-use goods and technologies;
and

¢) include an effective and transparent mechanism for monitoring and enforcement,
if decisions to authorise the transfer of arms are to be taken by national governments.

We conclude that the value of a treaty which does not meet these requirements is open
to serious question. Indeed, a treaty based on the lowest common denominator that not
only fails to meet some of these requirements but also weakens the export control
system in the UK or EU will be of questionable value.

187. While fully endorsing the Government’s support for an International Arms Trade
Treaty, such a treaty is by no means a certainty. Nor can the Government rely on the treaty,
no matter how comprehensive, to be the panacea for all illegal or irresponsible trading in
arms. While the Government has to give top priority to the treaty, we consider that it
cannot afford to take its eye of the ball in other areas. Two such areas are the regulation and
control of the brokering and trafficking in arms and exports by the subsidiaries of British
companies based overseas, both of which we discuss below.

The extension of extra-territoriality

188. Under the Export Control Act 2002 and the accompanying secondary legislation,
actions by UK persons abroad are only regulated where they relate to trade in missiles with
a range of more than 300 kilometres and torture equipment, or trade to an embargoed
destination. For other trafficking and brokering to fall under the scope of the Act, part of
the transaction has to take place in the United Kingdom.
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189. Our predecessor Committees have recommended increasing extra-territorial controls
on a number of occasions. In its penultimate and again in its final Report in the last
Parliament the Committees recommended that:

the Government should reconsider which types of trafficking and brokering activity
it subjects to extra-territorial control to identify more accurately those which are of
most pressing and genuine concern—in particular those weapons most likely to be
used by terrorists or in civil wars. We recommend that trade in such weapons,
including MANPADS, rocket-propelled grenades and automatic light weapons,
should be subject to extra-territorial control where they are intended for end-use by
anyone other than a national government or its agent, and where the country from
which the trade is being conducted or from which the export will take place does not
itself have adequate trade or export controls consistent with the British
Government’s policy on arms exports.**

In their report last year the Committees also recommended that the Government should
conduct a review of extra-territorial controls along the lines suggested in their previous
report once the Export Control Act 2002 has been fully in force for a year and publish the
outcome of the review.”!

190. In July 2005 the Government again gave a flat refusal to the Committees’
recommendations:

As the Government stated in its response to the Committee last year [i.e. the Report
published in 2004] the Export Control Act has been a very significant step in helping
to stop the United Kingdom being used as a base for undesirable arms transfers. The
Act has introduced comprehensive and effective controls on the brokering of all
equipment on the UK’s Military List, which includes MANPADS, rocket propelled
grenades and automatic weapons, where any part of the activity takes place in the
UK.

The UK fully meets the commitments on MANPADS agreed in the G8 and the
Wassenaar Arrangement in the context of their potential use in terrorist attacks
(Hansard 29WS 18 May 2003). By adhering to these commitments, the Government
will only licence the export of MANPADS to foreign governments, or agents
specifically authorised to act on behalf of a government.

In addition, as our response last year stated, Section 57 of the Terrorism Act 2000
makes it an offence for a person to possess an article for a purpose connected with
the commission, preparation or instigation of an act of terrorism. Furthermore, there
are UN sanctions in place to prevent brokering to Al-Qaida members and their
associates. These measures apply to the activities of UK nationals abroad as well as
any person in the UK. *?
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191. We do not accept the Government’s response. We recommend that the Government
produce the evidence to back up its claim that the Export Control Act 2002 is stopping
the United Kingdom being used as a base for undesirable arms transfers. We
recommend that the review of the legislation in 2007 examine, and report upon, the
strength of this claim.

192. Since 2005 we have, however, detected movement in the Government’s position. First,
in the Government’s memorandum in December 2005** and then in the debate on our
predecessor Committees’ Report in Westminster Hall on 16 March 2006 the then Minister
for Trade, Ian Pearson MP, indicated that the Government shared some of the concerns
raised during the debate “about conflicts of jurisdiction relating to extra-territorial
controls”. He undertook that “the scope for such controls, including the goods covered,
will be reviewed as part of the three-year review” and gave an assurance that “we will look
again into that issue”.*** During the debate the case where a company deliberately set out to
flout the laws restricting arms exports by creating a subsidiary in another country for the
express purpose of getting round the controls was also raised. The Minister expressed a
“great deal of sympathy” for the concerns of Members and acknowledged that in this case
“the issue of extra-territoriality needs to be addressed”.*> When the Minister of State at the
Foreign and Commonwealth Office, Dr Kim Howells, gave us evidence on 25 April 2006
he was not, however, able to take the matter further:

We will certainly consider any evidence in this respect as part of the three-year
review that is coming up. I would certainly like to look at [MANPADs, rocket-
propelled grenades and light automatic weapons] because I would maintain that our
primary tool in this respect is to look at end-use and to look at the whole panoply of
intelligence and evidence that we have about the use of weapons. I am a little wary,
and always have been, about trying to have a list of weapons which exclude others,
but I will certainly look at it.>*

193. In its evidence the UK Working Group on Arms highlighted the shortcomings of the
existing controls for brokering and trafficking especially with small arms and Oliver
Sprague said:

because of the way the arms trade works, these controls are needed and necessary
and I still do not know why the Government has chosen not to do it for all cases. I
know that there are issues around embargoes and that there are currently
extraterritorial controls that apply to embargoes, but there is a only a handful of
countries where that applies, there is an awful lot of other destinations where the
supply of small arms and light weapons could do a great deal of damage but where
there is no extraterritorial control. At least in that area, therefore, there does need to
be an extraterritorial dimension to our controls. We are in discussion with our
colleagues in industry [...] and we hope there may well be some movement there,
but we are not at a stage yet to see whether we have reached common agreement. We
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are intending to do so for the 2007 review of the current UK legislation that the DTI
is going to start some time in 2007, and we are going to be pressing again very hard
for extraterritorial controls in this area.”’

Roy Isbister from the UK Working Group added:

if we can at least get small weapons and light weapons, that is a better situation than

we have now, but we would still advocate that this should be applied across the
board.*®

194. EGAD also brought another perspective to the question of extending the UK’s
controls on extra-territoriality:

we are very sympathetic towards the arguments that [short-range missiles] should be
covered but our view is that there should be three categories. Rather than ‘controlled’
and ‘restricted’, there should be a third category where the controls are the same
controls on the same activities as for controlled goods but that they have an extra-
territorial dimension. [...] We would be very supportive of the inclusion of small
arms and light weapons in another category of control which would be extra-
territorial in dimension and would catch UK citizens overseas.*”

The UK Working Group argued that extension of the controls on extra-territoriality would
meet the Government’s own criteria for extra-territoriality and Mr Isbister reminded us
that during consideration of the Export Control Bill:

The Home Office had a set of rules or standards that it applied, hoops that you had
to jump through, six of them, to qualify for extraterritorial control. We in the UK
Working Group, working with lawyers, came to the conclusion that on five of these
six counts the extraterritorial controls on arms brokering fit and I think it was, in
theory, that you only needed to hit one or two of them to reach that level. That
argument was never countered.’®

Conclusions on extra-territoriality

195. We are pleased that a possible extension to the controls on extra-territoriality is under
active consideration and we accept that changes ahead of the Government’s review of
export control legislation in 2007 are now unrealisticc. We recommend that the
Government set out the terms under which the review of the extra-territorial controls
on brokering and trafficking will be carried out in 2007. More specifically, we
recommend that the Government detail:

a) the criteria it will apply to consideration of the case for extending the extra-
territorial controls on brokering and trafficking in controlled goods;
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b) the weapons that will be included in the review, in particular, confirm that it will
examine the inclusion of MANPADs, rocket-propelled grenades and light automatic
weapons as well as small arms; and

c) whether the review will consider the need for registration of brokers.

We conclude that no logical case can be made for including some controlled goods
within the Government’s extra-territorial control on brokering and trafficking whilst
excluding others. We therefore further recommend that all controlled goods should be
included.

196. We also note that UN Security Council Resolution 1540 contains a requirement that
UN member states:

take and enforce effective measures to establish domestic controls to prevent the
proliferation of nuclear, chemical, or biological weapons and their means of delivery,

including by establishing appropriate controls over related materials and to this end
shall: [...]

(c) Develop and maintain appropriate effective border controls and law enforcement
efforts to detect, deter, prevent and combat, including through international
cooperation when necessary, the illicit trafficking and brokering in such items in
accordance with their national legal authorities and legislation and consistent with
international law.*"'

We also recommend that the Government detail how it intends to implement the
requirements on brokering and trafficking in UN Security Council Resolution 1540.

Licensed production overseas and overseas subsidiaries of UK
companies

197. The UK Working Group on Arms in its written evidence noted that:

There is an increasing trend for UK companies to be involved in arms production in
other countries. This involvement can take several forms, for example: co-
production and joint venture deals in which final assembly takes place elsewhere; the
licensed production of arms by companies in overseas countries; or via subsidiary
companies, based overseas, but owned by UK parent companies.

These arrangements tend to be both under-regulated and poorly reported by
governments. In the case of overseas-based, UK-owned subsidiaries, it appears that
UK controls do not apply at all—even to embargoed destinations. This is despite the
fact that they may be owned, or controlled, by a UK-based parent company.**

The UK Working Group argued that improving the regulation of UK companies’ efforts to
move production offshore was one way of dealing with the challenges of increased
globalisation of defence production overseas and proposed that UK companies proposing
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to license the production of weapons overseas should first have to apply to the UK
Government for a licence and:

e Licensed production agreements should contain specific re-export clauses to prevent
the export of goods produced under licence to countries of concern. If the production
company then wished to export to a destination not specified in the original licensed
production deal, it would have to seek prior approval from the UK government.

e Licensed production agreements should contain specific clauses relating to the
duration of the agreement and what happens when the agreement reaches the end of the
agreed time period.

e The Government should re-examine the export licensing requirements for civilian
components that are to be incorporated into military goods (irrespective of final
destination).

e Opverseas subsidiary companies in which a majority shareholding is held by a UK
parent or where UK beneficial ownership can be established should be subject to UK
export controls. Secondary legislation for embargoed destinations must be modified to
apply to all exports from overseas subsidiary companies.*”

198. EGAD did not accept the UK Working Group’s analysis and told us that “that the
present licensing control regime discourages licensed production oversees” and explained
that “it is the financial aspects which drive production overseas” and that “the licensing
regime makes the transfer of technology to do that more difficult and imposes controls on
it”** EGAD pointed out that “one of the things that the Export Control Organisation
examines when asked to give a licence for overseas production is what the likely end-use is
going to be of whatever it is that is produced overseas”.**®

199. We agree with the UK Working Group on Arms’ assessment that “the defence
industry, not just in the UK, is becoming more global”.?* There is a clear opportunity for
the UK’s defence industries to expand their exports and to create jobs here in the UK. If, as
EGAD indicate, one of the consequences of an effective export control system is to keep
work in the UK we regard that as an unintended benefit. The primary purpose of the
controls on strategic exports is to stop what the Minister of State at the Foreign and
Commonwealth Office in his speech on 23 March 2006 described as the “irresponsible”
transfer of arms.*” Whilst we accept that the Export Control Organisation may exercise
adequate control over the initial export of technology, design and even machinery from the
UK to a subsidiary overseas, once an overseas facility is established we cannot see that it has
much control over exports from that facility to countries which, although not under UN
embargo, would not meet the criteria in the EU Code on Arms Exports. The International
Arms Trade Treaty may in time provide a framework to curb such transfers but

303 Ev 88
304 Q15
305 Q16
306 Q 55 (Mr Sprague)

307http://www.fco.gov.uk/servlet/Front?pagename=OpenMarket/Xcelerate/ShowPage&c=Page&cid=1007029391647 &a=K
Article&aid=1142705227449



‘Quadripartite Committee’: Strategic Export Controls—Annual Report for 2004, etc 97

globalisation will not wait. We recommend that the Government bring forward
proposals for consideration during the 2007 review of the legislation controls to
regulate:

a) British companies proposing to license the production of weapons overseas; and

b) exports from overseas subsidiary companies in which a majority shareholding is
held by a UK parent or where UK beneficial ownership can be established.

The ITAR waiver

200. Our predecessor Committees commented upon, and supported, the “ITAR waiver” in
their reports. Terms for the waiver were agreed with the US Administration in May 2003
under which the UK would have a waiver from the US International Traffic in Arms
Regulations (ITAR). Our predecessor Committees noted in their 2004 Report that:

such a waiver would permit the transfer without a US export licence of most
unclassified defence items, technology, and services to the British Government and
qualified companies in the United Kingdom. In the Government’s view a waiver
‘would make a significant contribution to transatlantic defence industry cooperation
and promote Alliance interoperability. At the same time it would ensure that
comparable export controls were maintained on US and UK defence items’.*

In the face of continued refusal of the US Congress to enact the ITAR waiver the
Committees in their final Report of the last Parliament were of the view that “the only way
forward we see is continued diplomacy, but there is no promise of success”.’*

201. Our predecessors’ pessimism has proved, unfortunately, to be prescient. The US
Congress has not enacted the waiver and we see little prospect that it will.

202. Faced with the obduracy of the US Congress we accept that the most sensible course is
to explore alternative courses. Those who gave us evidence cast doubt on the value of the
waiver and were examining alternative arrangements. EGAD told us when they appeared
before the Quadripartite Committee on 31 January 2006:

whilst we fully [recognise] the political symbolism [...] of the ITAR waiver, the
reality is that the waiver was so limited in scope that it would actually have been of
minimal benefit, particularly in the context of a high-technology programme like the
Joint Strike Fighter. [...]

as to what possible alternatives there may be to the ITAR waiver [...] EGAD is
working on that at the moment. There was a meeting this morning to kick off that
piece of work so it is in its very early stages.’'

David Hayes from EGAD did not consider “that the lack of an ITAR waiver in the form in
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203. The evidence we received from EGAD begs the question: was the attempt to secure
the ITAR waiver worth the effort invested by the Government and, we assume with
Government encouragement, by UK industry’’* and parliamentarians?*"® From the
evidence we heard the answer appears to be that the value of the waiver was of limited
benefit for the JSF. If it has value, it may have been for smaller businesses for whom exports
of unclassified defence items, technology, and services might have been of use and as a
symbol of the close alliance between the US and the UK since the start of the Second Gulf
War when in a phrase of the former Foreign Secretary “we have been [an ally] for the
United States through thick and thin.””'* We conclude that there are grounds for deep

concern about the protectionist tendencies of elements within the US Congress.

204. Where does the UK go from here? As noted, EGAD told us that alternatives are being
examined and, in relation to the Joint Strike Aircraft programme, said, “we are having to
deal with issues but we are dealing with the issues, and we are working within the existing
licensing systems to make the programme work”’"” EGAD also considered “it is very
important that we take a co-ordinated approach and that the Government, Parliament and
the industry speaks with one voice and seeks the same thing”.>'® With the loss of the ITAR
waiver, we conclude that the Government’s priorities should now be to put in place
arrangements which will allow the transfer of goods and technologies from the US to
ensure that not only the Joint Strike Aircraft programme is not impeded but also to
assist those companies that would have benefited from the transfer of unclassified
defence items, technology and services. We request that the Government explain its
policy and approach to securing the expeditious transfer of goods and technologies
from the US to the UK.

311 Q21

312 Q19

313 Qq 19-20

314 HC (2004-05) 145, Q 124
315 Q24

316 Q 20 (Mr Marshall)
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8 Conclusion

205. We, like our predecessor Committees, welcome the improvement to the UK’s
export control as a result of the legislation passed in 2002 and the secondary legislation
made under the Export Control Act 2002. We conclude that the review scheduled for
2007 provides a timely opportunity to take stock, to test our assumptions about the
improvements that have been achieved and to address areas where changes may be
required. We look forward to a full and comprehensive review.

206. The next year will be critical for the International Arms Trade Treaty. We
conclude that the Government has shown skill in promoting the treaty and can take
credit for helping to build the momentum that has been achieved. The treaty offers an
important opportunity to prevent what the Government has described as the
irresponsible sales of conventional arms, which have resulted in the deaths for
thousands across the world. We hope that by our next report we shall be able to report
further significant progress.
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Annex 1: Correspondence between the
Quadripartite Committee and the

Subject Committees’ Government: Government: | Note

letter First Reply Final reply
Questions on Annual 14 Nov 2005 19 Dec 2005 — Full reply on 19
Report for 2004 Dec 2005
Questions on first and 8 December 8 February 2006 | — Full reply on 8
Second Quarterly reports | 2005 February 2006

for 2005

Questions on the third
Quarterly Report for 2005

17 March 2006

26 April 2006

15 June 2006

Questions on the fourth
Quarterly Report for 2005

17 May 2006

29 June 2006
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Annex 2: Standard Individual Export
Licences (SIELs) to Israel issued and refused
since 2002

SIELs Refused Issued Percentage refused
2002 84 161 34%
2003 25 138 15%

2004 13 89 13%
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Annex 3: The Swedish export control
association

The Swedish Export Control Association was formed in 1994 by seven Swedish companies (four of them
exporters of dual-use products and three of them of munitions items). Today, the Association has about 75
members representing 50 companies, half of which export dual-use goods and half munitions. The current
Board includes representatives from Ericsson (the current chair), ABB, SAAB Bofors Dynamics, and Volvo
Aero Corporation, as well as from the Stockholm Chamber of Commerce and the Confederation of Swedish
Enterprises.

The Association aims to keep its members updated about relevant changes in national, EU and US export
control regulations for dual-use and munitions items. To this purpose, it publishes a quarterly newsletter
(EXSTRA) and organizes meetings and training seminars. It also serves as a forum for cooperation with
government, specifically the licensing authority (Inspectorate for Strategic Products, ISP).

An annual two-day seminar (the Swedish ‘UpDate’ on Export Control of Dual-Use and Munitions Goods)
has been held every May since 1998. The first day usually focuses on product classification and basic export
control questions. The second day is dedicated to more in-depth questions and the specifics of internal
compliance programmes, for which the audience is divided up into groups dealing with dual-use and
munitions, respectively. The speakers include representatives from ISP, Swedish Customs, other relevant
government agencies, and industry. Speakers from the US Departments of State and of Commerce addressed
a one-day seminar on US regulations held in the autumn of 2005.

This year for the first time, the Association is offering a series of one and two-day training courses for internal
compliance officers. The curriculum was prepared in cooperation with ISP. The Swedish Export Control
Society will issue a certificate for those who have passed a test following the training. The Swedish Export
Control Association is a non-profit organization with an annual membership fee. The Stockholm Chamber of
Commerce is responsible for administrative matters, such as keeping the list of members up to date, sending
out invitations to meetings, courses and seminars, maintaining the website, and book keeping. It also provides
the premises. The website URL <http://www.chamber.se/exportcontrol/> (in Swedish only) provides the latest
newsletter, the list of members, statutes, board members, minutes of the meetings, upcoming activities, and
information about application for membership.
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Formal minutes

Wednesday 19 July 2006

The Defence, Foreign Affairs, International Development and Trade and Industry
Committees met concurrently, pursuant to Standing Order No. 137A.

Members present:

Defence Committee Foreign Affairs International Trade and Industry

Committee Development Committee
Committee

Mr James Arbuthnot ~ Mike Gapes John Barrett Roger Berry

Mr David S Borrow ~ Mr Fabian Hamilton = Malcolm Bruce Mr Lindsay Hoyle

Mr David Crausby Mr Paul Keetch Richard Burden Peter Luff

Robert Key Sir John Stanley Mr Quentin Davies Judy Mallaber

Willie Rennie

Mr Roger Berry was called to the Chair, pursuant to Standing Order No. 137A (1)(d).
The Committees deliberated, pursuant to Standing Order No. 137A (1)(b).

Draft Report (Strategic Export Controls: Annual Report for 2004, Quarterly Reports for
2005, Licensing Policy and Parliamentary Scrutiny), proposed by the Chairman, brought
up and read.

Ordered, That the Chairman’s draft Report be considered concurrently, pursuant to
Standing Order No. 137A (1)(c).

Ordered, That the Chairman’s draft Report be read a second time, paragraph by paragraph.
Paragraphs 1 to 206 read and agreed to.

The following Annexes to the Report read and agreed:

1. Correspondence between the Quadripartite Committee and the Government

2. Standard Individual Export Licences to Israel issued and refused since 2002

3. The Swedish export control association.
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DEFENCE COMMITTEE

The Foreign Affairs, International Development and Trade and Industry Committees
withdrew.

Mr James Arbuthnot, in the Chair

Mr David S Borrow Robert Key
Mr David Crausby Willie Rennie

Resolved, That the draft Report (Strategic Export Controls: Annual Report for 2004,
Quarterly Reports for 2005, Licensing Policy and Parliamentary Scrutiny), prepared by the
Defence, Foreign Affairs, International Development and Trade and Industry Committees,
be the Twelfth Report of the Committee to the House.

Several papers were ordered to be appended to the Minutes of Evidence.

Ordered, That the Appendices to the Minutes of Evidence taken before the Committee be
reported to the House.

Several papers were ordered to be reported to the House.
Ordered, That the provisions of Standing Order No. 137A(2) be applied to the Report.

Ordered, That embargoed copies of the Report be made available, in accordance with the
provisions of Standing Order No.134.

Ordered, That Roger Berry make the Joint Report to the House.

[Adjourned till Wednesday 19 July at 11.30am

FOREIGN AFFAIRS COMMITTEE

The Defence, International Development and Trade and Industry Committees withdrew.
Mike Gapes, in the Chair

Mr Fabian Hamilton Sir John Stanley
Mr Paul Keetch

Resolved, That the draft Report (Strategic Export Controls: Annual Report for 2004,
Quarterly Reports for 2005, Licensing Policy and Parliamentary Scrutiny), prepared by the
Defence, Foreign Aftfairs, International Development and Trade and Industry Committees,
be the Fifth Report of the Committee to the House.
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Several papers were ordered to be appended to the Minutes of Evidence.

Ordered, That the Appendices to the Minutes of Evidence taken before the Committee be
reported to the House.

Several papers were ordered to be reported to the House.
Ordered, That the provisions of Standing Order No. 137A(2) be applied to the Report.

Ordered, That embargoed copies of the Report be made available, in accordance with the
provisions of Standing Order No.134.

Ordered, That Roger Berry make the Joint Report to the House.

[Adjourned till Wednesday 19 July at 2.00pm

INTERNATIONAL DEVELOPMENT COMMITTEE

The Defence, Foreign Affairs and Trade and Industry Committees withdrew.
Malcolm Bruce, in the Chair

John Barrett Richard Burden

Resolved, That the draft Report (Strategic Export Controls: Annual Report for 2004,
Quarterly Reports for 2005, Licensing Policy and Parliamentary Scrutiny), prepared by the
Defence, Foreign Aftfairs, International Development and Trade and Industry Committees,
be the Fifth Report of the Committee to the House.

Several papers were ordered to be appended to the Minutes of Evidence.

Ordered, That the Appendices to the Minutes of Evidence taken before the Committee be
reported to the House.

Several papers were ordered to be reported to the House.
Ordered, That the provisions of Standing Order No. 137A(2) be applied to the Report.

Ordered, That embargoed copies of the Report be made available, in accordance with the
provisions of Standing Order No.134.

Ordered, That Roger Berry make the Joint Report to the House.

[Adjourned till Monday 24 July at 3.00pm
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TRADE AND INDUSTRY COMMITTEE

The Defence, Foreign Affairs and International Development Committees withdrew.
Peter Luff, in the Chair

Roger Berry Judy Mallaber
Mr Lindsay Hoyle

Resolved, That the draft Report (Strategic Export Controls: Annual Report for 2004,
Quarterly Reports for 2005, Licensing Policy and Parliamentary Scrutiny), prepared by the
Defence, Foreign Affairs, International Development and Trade and Industry Committees,
be the Seventh Report of the Committee to the House.

Several papers were ordered to be appended to the Minutes of Evidence.

Ordered, That the Appendices to the Minutes of Evidence taken before the Committee be
reported to the House.

Several papers were ordered to be reported to the House.
Ordered, That the provisions of Standing Order No. 137A(2) be applied to the Report.

Ordered, That embargoed copies of the Report be made available, in accordance with the
provisions of Standing Order No.134.

Ordered, That Roger Berry make the Joint Report to the House.

[Adjourned till Tuesday 10 October at 10.00am
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List of witnesses

Tuesday 31 January 2006 Page

Mr David Hayes, Head of Export Controls, Rolls-Royce plc, and Chairman of
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Exports Director, Defence Manufacturers Association and Secretary EGAD,
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on Arms, and Mr Mark Thomas, Broadcaster and Journalist Ev 1
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Malcolm Wicks, a Member of the House, Minister of State, Department of

Trade and Industry, with responsibility for the Export Control Organisation,

Mr Glyn Williams, Director, Ms Jayne Carpenter, Assistant Director, and Mr

David Whitehouse, Head of the Licensing Casework Unit, Export Control

Organisation, Department of Trade and Industry Ev 20

Wednesday 19 April 2006

Mr David Hayes, Head of Export Controls, Rolls-Royce plc, and Chairman of

the Export Group for Aerospace and Defence (EGAD), Mr Brinley Salzmann,

Exports Director, Defence Manufacturers Association and Secretary EGAD,

Ms Bernadette Peers, Compliance Manager, Strategic Shipping Company

Ltd, and Mr David Wilson, Export Compliance Manager, EDS Defence Ltd,

EGAD Ev 33

Tuesday 25 April 2006

Dr Kim Howells, a Member of the House, Minister of State, Foreign and

Commonwealth Office, Mr Trevor Moore, Deputy Head, and Mr Graham

Glover, Head of Arms Trade Unit, Counter-Proliferation Department,

Foreign and Commonwealth Office Ev 45

Thursday 25 May 2006

Mr Kevin Franklin, Director, Frontiers Customer Unit, Mr Mark Fuchter,

Head of the Publications and Restrictions Policy Group, HM Revenue and

Customs, and Mr David Green QC, Director, Mr David Richardson, Head of

Division C (Border Detections), and Ms Helen Wolkind, Senior Lawyer,

Revenue and Customs Prosecution Office Ev 58
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Reports from the Defence, Foreign Affairs,
International Development and Trade and
Industry Committees since 2001

Session 2004-05

First Joint Report Strategic Export Controls: Annual Report for 2003, HC 145 (Cm 6638)
Licensing Policy and Parliamentary Scrutiny

Session 2003-04

First Joint Report Strategic Export Controls: Annual Report for 2002,  HC 390 (Cm 6357)
Licensing Policy and Parliamentary Scrutiny

Session 2002-03

First Joint Report The Government’s proposals for secondary legislation HC 620 (Cm 5988)
under the Export Control Act

Second Joint Report  Strategic Export Controls: Annual Report for 2001,  HC 474 (Cm 5943)
Licensing Policy and Parliamentary Scrutiny

Session 2001-02

First Joint Report Strategic Export Controls: Annual Report for 2000, HC 718 (Cm 5629)
Licensing Policy and Prior Parliamentary Scrutiny

Government responses to Reports from the Committees are published as Command Papers. They are
listed here in parentheses by Cm number, after the Report they relate to.
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— does the country feature as problematic in the UK Government’s Annual Report on Human
Rights?

— has the country been subject of special COARM? licensing-policy discussions?
— has an unusual proportion of licensing applications been referred to Ministers for an opinion?
— has there been a significant shift in relevant in-country circumstances during the year?

— are there occasions where the published information creates a misleading impression of UK policy
and/or practice as the end-user is not the armed forces in the destination country (eg supplying
internationally-sanctioned peace-support operations in a conflict zone, or providing media
organisations with protective clothing)??*

ECO compliance visits

Open licences typically allow multiple shipments to multiple destinations with no limitations placed on
quantities of arms transferred, and the Government is keen to see more use made of these licences (see “Use
of Open Licences”, above). To date, no information is publicly available about deliveries made against open
licences, and indeed the Government does not collect such data. However the Government does require
exporters and traders to keep records of their use of open licences, and the ECO is charged with making
periodic compliance visits to ensure that the terms of licences are being complied with.

The UKWG maintains its long-held position that these records should be communicated to the licensing
authorities and should then be published as part of the UK reporting regime. In addition, the UKWG
believes that the Government should seek to boost confidence in the open licensing system by publishing
information on the compliance process in the annual report. Information should be published on, for
example:

— the overall cost of the compliance process;

— the number of compliance visits carried out, and the number of exporters and traders examined;
— the number of compliance visits which revealed problems;

— summary information on the nature of those problems;

— details regarding the remedial measures instituted in order to bring the non-compliant exporter or
trader back into compliance;

— arecord of the impact of earlier remedial measures upon the exporters or traders subject thereto.

Enforcement issues

As is discussed above, the UKWG is concerned that the Government is not doing all it could to pursue
cases of potential breaches of the Export Control Act 2002 and other related activities (eg investigations into
corrupt practices in connection with arms deals). Successful prosecutions under the Act are published on
the ECO website, and there have on occasions been announcements that investigations have been initiated,
however very little other information is volunteered.

If the Government is to effectively discourage and prevent illicit arms and dual-use exports, and maintain
the confidence of Parliament and the electorate in the export control system, it must be clear that where there
is reason to suspect illegal activity, the Government will investigate thoroughly and prosecute offenders
wherever possible. The UKWG therefore recommends that the annual report should include a section on
enforcement, including details of:

— the number and substance of investigations initiated during the reporting period;
— the number and substance of investigations ongoing;

— the results of completed investigations, be they decisions not to prosecute, or successful or
unsuccessful prosecutions.

It is understood that there may be issues of disclosure in cases which are sub judice, however for each case
the Government should publish as much detail as possible.

Licensed production

The Government continues to argue against the UKWG position that the UK should tighten its licensing
regime for the establishing of arms production facilities in other countries, insisting that the current
arrangement is sufficient. The basis for the Government’s confidence is unclear, as there is no systematic
recording of the number or nature of production facilities set up under licence from UK companies.

The UKWG believes that the Government has an obligation to provide detailed information on all
existing and new licensed production agreements involving a UK licensor where:

23 EU Council Working Group on Arms Exports.
24 The UK system of reporting identifies the location of the intended recipient, not the destination.
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(a) the transfer of licensable equipment or technology is required to establish or maintain the
production facility or to manufacture the goods produced therefrom;

(b) the finished product would require a licence if it were exported from the UK.

The UKWG therefore recommends that the annual report should include a section on licensed production
facilities, with the published information to include, for each licensing agreement:

— the licensee country;

— the year the arrangement was agreed;

— the period for which the arrangement is to be in force (and the “termination” date);
— the finished product(s) to be produced at the facility;

— agreed production limits (if any);

— production during the reporting period and cumulatively;

— the nature of any agreements on exports of the goods produced under licence, and information on
quantities and destinations of actual exports.

A welcome by-product of this would be the opportunity to better understand the efficacy of the current
UK system in this area, and thereby to better evaluate whether changes to the existing practices are
necessary.

It is the understanding of the UKWG that the Government is considering a substantial reworking of the
annual report so as to give it more added value. It is to be hoped that the Government will consult with
interested parties, including the Quadripartite Committee and other interested parties (such as the UKWGQG)
as part of that consideration. A reformulation of the annual report to include the points discussed above
would improve public understanding of the implementation of the UK arms transfer control regime and
would help to deal with a number of transparency shortcomings identified on numerous occasions by the
UKWG.

— Publicly available information on UK arms export licences should be extended to include greater
detail on quantities licensed for export, and on the intended end-use and end-users of controlled goods
and technology.

— A fully searchable, periodically-updated database of all licensing decisions should be created and
maintained.

— The annual report should complement, rather than summarise, the information available in the
quarterly reports and could usefully be expanded to include:

(a) an explanation of the Government’s export licensing practice for certain destinations;
(b) exporters’ and traders’ records of their use of open licences;
(c) information on the ECO compliance process;

(d) reports on investigation and enforcement activities, including details of ongoing and completed
investigations and a list of all companies and individuals found to be in breach of the export control
system;

(e) detailed information on all existing and new licensed production agreements.

PRIOR PARLIAMENTARY SCRUTINY

While the UK system of parliamentary oversight of UK arms exports is relatively sophisticated compared
to most EU partners, its efficacy is weakened by the fact that it is entirely retrospective. The QSC has long
argued for a system of prior parliamentary scrutiny, however the Government has so far insisted “that prior
scrutiny of export licence applications raises unacceptable constitutional, legal and practical difficulties”.??
However, the QSC in the previous parliament was not persuaded of this and continued to argue for prior
notification. To resolve this impasse, a system of prior scrutiny could be developed on a trial basis for a
specified time in a limited number of cases, for example where the Government acts as a principal in a
transfer (eg where the UK makes a gift of military equipment) or where the recipient is of particular concern
(eg for transfers to countries under or recently under embargo), with the process to be reviewed at the end
of the trial period.

In the previous Parliament, the QSC argued that in the event of prior parliamentary scrutiny, it would
have an advisory role only. The UKWG endorses this approach, as in addition to potential constitutional
confusion any kind of co-decision might create, decision-making powers would compromise the
Committee’s current independent oversight role.

— The Government and QSC should negotiate a limited trial of prior parliamentary scrutiny of selected
export licence applications.

25 “Strategic Export Controls: HMG’s Annual Report for 2003,” QSC, Point 21, p 10. March 2005 http:/
www.publications.parliament.uk/pa/cm200405/cmselect/cmdfence/145/145.pdf.
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THE “NEw” EU CODE AND THE CHINESE EMBARGO

In late 2003 EU member states began the first review of the EU Code since it was initially agreed in 1998.
This process of review continued throughout 2004, and was largely completed by early 2005. An important
outcome of the review process has been a decision to transform the revised EU Code into a Common
Position, thus effectively granting it legal status.

In 2004 EU states also looked afresh at the EU arms embargo on China (established in 1989). By early
2005 it seemed the embargo would probably be lifted, but under pressure from the US and following an
increase in security tensions between China and Taiwan,?® most member states have decided that it is
somewhat premature to lift the embargo. Not all states agree.

While these two processes are clearly separate, unfortunately they have become entwined, which is
preventing formal agreement on important new measures for strengthening the EU Code. At least one
member state is refusing to sign-off the new EU Code until the question of the embargo is resolved to its
satisfaction. As a result, agreement on the new Common Position has been stalled for over half a year.

As part of the process of trying to reconcile the opposing views on the issue, officials have also developed
a “post-embargo toolbox”, ie a set of extra measures to be applied to states recently under embargo. This
was a welcome development, as the toolbox would assist in strengthening and harmonising EU export
controls to a set of particularly sensitive destinations. These measures were to have included additional
information-sharing requirements on licences issued for transfers to the post-embargoed state. However
negotiations of this new instrument have also stalled over the issue of lifting the China embargo.

So despite officials having agreed a new EU Code text early in 2005, and having largely agreed the terms
of the post-embargo toolbox, at the political level these important developments in strengthening the EU
export control regime have been held hostage to embargo discussions, which have themselves stalled.

It may be that the new EU Code and the post-embargo toolbox are agreed in the very near future.
However, the way in which practical advances in EU export controls have been held hostage by political
skirmishes is unedifying. It suggests disarray within the EU and undermines EU leadership in this area in
other fora. The Government should endeavour to ensure this is not repeated.

—  The embargo on China should be retained.

— The Government must use its good offices to expedite agreement on the revised EU Code and on the
“post-embargo toolbox.”

— The Government must demonstrate firm leadership in insisting that unrelated political disagreements
do not in future disrupt EU export control initiatives.

ELABORATION OF THE EU CODE CRITERIA

Following on from the agreement and publication of elaborative guidelines for criterion 8 (on sustainable
development)?’ of the EU Code, Member States have now started a similar process for criteria 2 (human
rights and international humanitarian law) and 7 (diversion). The development of these guidelines is
effectively a recognition that the current criteria of the EU Code do not provide a sufficient basis for states
to harmonise their practice, and as such are extremely welcome.

It is therefore disappointing that in essence the new guidelines for criterion 8 do very little to reduce the
scope for differing interpretations of export licence applications. Indeed, any suggestion that the guidelines
might seek to constrain decision-making at the national level is explicitly countered within the Users’ Guide.
For example, it is stated that while the guidelines “are intended to share best practice in the interpretation
of Criterion 8 . . . Member States are fully entitled to apply their own interpretations.”?

Although there was some initial input from outside observers into the elaboration process for criterion
8, substantive interactions between civil society and officials ceased at this point. Given the weakness of the
final outcome, this would seem to have been a missed opportunity. It is to be hoped that when criteria 2 and
7 are being elaborated, interested observers should be given the opportunity to respond to drafts produced
by COARM as well as to make initial submissions, and thus contribute as constructively as possible. Not
only does criteria elaboration potentially hold the key to clarity and harmonisation of export control
decision-making within the EU, this process is unique among regional or international export control
regimes. It is thus likely to form a template for practice elsewhere.

— The Government should support efforts by external observers, including the QSC and UKWG, to
engage in sustained and iterative consultations on the development of elaborative guidelines for the
EU Code criteria.

26 “China passes Anti-Secession Law,” The Age, March 14 2005, http://www.theage.com.au/news/National/China-passes-
antiseccession-law/2005/03/14/1110649109007.html.

27 “User’s Guide to the EU Code of Conduct on Arms Exports”, The Council of the European Union, PESC 853, COARM 43,
14 October 2005, pp 22-30, http:/register.consilium.eu.int/pdf/en/05/st13/st13296.en05.pdf.

28 Ibid, para 3.1.1, p 22.
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INTERNATIONAL ARMS TRANSFER CONTROL AND AN ARMS TRADE TREATY (ATT)

The Foreign Secretary has shown admirable leadership in the area of international arms transfer control.
In the last year, he has been actively supporting the drive for an international ATT and the Government has
committed to start negotiations on an ATT “no later than 2006”.?° Considerable momentum has built up
for international arms transfer controls. The number of states that have given their explicit support for an
ATT isnow 43. EU Member States have issued a statement of support for the ATT. Many more have given a
more general endorsement of the need for international transfer controls. However, beyond these rhetorical
flourishes limited concrete progress has been made. The Gleneagles Communiqué from last year’s G8
summit failed to include reference to an ATT,*® while the dropping of any reference to disarmament and
non-proliferation at the UN Millennium Review Summit in September 2005 was a bitter disappointment.
Furthermore, it is not clear that the Foreign Secretary’s enthusiasm for an ATT extends across Whitehall.
In light of the setbacks so far and given that a number of important states are less sympathetic to an ATT, it
is crucial that this project is embraced as a priority by all relevant UK Government departments.

At the same time, within the context of the UN small arms process, the Government has been leading the
Transfer Control Initiative (TCI), which seeks to identify areas of common ground shared by states from
the various regions on transfer controls. There are concerns that any guidelines produced under the auspices
of the TCI will not match the global principles that NGOs believe should form the basis of an ATT.
Nevertheless, it is encouraging that the UK Government is willing to take up the challenge to develop
international standards to govern small arms transfers and to push for agreement at the UN Small Arms
Review Conference in June-July 2006. Support for such an outcome would appear widespread, although a
number of key states have still to be won over.

Keeping the TCI and the ATT separate is a difficult but important task: confusion on the part of other
states could have negative consequences for the outcome of the UN Review Conference. States that might
accept a political agreement on small arms transfers (TCI) may be less inclined to agree to such an outcome
at this stage if they are confusing this with a legal obligation to control the transfer of all arms (ATT).

It seems the Government will be concentrating most of its attention on the TCI in the run-up to the UN
Small Arms Review Conference, at which point it will increase its work on an ATT. Were the Government
to become discouraged by the difficulties involved in working toward the eventual adoption of a binding
instrument and withdraw or scale back its support for an ATT, this could have disastrous consequences for
the whole process. It is therefore incumbent upon the Government to stay committed to and develop
effective strategies in support of an ATT, notwithstanding the difficulties that inevitably lie ahead.

— All relevant departments of the UK Government must work actively together to promote an ATT.

—  The Government should continue to pursue agreement on effective international small arms transfer
controls via the UN small arms process, keeping in mind the broader goal of a meaningful legally-
binding treaty for the control of transfers of all conventional arms.

January 2006

Further memorandum from the UK Working Group on Arms

THE FUTURE OF THE EXPORT CONTROL ORGANISATION

A. RECOMMENDATIONS

— Ensure the Government does not privatise the ECO or any of its functions.

— Staffing levels and resources should be set at the levels needed to maintain the integrity of the
export control system in an effective and efficient manner, not on the basis of arbitrary and
externally-driven staff-reduction targets.

— Any changes to working practices already instituted as a consequence not of improving
performance but of externally-imposed job cuts should be reversed.

— Ensure any future discussions of the role or shape of the ECO are fully transparent and open to
public consultation involving Parliament, industry and civil society.

2 Our Common Interest: Report of the Commission for Africa, March 2005, http://213.225.140.43/english/report/thereport/
english/11-03-05—cr—report.pdf.
% The Gleneagles Communiqué, July 2005, http://www.fco.gov.uk/Files/kfile/PostG8—Gleneagles—Communique,0.pdf.
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B. BACKGROUND

1. Much has been done in recent years to improve the performance of the Export Control Organisation
(ECO). The JEWEL project (Joined-Up and more Efficient Working on Export Licensing)—completed at
the end of 2003 and tasked with delivering a more efficient export control service consistent with achieving
the Government’s policy aims—ushered in a number of changes which appear to have improved the quality
of the service provided.

2. However, as part of cross-Whitehall staffing reductions announced in 2004, the ECO was instructed
to make significant, and arbitrary, cut-backs in staffing levels—from an average of 166 staff during 2003-04
to 109 by 31 March 2006. This, despite an increased licensing load due to the additional responsibilities
created by the introduction of the Export Control Act 2002.

3. Apparently as a consequence of the staff cuts, in 2004 a decision was taken in the DTI to examine
whether the functions of the ECO could be better performed by the private sector. In December 2004, ASE
Consulting produced a report for the DTI looking at the feasibility of privatising the ECO.3!

4. In July 2005, the Government announced it had abandoned privatisation plans, because of “doubts
about whether outsourcing the licensing function would achieve sufficient benefits”.3> However, not only
would privatisation not “achieve sufficient benefits”, there are very real risks associated with such a move,
including inter alia:

— confused lines of accountability;

— institutional and commercial conflicts of interest (real and perceived);

— setting a bad example to states with problematic export control systems;

— undermining UK export control outreach programmes;

— reluctance by other states to share relevant export licensing information with the UK

— harm to defence trade and technology-sharing relationships with the US.??

5. In its most recent report, the Quadripartite Committee made clear its antipathy to the privatisation
option.?* However the nature of the Government’s July 2005 statement would suggest that complete or
partial privatisation remains a possibility for the future. For the reasons listed above and expanded upon
in Appendix 1, it is critical that the ECO remains fully under Government control.

6. The ASE report notes that once the staff cuts have been put in place, ECO “will always be operating
close to the limit of its capacity”, with the consequence of “a significant risk of failure to provide the
necessary minimum level of service”.?® The report goes on to suggest “a capacity for complete overload in
the processing of ELAs [export licence applications] from which no recovery would be possible without
additional resource being provided.”*® Unfortunately, the staff cuts are to go ahead as planned, raising the
prospect of ECO meltdown.

7. The Government is taking steps to try to maintain ECOs level of service at lower staffing levels. For
example, there are plans to improve efficiencies through the use of information technologies. Such benefits
will, however, take time to flow through. In fact the introduction of new systems could increase workloads
during transition phases, as staff have the additional task of transferring data from one format to another
to ensure comprehensive coverage under a single system.

8. The ECO is also looking to reorganise the relationship between the use of standard individual export
licences (SIELs) and open licences, by encouraging exporters and traders to make further use of open
licences as opposed to SIELs.3” This might involve, for example, an exporter who has applied for a SIEL
being directed to check very carefully whether the export might fit within the terms of an open general export
licence (OGEL), in which case no individual licence need be applied for and thus saving staff time. While in
theory this might appear as nothing more than common sense, given the fears of “complete overload”, there
must be significant concern that in practice such an approach will lead to a less rigorous control regime.

9. A further tactic to reduce workload has been to extend the period of validity of certain open individual
export licences (OIELs). Until recently, OIELs have been issued with a period of validity of two or three
years. But from November 2004 “the ECO has, on a case by case basis . . . been able to issue some OIELs

31 Review of XNP Services, ASE Consulting Project, December 2004, http://www.dti.gov.uk/export.control/publications/
xnpservicesreview2005.pdf.

32 Hansard, 21 July 2005, Column 1928W, http://www.dti.gov.uk/export.control/policy/ecooutsourcingdecision.htm.

3 Appendix 1 contains further details on the risks associated with privatisation of the ECO.

3 Strategic Export Controls—HMG’s Annual Report for 2003, Licensing Policy and Parliamentary Scrutiny, Quadripartite
Committee, 24 March 2005, para 76, http://www.publications.parliament.uk/pa/cm200405/cmselect/cmfaft/145/
14507.htm£note91.

35 Review of XNP Services, para 10.

3 Ibid.

37 SIELs generally allow shipments of specified items to a specified consignee up to the quantity or value specified by the licence.
Open licences are specific to an individual exporter and cover multiple shipments of specified items to specified destinations
and/or in some cases, specified consignees.
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for five years, and in certain circumstances, for longer periods.”3 The original decision to set the two-year
(for military list goods) and three-year (for other items) validity limits was presumably based on an
understanding that longer periods were untenable in a fast-changing world. There is little evidence to suggest
the pace of change is slackening, indeed a more prudent approach would be to shorten the length of licence
validity. No figures are yet available on the number of OIELs affected, however changes of this nature
should never be made as a labour-saving device.

10. There is little doubt that the ECO, like any organisation, could be made more efficient through
improvements in working practices. However, staffing levels and resources should be set at the levels needed
to maintain the integrity of the export control system in an effective and efficient manner, not in response to
arbitrary and externally-driven staff-reduction targets. Furthermore, any changes to working practices already
instituted as a consequence not of improving performance, but of externally-imposed job cuts, should be
reversed.

11. In light of the ASE report, the fact that the job cuts are to proceed as planned raises the prospect of
further changes to the ECO in future. Furthermore, the ambiguous nature of the Government
announcement that the ECO will not be privatised (see paragraph 4 above) would appear to leave open the
possibility that privatisation could be considered again in future. The Government demonstrated a worrying
lack of commitment to transparency and consultation when considering the privatisation option in late
2004—early 2005. For example, when giving evidence to the Quadripartite Committee in January 2005 (one
month after the ASE report was produced), despite extensive questioning on the issue of ECO staff cuts, the
Foreign Secretary, Jack Straw, made no reference to the ASE report or to the fact that privatisation was
being considered.?® The functioning of the ECO is too important a matter to be determined behind closed
doors. Any future discussions about changes to the role or shape of the ECO must be fully transparent and
open to public consultation involving Parliament, industry and civil society.

APPENDIX 1

ARGUMENTS AGAINST PRIVATISATION OF THE EXPORT CONTROL ORGANISATION
(ECO)

There are many reasons why privatisation of the ECO would be ill-advised, including:

TRANSPARENCY AND POLITICAL ACCOUNTABILITY

As long as the whole export control process remains located within the Government, accountability is
clear. Civil servants are responsible to their ministers, who are in turn responsible to Parliament. However,
if part or all of that process is privatised, lines of accountability risk becoming confused, with responsibilities
to shareholders as well as Government. Locating the administration in the hands of a private company may
also provide an additional reason for keeping export licensing information outside the public domain, as it
would introduce an additional layer of the commercial confidentiality argument. With an issue as sensitive
as the sale of arms, it is critical the lines of accountability remain clear and that bars on transparency are
removed, not imposed.

RESTRICTIONS ON OWNERSHIP; CONFLICTS OF INTEREST

There are many organisations that might have an interest in taking on export licensing functions. These
include defence equipment manufacturers, organisations that act as consultants to defence equipment
manufacturers or are otherwise connected to them, organisations with connections to other governments
and certain non-governmental organisations. However export control is an area where there must be no
conflict of interest or indeed no perception of conflict of interest. In addition, the Government would have
to consider how to respond to the prospect of the future owner of the ECO subsequently selling the
“business” to another party, or different functions of the ECO to a variety of buyers.

Beyond the potential for conflicts of interest due to external relationships, there is a clear potential for
conflicts of interest with regard to the competing obligations to the UK Government and to shareholders.
One of the key measures by which performance would be likely to be measured after privatisation is the
speed of processing licence applications. If payment is contingent on speed, there are clear risks that an
organisation with obligations to shareholders will be under pressure to be less than thorough if and when
it has difficulty meeting those targets.

3 UK Strategic Export Controls Annual Report 2004, Cm 6646, July 2005, p 10, http:/www.fco.gov.uk/Files/kfile/
Annual%20Report%200n%20Strategic’20Export%20Controls%202004.pdf.

¥ The ASE report was ultimately published only in a delayed response to a request under the Freedom of Information Act.
Following on from the decision by the Government to publish new guidance on export licence applications for the supply of
military equipment for incorporation only after the first licensing decisions had been taken under that guidance (Hansard,
Parliamentary Questions, col 650W, 8 July 2002), the UKWG is concerned that this may signal a general reluctance on the
part of the Government to consult on issues of significant import to the export licensing process.
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DEMONSTRATION EFFECT

The UK is seen internationally as having one of the most sophisticated export control systems in the
world. It is to be congratulated for its leadership role in providing active export control outreach support,
especially in non-EU Europe but also further afield. Other states look to the UK to provide a lead in this
area. Much has been achieved in improving export control regimes in a number of states in Eastern and
South Eastern Europe, including in terms of persuading the various national governments of the need to
de-link the arms-export decision-making process from the defence industry. However, much more work is
required and privatising the ECO would send exactly the wrong sort of signal to these states.

It is indeed ironic that privatisation is being considered at the same time as the UK Government has
emerged as a leading advocate of a legally-binding international Arms Trade Treaty, when implicit in the
call for such a treaty is the recognition of the need for governmental control at all stages of the arms
transfer process.

INFORMATION- AND INTELLIGENCE- SHARING

The Government’s obligations to share information on export controls with other states through regional
and international agreements such as the EU Code of Conduct on Arms Exports may be compromised
through privatisation. It is not clear that other states would respond positively to a new arrangement
whereby that information would be made available to a privately-owned entity.

RELATIONSHIP WITH THE US

For several years the US has been considering whether to apply an International Traffic in Arms
Regulations*® (ITAR) waiver to the UK. Such a waiver would mean that for certain unclassified military
exports from the US to the UK no export licence would be required, and would thereby expedite the process
of transferring defence goods and technology from the US to the UK. The US Congress has consistently
blocked the ITAR waiver due to the UK’s weaker export control system, fearing that it is not rigorous
enough. The recent discussions in Europe over lifting the EU arms embargo on China have concentrated
minds and reinforced this concern in Washington. The most recent media reports suggest that the US
Administration is now resigned to the fact that Congress will not be won over, and “US and UK officials
say they are now trying to come up with ways to strengthen military technology co-operation without having
to change the US export law”.#! In this context, privatising even part of the UK export control system is
likely to further strengthen the resolve and position of those in the US arguing against closer defence trade
relations with the UK.

PRIVATE COMPANY AS “GATEKEEPER”

As the first port of call for defence manufacturers or traders seeking an export licence, or advice on
whether a licence is required or what type of licence, the ECO operates as a gatekeeper to the system. There
are several reasons why this gatekeeper role is best kept in government hands.

Types of licence

It is clear that the use of open licensing is increasing—allowing for a lower level of scrutiny and
transparency than SIELs, while lowering the overall workload—with the ECO already encouraging
companies to apply for less restrictive licences where possible. Were the task of advising on types of licences
to be in private hands, we anticipate that efficiency pressures would increase the drive toward the over-use
of open licences.

Smart Front End

As a result of the JEWEL review, the ECO now administers the Smart Front End (SFE), a process
involving officials from the ECO, FCO and MoD for fast-tracking less contentious export licence
applications. Approximately 45% of applications (20 a day) are dealt with through the SFE. Given that the
purpose of the SFE is to concentrate resources on those applications likely to be more “difficult”, having a
private company as gatekeeper to the SFE again raises the prospect that commercial pressures will
encourage greater use of the fast-track approach.

AUDITING ARRANGEMENTS

At the other end of the process, the ECO is also responsible for ensuring post-facto that defence
manufacturers and traders are in compliance with their obligations under the Export Control Act, not least
that they are exporting under open licences appropriately. To this end, the ECO makes compliance visits to
industry, where inter alia export records are examined and remedial measures are put in place as the ECO
deems necessary. Privatisation could have implications for the rigour with which compliance procedures are
undertaken, as it would be in the interests of a privately-owned entity, with responsibilities to shareholders,
to downplay instances of non-compliance. Negative reports on compliance would cast doubt on the original

40 The US International Traffic in Arms Regulations set out the rules and regulations governing the export and trading of
controlled goods and technologies from the US.

4l Peter Spiegel, “UK denied waiver on US arms technology”, Financial Times, 22 November 2005, http://news.ft.com/cms/s/
881df2¢4-5b7f-11da-b221-0000779¢2340,ft_acl =,s01 = 1.html.
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decision of the privatised body to award open licences, while the downstream resource implications of
negative reports (there would be a need for greater engagement with the non-compliant company or
individual to address problems) might harm efficiency of performance.

DEALING WITH FAILURE

Any decision to privatise the ECO must also take into account the risk of and how to respond to
unsatisfactory performance. The ECO is now generally considered to be functioning relatively effectively,
at a cost of only approximately 0.14% of the value of defence exports. The risk of failure at the micro-level
would consist of either an increase in delays, with possible negative impacts on legitimate defence exports
from the UK, or inappropriate export licensing decisions with potentially disastrous consequences at the
point of destination. Were there to be failure at the macro-level, an entity with an ultimate commitment to
the bottom-line may decide that the least-worst option would be to close down its operation. A forced re-
nationalisation or resale of the privatised ECO functions would likely prove time-consuming and costly, and
would potentially be extremely damaging to UK defence and industrial interests.

January 2006

Supplementary memorandum from the UK Working Group on Arms
CosTs OF ENFORCEMENT OF NEW CONTROLS

10.2 HM Customs and Excise

HMC&E will enforce the new controls (ie investigate and prosecute offences). They estimate that the
additional cost to them would be approximately £200,000 to £300,000 per annum, broken down into
£150,000 to £250,000 for trade enforcement activities and £50,000 on transfers for technology for military
goods. This estimate includes legal costs, equipment and running costs. No additional IT or training costs
are envisaged.®

In April 2001 HMG announced an additional £90 million over the next three years for law enforcement
agencies to tackle organised crime. The additional funds are targeted towards combating drug trafficking
and people smuggling.*?

At this rate, the spend on enforcement of the trade controls is approximately 0.5% to 0.8% of the extra
spend on controlling movements of drugs and people.

RECORD-KEEPING: OPEN LICENCES

All OIELs should have a standard record keeping requirement which is at least four years from the date
of export.

For OGELSs, community licences and intra-community transfers of dual-use items, records must be kept
for at least three years from the end of the calendar year in which the export took place (see 14(4) (5) and
(9) of The Export of Goods, Transfer of Technology and Provision of Technical Assistance (Control)
Order 2003).

January 2006

Supplementary memorandum from Oxfam UK

Please find enclosed copies of the photographs* I showed at the recent evidence session on 31 January
2005 for the Committee’s information. The point of showing the pictures was to demonstrate that there
appears to be a close working relationship between Otokar and Land Rover for the manufacture, promotion
and export of military vehicles. This information is relevant in challenging the Government’s official
response to questions raised on Land Rover Defender vehicles in Uzbekistan.

According to Otokar, Land Rover Defenders are produced under licence from Land Rover. For example,
Otokar’s website states that:

“Otokar manufactures Land Rover Defender model 4x4 tactical vehicles under Land Rover
license in parallel with customer needs.”

4 “Final Regulatory Impact Assessment, Export Control Orders,” Export Control Organisation, http://www.dti.gov.uk/
export.control/legislation/pdfs/riafinalversion.pdf.

43 “Fight against organised crime to receive significant financial boost,” Home Office, News Press Release, 5 April 2001.

4 Due to reproduction problems some of the photographs have not been printed in this volume. Complete copies of this
memoranda have been placed in the House of Commons Library and in the Record Office, House of Lords.
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It is also worth noting that the production arrangement between Land Rover and Otokar did receive
Export Credit Guarantee support in March 1998, as announced in Hansard in January 2000 (Hansard, 27
January 2000: Column: 292W)

The Government has stated in its response to the QSC [Quadripartite Select Committee] that it has no
power to control the export of civilian components designed for incorporation into military systems. We
believe this is not correct. In cases where the destination is subject to an arms embargo, the EC Dual-Use
regulation does place a licensing requirement on civilian components used for these purposes. As
Uzbekistan is now subject to an EU Arms embargo, we believe that these components would now be
licensable. It is not clear if this applies to exports via third countries, and therefore whether any spares
supplied to Otokar for onward export to Uzbekistan would be covered under this regulation.

The Government are also implying that as the vehicles photographed in Uzbekistan were not armoured,
they are not licensable products. A vehicle does not have to be armoured to be licensable. The vehicles
pictured in Uzbekistan are clearly military vehicles by anyone’s definition, and have been used in atrocities
that neither to UK government, nor Land Rover themselves would justify under any circumstances. It is
worth re-emphasising that Turkish government lists Otokar produced Land Rover Defender 110 vehicles
as being fitted with rifle clips, Nato towing hooks and two-way black-out lighting. According to the DTI’s
own guidance, in our view vehicles supplied to these specifications would be licensable under ML6a of the
military list.

PICTURES

1. The Defender 110 is the vehicle type that was exported to Uzbekistan. The vehicle in this photograph
was supplied by Otokar for use by SFOR forces in Bosnia. The purpose of showing this photograph is to
demonstrate the clear joint branding of both Otokar and Land Rover on these vehicles. The Land Rover
logo is clearly visible on the rear right hand side of the vehicle and both company logos are jointly inscribed
on spare wheel cover. This would seem to contradict the assertion that this is not a Land Rover approved
vehicle. [Photograph not printed]

2. These two pictures are taken from Land Rover’s stand at this year’s DSEI defence exhibition. It is our
understanding that Land Rover do not manufacture an armoured variant of the Defender in the UK. The
vehicle on display at the exhibition is clearly an Otokar vehicle. The Otokar insignia is clearly visible on the
front section of this vehicle. [Photograph showing Otokar insignia not printed]

pr——
-

LAND ROVER
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3. Thisis a scan of Land Rover’s recent military vehicles sales brochure. This brochure was being handed
out at DSEI. The Vehicle pictured appears to be the same Otokar vehicle that was on display on Land
Rover’s stand.

" "DEFENDER 110

AL GOVERNMENT & MILITARY SALES

FURTHER MATERIAL

Also produced at the evidence session was an Otokar employee’s business card. This employee was
working on Landover’s exhibition stand at this year’s DSEI exhibition and was the person which handed
out Landover’s military brochure from.

January 2006

Supplementary memorandum from Saferworld

CLOSING PossIBLE LOOPHOLES IN THE DUAL-USE REGULATION (1334/2000)

Article 4.2 of the Dual-Use Regulation (1334/2000) applies a “catch-all” provision to the supply of dual-
use goods to embargoed destinations.

“An authorisation shall also be required for the export of dual-use items [intended for military end-
use ] not listed in Annex 1 if the purchasing country or country of destination is subject to an arms
embargo ..."”

This would not have applied to the Land Rover components exported to Turkey which were incorporated
into the vehicles subsequently used in the Andijan massacre, as at the time Uzbekistan was not under
embargo. However, were the same chain of events to be repeated now, it is still not clear that a licence would
be required.

The possible confusion lies over the meaning of “country of destination” in incorporation cases. In the
above example, the destination of the components was Turkey. The transfer from Turkey was of Land
Rovers, not of the components per se. In which case, is Uzbekistan regarded as a “country of destination”
of the UK export? There is a need for clarification of this point: if the intent of the UK Government is to
prevent embargoed destinations from receiving material UK support for their security forces, then the
answer must be that the country of destination should include the ultimate country of destination of either
the components themselves, or the sub-assemblies or final products into which they are incorporated.

A further question relates to circumstances where a decision to re-export is made by the original recipient
after the initial delivery takes place. Using a hypothetical variant on the case of the Land Rovers to Turkey,
if the Turkish Government were now to decide to export to now-embargoed Uzbekistan more Land Rovers
containing components long-since sourced from the UK, would Turkey need permission for that export
from the UK Government? The UKWG on Arms recommends that in such cases, explicit permission from
the UK Government to re-export should be required.

March 2006



Defence, Foreign Affairs, International Development and Trade and Industry Committees: Evidence Ev 105

Memorandum from Mark Thomas

SUBMISSION OF EVIDENCE ON ASHOK LEYLAND LTD AND SUDAN

SECTION 1—BACKGROUND

The Indian company Ashok Leyland Ltd announced on its company website on 16 February 2005 that it
had signed an agreement four days previously to supply 100 Stallion 4 x 4 army trucks to the Sudan Defence
Ministry. The trucks were to be supplied to GIAD Automotive Industry Co, the Sudan Government’s
vehicle assembly unit in kit form. The GIAD factory is situated near Khartoum. The announcement of the
agreement was also made at IDEX, the arms fair in Abu Dhabi and was reported in Jane’s Defence Weekly,
March 23 2005: “Following its successful introduction into Indian military service, Ashok Leyland
commenced an active export campaign for the Stallion during 2004, announcing the first export sale of the
type at IDEX 2005 in February. The week prior to the show, Sudan had signed a contract for an initial 100
Mk III vehicles. These will be supplied from Ashok Leyland’s Hosur facility (near Bangalore) in complete
knock-down form for local assembly plus insertion of some local content.”*

It was reported by a number of newspaper and journals in India, Asia and UK including the Economist
Intelligence Unit.*0

The UK military list of controlled goods includes military vehicles under category ML6, being “Ground
“vehicles” and components, as follows: a. Ground “vehicles” and components therefore, specially designed
or modified for military use.”

Figure 1. Ashok Leyland Stallion 4x4 MKk III truck.*’

Ashok list the Stallion 4 x 4 under its defence vehicle section of its company website and describes the
Stallion as “the workhorse of the army.” Though the agreement appears to be legal under Indian law,*
under UK law, to quote the Defence Manufacturers Association website, “if the deal had involved the
potential supply of the same vehicles from the UK to Sudan then it would have been highly problematic for
a British export licence to have been issued to cover the deal.” The EU arms embargo on Sudan (introduced
in 1994) is covered under The Trade in Controlled Goods (Embargoed Destinations) Order 2004 which
states:

“No person shall directly or indirectly a) supply or deliver; b) agree to supply or deliver; or ¢) do
any act calculated to promote the supply or delivery of any controlled goods to any person or place
in an embargoed destination.”

4 Jane'’s Defence Weekly March 23, 2005. Ashok Leyland expands its markets further.

46 Economist Intelligence Unit: Country ViewsWire, March 1, 2005. India industry: Ashok Leyland to supply trucks to Sudan.
Ashok Leyland has signed an agreement to supply army trucks and buses to the Sudan Defence Ministry in a deal worth US$10
million. The company will initially supply 100 Stallion trucks and 100 Falcon buses. The deal could develop into an annual
supply of 500 trucks and 500 buses. Ashok Leyland recently clinched a deal to supply 3,322 trucks to Iraq, the largest ever
order for commercial vehicles from India. The Hinduja group and Iveco, who together own 51% of Ashok Leyland, recently
signed a new shareholder agreement. The new agreement is expected to significantly enhance cooperation between ALL and
Iveco, both in terms of exploring new markets and sharing technology.

47 www.bharat-rakshak.com/LAND-FORCES/Army/Logistics/MV5.jpg

4 Ashok Leyland is registered under the Indian Companies Act, 1956 and is governed by Indian Laws. We have been legally
advised that the said agreement is not in violation of any Indian law.
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The Ashok Leyland 1999-2000 Annual Report stated that:

“The Company has been supplying Stallion 4x4 vehicles to the Indian Army. These vehicles
performed creditably during the recent Kargil conflict and the army has placed further orders for
these vehicles.”*

Ashok is part of the Hinduja Group, who list the company as a “flagship company.” The UK company
LRLIH (also part of the Hinduja Group) owns a controlling interest in Ashok.

The Ashok Leyland website lists the following UK residents and nationals as being on their board of
directors; Dheeraj Hinduja—Vice chairman, Mr Hinduja is a UK citizen; Mr Herbert Klingele a UK
resident, also a director of LRLIH and Machen Holdings Ltd; Mr Firoz Shami—a UK citizen, and Mr
Anders Spare, an alternate director and UK resident. It would be illegal for UK citizens and residents to
have any involvement in the agreement between Ashok and GIAD for the intended supply of Stallion 4 x
4 army trucks without a Trade and Brokerage Licence from HM Government UK.

SECTION TWO—THE NEWSNIGHT INVESTIGATION

I brought this story to BBC2 Newsnight and was hired to investigate and report on any potential UK
involvement in the Ashok/GIAD agreement.

Posing as potential clients the Newsnight team made contact with Mr Anders Spare and Mr Dheeraj
Hinduja. Comments made to the reporting team during the Newnight investigation by Mr Anders Spare
and Mr Dheeraj Hinduja indicated that both men were aware of the Ashok deal with Sudan and that both
men had some involvement in that deal.

Mr Spare said “We’ve been, let’s say, involved behind the scenes.” He also said “I have also personally
been involved to some degree in supporting this [Ashok/Sudan deal] from here [UK].” And added that Mr
Dheeraj Hinduja “knew everything” about the deal and was involved in it. Mr Dheeraj Hinduja stated,
“initially whenever we develop new markets and new customers we try and identify those for Ashok Leyland
and we were very closely involved in how that deal [Sudan] was structured.”

Transcripts of these recordings are listed as items 1-4.

When approached formally by Newsnight Mr Spare denied any knowledge of the Sudan deal other than
what he had seen in the press release, contradicting his statements and actions during the secret filming. A
copy of the transcript of this conversation is included at the end of the report—as item 5.

Initially LRLIH responded on behalf of the directors, and was signed amongst others by Mr Dheeraj
Hinduja, “We were not aware of “the deal” you refer to ... ”.

However, the letter went on to say “ Now that we are aware that there is at least the possibility of a
transaction that might require a licence under the trade(sic) in Controlled Goods (Embargoed Destinations)
Order 2004, we have asked Ashok Leyland’s management that the right course of action should be followed
and the Board be kept informed of all developments, and if necessary the Cooperation Agreement be
terminated.”

The letter also stated that no transaction had taken place between Ashok and GIAD. In an attached letter
from Ashok, the company stated “The Cooperation Agreement with GIAD does not refer to any supplies
to be made to the Army/Defence Ministry of Sudan. On the contrary, the Agreement refers to GIAD
assembling the vehicles in the public and private sectors and neighbouring countries.” Though the letter also
states, “[the Stallion] 4 x 4 trucks: these are logistics/transport vehicles suitable for commercial/civil and also
defence applications.”

However, in a reply to a Parliamentary Question the Minister Malcolm Wicks issued a statement
regarding the Stallion 4 x 4 trucks, on the 14 July 2005:

“From the information available on the company website, it appears these vehicles are specially
designed for military use and therefore potentially require an export or trade licence under ML6a
of the UK’s Military Control list. An export licence would only be required if the goods were
exported from the UK, and a trade licence would only be required for the transfer of the goods
between third countries if there were some UK involvement, as defined in the relevant legislation.”

A lengthy exchange of legal letters took place between the BBC and Dean and Dean, the solicitors acting
for Mr Anders Spare and Mr Dheeraj Hinduja. Dean and Dean stated that the Stallion 4 x 4 trucks in kit
form intended for Sudan were not military trucks and not designated for the Sudan Defence Ministry. Dean
and Dean explained that the company was supplying “trucks and buses for the public and private sector in
Sudan. The BBC’s error is in supposing that the trucks are “military specification” vehicles. They are not.”

However, the company’s own press release on the company website stated the trucks were “army trucks”
and the supply was for the “Sudan Defence Ministry.” Dean and Dean stated that the press release was
“wholly inaccurate.”

4 http://www.ashokleyland.com/images/downloads/presentations/annualreport9900.pdf
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Yet, in the company’s own listing for the IDEX arms fair catalogue in 2005 the company says: “A pioneer
in the design, development and manufacture of special vehicles for the Armed Forces, the Company
supports the modernisation of the Indian Armed Forces by developing a host of modern special application
vehicles to address their special needs. These vehicles include Stallion (4x4),”

Ashok’s own promotional literature “What Drives the Armed Forces” lists the Stallion 4 x 4, it “plays
the role of the workhorse of the army.”

At the Dubai show, IDEX in 2005. the marketing manager of Ashok said: “We are now aggressively
looking at marketing our defence vehicles in the overseas markets, particularly Middle East and North
Africa.” And in a press statement dated 28 April 2005 from Ashok Leyland/Hinduja Group announcing
their annual report and share dividend, the statement reads, “Following the order received from Sudan for
its Stallion 4x4 army vehicles, the company is actively pursuing sales prospects in several African and Asian
countries.”

Photograph [not printed] with caption: RIDING HIGH: The Managing Director of Ashok Leyland, R
Seshasayee, and the Executive Director (Finance), K Sridharan, at a press conference in Chennai on
Thursday.

Dean and Dean replied to the BBC: “You say our clients market these Stallion trucks as a military vehicle.
So they do. That is not the point. It is simply a commercial truck which can well be used for military use.”

When the BBC solicitor further enquired into this Dean and Dean stated, “If a vehicle designed for
military use is adapted or fitted out for civilian use, it is not controlled goods. Note the comparison with the
Stallion truck, which was put into production for use by the Indian army, but which has been stripped of
all of its military features in the form in which it was destined for Sudan.”

The BBC then asked to see the specifications for the Stallion 4 x 4 intended for GIAD. Dean and Dean
stated, “No specifications were attached to the co-operation agreement nor were any specifications prepared
or exchanged with GIAD in connection with the proposed agreement.”

On 3 July Dean and Dean issued the first, of numerous, statements indicating they would seek an
injunction on the broadcast of the investigation. No injunction was ever sought though Dean and Dean did
negotiate an agreement with the BBC whereby the BBC would give the solicitors 48 hours notice of any
intention to broadcast the report and that the solicitors would get to see the report before it was broadcast.

Dean and Dean wrote “If the BBC chooses to ignore the truth of this matter, it could very well end as the
BBC’s most expensive mistake ever.” The threat of legal action was made on several occasions including a
letter to Mark Thompson and Michael Grade from Lord Temple Morris who wrote in his capacity as an
advisor to the Hinduja Group.

After several provisional broadcast dates Newsnight decided to broadcast the report on 20 October,
listing the story as appearing in that night’s edition in its pre broadcast email to viewers. The story was pulled
two hours from broadcast after a meeting with legal representatives of the Hinduja group.

The editor of Newsnight Mr Peter Barron explained his reason on the Newsnight website, after an article
appeared in the Spectator magazine by Andrew Gilligan detailing the decision to not show the report. Mr
Peter Barron said the decision not to broadcast the report was an editorial one, “The story we’d ended up
with would, I think, have been so complicated and qualified as to be impossible to tell meaningfully.” It is
hard to reconcile the truth of this statement with the fact that the BBC was hours away from broadcasting
the report and was not concerned with any editorial problems then. It is my belief that the BBC was
intimidated into cancelling the broadcast.

SECTION 3—CONCLUSIONS AND RECOMMENDATIONS

Regardless of the Hinduja’s legal response to the issues, the publicly available information (the initial
Ashok Leyland press release, report in Jane’s Defence Weekly and a simple cross check of the Ashok
Leyland website list of directors and UK Companies House) would indicate that the matter should have
been investigated by HMRC. To the author’s knowledge HMRC were not aware of the issue until
Newsnight approached them. It is important to assess HMIRC’s operational capacity in identifying potential
breeches and enforcing the law in this area. It is my understanding that the investigation team for the
“prohibitions and restrictions” unit at HMRC, whose remit covers child pornography to embargoed
destinations, has a full time staff of six. Given the complexity and apparent lack of investigations in this area
it would seem that the staffing levels in HMRC are simply insufficient to do the job required.

The initial press announcement of the deal took place at IDEX arms fair in Dubai 2005, attended by UK
government representatives, including DESO for example. The QSC should establish what formal remit
exists for reporting potential breeches of legislation by government representatives at these types of events and
how they can be made more effective. If none exist the government agencies involved should review this as a
matter of urgency.

0 http://www.hindu.com/2005/04/29/stories/2005042907691700.htm
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LRLIH and Mr Spare indicated that they were not aware of the law’s requirements. While the QSC has
considered in the past the need for outreach programmes by the DTI there are questions as to whether
HMRC should take a role in running information outreach programmes. The presence of HMRC at the
various international defence/police and security trade fairs might be an appropriate place to contact those
directly involved in the industry and raising awareness of the law.

If the original website press release is correct, in that the deal was for “army trucks” to the “Sudan Defence
Ministry” as Mr Anders Spare and Mr Dheeraj Hinduja have clearly stated an involvement then there is a
clear need for the HMRC to investigate. As although Mr Dheeraj Hinduja and Mr Anders Spare denied
any involvement or knowledge of the Sudan deal when formally approached by Newsnight, these denials
are hard to reconcile with their previous statements, like, “we were very closely involved in how that deal
was structured”.

The DTT issued the following statement to Newsnight: “All applications for trade licences are considered
on a case-by-case basis against the Consolidated EU and National Arms Export Licensing criteria, taking
into consideration the circumstances prevailing at the time and other announced Government policies.
Among the factors taken into account in assessing applications will be the destinations and parties involved,
the nature of the goods concerned, the risk of diversion, and the uses to which the goods could be put (as
well as the stated end use), and any other relevant information.

The UK enforces rigorously the EU arms embargo against Sudan. This is done by the scrupulous
consideration of export licence applications, the investigation of alleged breaches and through dialogue with
other states. The Government would only issue a licence for the supply of or trade in military equipment to
Sudan in line with the exemptions to the embargo, for example for humanitarian end-use.”

The destination and the factory’s links to the Sudanese government would present significant difficulties in
granting a licence, as even a humanitarian purpose for “army trucks” would demand a licence. The decision as
to whether or not the kit for Sudan would need a licence cannot be made solely on the basis of the type of
equipment being exported.

The contradictory statements made by Mr Dheeraj Hinduja and Mr Anders Spare relating to the Ashok/
Sudan deal raise significant doubts on the accuracy of their later statements, and indeed on the accuracy of
statements made by Dean and Dean on their behalf.

The Ashok website clearly says the Stallions are “army trucks” for the “Sudan Defence Ministry.”>!
Mr Anders Spare also indicates this is the case (Section 2, item 3, extract 2).

The MD of Ashok Mr Seshasayee, at a press conference to announce the company’s annual share
dividend, on 28 April 2005, was quoted as saying “Following the order received from Sudan for its Stallion
4x4 army vehicles, the company was actively pursuing sales prospects in several African and Asian
countries.”>?

This also quoted on the company’s website press release of the same day and appeared in the SSKI India
Research (stock market analysis of the firm also dated 28 April 2005).53

The claims that the Stallion 4 x 4 kits were not military vehicles were elaborated upon in a letter from
Dean and Dean (dated 22 July 2005) “This truck [Stallion 4 x 4] was subsequently specified for the Indian
Army and incorporated a significant number of features to meet the specific requirements of the Army. Our
clients have listed these features in the document attached to this letter. These features are not present in the
trucks destined for Sudan, which were not designed for any military purpose, but which were just a basic
set of truck components and aggregates, without the rear body, for local assembly.” The attached document
lists items that the Stallion 4 x 4 kits did not include:- black out lights, special cab storage requirements eg
rifle clips, roof hatch, radio Page suppression, twin fuel tanks, pintel type tow hook, palm couplings.
However, when Newsnight asked to see the specifications for the trucks attached to the GIAD agreement
they were told on the 26 August 2005 , that “no specifications were attached to the Co-operation Agreement
nor were any specifications prepared or exchanged with GIAD in connection with the proposed agreement.”
It is hard to reconcile the two statements, if there is no specifications how can the company know what is
and is not included?

The contradictions in the statements coming from Mr Anders Spare, Mr Dheeraj Hinduja, the companies
involved and Dean And Dean provide good reason for HMRC to investigate the deal. HMRC should conduct
a full investigation into the exact nature of the equipment being offered to Sudan and the role played by Mr
Anders Spare and Mr Dheeraj Hinduja in any deal.

3! http://www.ashokleyland.com/newsdisplay.jsp?newsid = 100&year = 2005&monthval=4 28 April 2005 [link originally
supplied by Mark Thomas].

52 http://www.hindu.com/2005/04/29/stories/2005042907691700.htm

33 Export growth could be a driver of volumes: ALL’s export performance has been quite strong in FY05. This included the Iraq
order of ~ 3,200 CVsin FYOS. The company has signed a US$10 million agreeement with GIAD Auto, to supply 100 Stallion
4 x 4 army trucks and 100 Falcon buses to the Sudan defence ministry.
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TRANSCRIPTS OF TELEPHONE CALLS AND SECRET FILMING

Item 1

Newsnight phoned Mr Cowsik in India, the export manager of Ashok and the signatory on the Ashok/
GIAD agreement. Posing as a potential client Newsnight asked if there was anyone in London who he could
talk to regarding the Sudan deal. Mr Cowsik named Mr Anders Spare who works for Sangam (a Hinduja
Group company based at New Zealand House, London). Newsnight phoned Mr Anders Spare on the same
day 25 May 2005 and asked him what he knew of the deal in Sudan, Anders Spare said:

AS : ... all the negotiations have taken place, and there is an order signed. We’re just waiting for
the letter of credit to arrive which is not a small issue in a country like Sudan. But all the technical
negotiations, there is nothing left, it’s just the money.

MT: Has Sangam been involved or just Ashok?

AS: No, this has been done directly by Ashok Leyland.
MT: But you know about the deal.

AS: We've been, let’s say, involved behind the scenes.
MT: So you’re completely across it?

AS: We are up to speed yes

MT: That’s great.

Later in the same conversation:

MT: I saw that the Hinduja Brothers are involved and this is the Hinduja company. Are they across
the deal as well, would they be able to meet the client because that would be quite an impressive
thing for the client?

AS: Well, erm, there are two ... the Hinduja family consists of four brothers which is of a
generation . . . let’ssay . . . between 60 and 65. And then they have four cousins of next generation
which is the third generation. In this case the people involved in the transportation business, which
is Ashok Leyland, that’s father and son, and they’re both located in London, so if they are
available of course we can arrange a meeting.

MT: Fantastic, what are their names, which are they?

AS: The name of the father is GP and the name of the son is Dheera;.

MT: Ok, that’s great, and they’re aware of the project?

AS: Yes, well at least Dheeraj is well aware, err yes, both are well aware of the project.
MT: So they’re involved . . . that’s great.

AS: Yes.

MT: And obviously if the client could meet them that would be great.

AS: Yes we’re totally committed to Sudan, no doubt.

Item 2

Following the first conversation Newsnight spoke to Mr Spare on a number of occasions, to further clarify
what Mr Spare meant by “involved behind the scenes” and to what extent others might be involved in the
Sudan deal. In the conversation of 2 June 2005 Mr Spare said:

AS: Er as it happens so that I have also personally been involved to some degree in supporting this
from here. But basically my function is to er... from a board level is to strategise with the
company. Er, normally we are not involved in the operation of the company. So it is the company
Ashok Leyland itself that will make the quotes, that will negotiate the prices and all that.

MT: OK great. So you are the person who knows everything at this end of it.
AS: Yes.
MT: That’s fantastic, so you are the person who got the strategy together at this end of it?

AS: Yes, I can take let’s say the political call for the company and er I can also have a decisive
influence on the company, how they behave.

Item 3

Following these conversations BBC Newsnight (posing again as potential clients, representing a charity
that needed Stallion 4 x 4 trucks for potential relief work in Sudan) then arranged to meet Mr Spare. The
meeting took place in a London Hotel on 8 June 2005 and was secretly filmed. The following are extracts
from the conversations that occurred in the hotel room.
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Extract One

MT: 1 know that Landrover Leyland, when we talked on the phone, you said you had been
involved, sort of behind the scenes on this dealing of . . . near Khartoum and I wonder if you might
just talk us through that.

AS: Yeah, well this was . . . we had been looking at Sudan for quite some time and this came in
connection with an exhibition in Delhi a couple of years ago, when we were approached by a
Sudanese party. As a matter of fact they were representatives of this company, GIAD, visiting
India because there were government discussions between Sudan and India about financial
assistance.

MT: Right.

AS: And from there it went on and I remember very well a visit made by the transport minister to
our plant in (INDISTINCT) just outside Bangalore, it was a Sunday, because I was there the day
after, I didn’t meet him, but I was there the day after because they were all charmed by him. And
we established a very good contact between the company and this transport minister, also the
management, the President of the company . . . is run like an ordinary company.

MT: Right.

AS: ... President and managing director. Also the Sudanese ambassador in Delhi was involved
actively. We had some competitors involved also, but for some reason, they picked us. I think the
reason was they had a close look at the vehicle and found that this is the right vehicle, it’s not too
high and not too low, it’s right . . . well they can afford it . . . it’s a useful vehicle and it would serve
their purpose.

MT: Landrover Leyland were involved across that deal with Ashok?

AS: Well, we were . . . fundamentally this company Ashok Leyland is operating on its own. I mean
thisis...err... fully fledged company, they have an export department as they call it, doing all
this. But we are always trying to help out from my side, I am on the board of Ashok Leyland
and ... especially when it comes to creating relations and maintaining relations, sometimes
London is a very good place to be.

Extract Two

When asked if it was possible to order trucks from the GIAD factory in Sudan Mr Anders Spare replied:

AS: T suppose so, I suppose so. This is for the army [the current Sudan deal] and I’'m absolutely
convinced that this is not one for true army purposes, this is more for civilian purposes [the
Newsnight proposed deal].

Extract Three
MT: And . . . how involved was Dheeraj in this?
AS: Oh he is very much involved, I mean we . . . we’re dealing with the company everyday.
MT: So he knows the factory, he knows the deals . . .
AS: He knows everything.

Extract Four

MT: Have yourself and the UK end, do you need licences to be doing this?
RN:(one of the Newsnight team) Yeah, I suppose . . .

AS: We are not the seller, the seller would be Ashok Leyland . . .

MT: Right okay. Okay.

RN: So that’s India, right.

AS: So, basically maybe this is not needed. That is my guess . . . If it’snot us . . . a UK company
sending them, there’s no requirement for a licence, I would guess, I don’t know.
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Item 4

The following is an extract from a phone call with Dheeraj Hinduja from 9 June 2005.

Item 5

MT: Have you been actively involved in that North Sudan factory?
DH: No.
MT: Right OK but you know the deal though

DH: Yes of course but our management really deals with this and from our family side we don’t
really get involved on the day to day affairs. But where there is an intervention needed we’re
always there.

MT: OK so it would be fair to say that you have an overview to it.
DH: Sure of course

MT: I suppose that that would mean, basically what the client wants to know is can we come to
you if something goes wrong, that is what it is all about.

DH: Of course, you have my number, I’'m always available, never a problem. You contact me
directly. From our family side we look after the activities of Ashok Leyland and are very much
approachable.

MT: OK that is great. Were you involved in the strategy end of it, of how Ashok became involved
in it, not the day to day running?

DH: Oh of course of course, initially whenever we develop new markets and new customers we
try and identify those for Ashok Leyland and we were very closely involved in how that deal was
structured.

The following extracts are from that conversation on the 23 June 2005—after formally contacting
Mr Spare as BBC Newsnight.

Extract One

MT: So no one from the British end of the Hinduja Group has been involved in this Sudanese deal
at all.

AS: No.
MT: No-one at all?

AS: As a matter of fact, I am not aware of the deal at all except from press information. But I
haven’t verified whether that was true or not.

Extract Two

AS: Ashok Leyland is a perfectly autonomous company. Quoted on the . . . A quoted company in
India and has a complete set of management to run the operations and the business. If you want
some information about their business, that’s where you should. . . then you should talk to them.

MT: So you are not a director, you have not had any dealings with the deal for Sudan . . .
AS: No.

MT: You only know about it through the press.

AS: Yes, erm well . . .

MT: You have had no involvement through it what so ever?

AS: No, No.

MT: Erm

AS: Well, involvement? Well as far as I know from the press releases I have seen it is not a done
deal. But I am just guessing.

MT: So you don’t know for sure whether it is a done deal or not.

AS: From the press release it seems to be a negotiation that has been going on, but I would . . . I
mean Sudan how many deals are being done in Sudan? I don’t know of any.

MT: But you do know Ashok Leyland are doing a deal there.
AS: No.

January 2006
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Further memorandum from Mark Thomas

REPORT TO THE QUADRIPARTITE COMMITTEE ON TORTURE EQUIPMENT, BROKERAGE AND ENFORCEMENT

INTRODUCTION

Mark Thomas has covered issues relating to the defence industry in the New Statesman magazine and
Channel 4 television. He has received various awards for his work including from The United Nations
International Services Association and a commendation from Amnesty International. He was a co-founder
and director of the Ilisu Dam Campaign.

Since November 2004 Mark has investigated torture equipment in the press. During that time he has
reported on five companies (in under a year) that have offered electro shock equipment from the UK.

This despite a ban on the sale of leg irons and electro shock weapons from the UK, (though they remain
licensable). Article 3 of the Trade in Goods (Control) Order 2003, “which came into force on 1 May 2004,
a person may not, without having obtained a licence issued on behalf of the Secretary of State for Trade and
Industry, directly or indirectly supply or deliver; agree to supply or deliver, or; do any act calculated to
promote the supply or delivery, of “restricted goods”, where that person has reason to believe his actions
may result in the goods being supplied from one third country to another third country (extraterritorial
controls)—these controls apply whether or not the act calculated to promote their trade is in return for a
fee or consideration. Restricted goods include electric shock batons and leg irons, which are specifically
controlled under PL5001g of Schedule 1 to the Export of Goods, Transfer of Technology and Provision of
Technical Assistance (Control) Order 2003.”—DTTI Press Office 2005.

It is understood that the definition of “any act calculated to promote the supply and delivery, of
“restricted goods” would include any advertising of restricted goods.

This report examines these cases, details how they were uncovered and suggests effective steps, which
might be taken to enforce the law. If these most obvious breaches are not picked up and enforced properly
it raises questions about all controlled and restricted goods.

All case studies are supported with back up material.

THE COMPANIES

TLT International, a UK company, offered to broker electro shock batons from Korea to Zimbabwe and
revealed they were negotiating to supply electro shock weapons to Nigeria.

TAR Ideal Concepts Ltd, an Israeli company, offered electro shock weapons and leg irons whilst
exhibiting at the Defence Systems and Equipment International (DSEI) fair in September 2005.

Global Armour, a South African company offered electro shock weapons in their company brochure at
the same event.

Imperial Armour, a South African company offered to provide stun weapons and set about negotiating
a deal from the fair.

Army-Technology.com, a website run by SPG Media a UK company, offered introductions to Chinese
and Korean arms manufacturers who advertised their stun batons through the Army Tech website in the
UK.

[Photograph offered by Imperial Armour: not printed.]

Case Study One—TLT International

In November 2004 the website of UK company TLT International offered stun batons and stun guns for
sale. The company is based at the home address of its MD Mr Tony Lee.

The website included pictures and a short description of the weapons.

Posing as a potential buyer I enquired via the website if I could be put in contact with someone regarding
the potential purchase of stun batons. Mr Lee replied on the 1 of December indicating I should deal with
him.

On the 2 December 2004 Mr Lee quoted a price for the weapons.
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Mr Lee’s Quote 2 December 2004
“I thank you for your above referenced enquiry and have pleasure in submitting our offer as
follows:
Stun Baton 18” w/ring belt clip. 300KV
Power Source: Two 9 Volt Alkaline Battery or N.c. Rechargeable Battery
Power Emit: 300,000 Volt Output
Electrodes Distance: 20mm
DIMENSION : 18" 1.57+
OPTION : HOLSTER
Packing : Per Unit in a carton box. 30 pcs G.W 15.60kgs
Price term: Fob S.Korea US$29.10 each Q’ty 500 Total Fob S.Korea US$14,550.00
Warranty: 1 year
Delivery: within two weeks after receipt of payment
Payment terms: T/T advanced (sic) 30% with order the balance just before shipment

I would very much like to secure your order. Should, you have any questions regarding price,
delivery or anything else please do not hesiate (sic) to contact me.

Best regards
Tony Lee”

On 3 December I told Mr Lee the final destination was Zimbabwe, Mr Lee said this was “no problem”,
explaining that the stun batons would be transported from Korea and would be manufactured by Hanseung
Electronics Inc.

On the 6 December Mr Lee confided that he had given a sole sale agreement to a company in Nigeria and
that he was hoping to get a big order in from Nigeria soon. He later revealed that he had travelled with
Nigerian senators to Korea to visit the factory in May and June of 2004.

He further stated that this make of stun baton had been sold to USA, France, Japan, Egypt, the
Philippines, Indonesia, Thailand and Vietnam.

Mr Lee provided promotional material and provided a personal bank account number in Korea into
which I was to pay the money for the deal.

He explained the money was to be paid into a personal bank account in Korea and the contracts would
be done directly with the Korean company. He later claimed that he did not know that by offering to broker
stun weapons his actions could fall within the scope of the UK law.

All e-mail correspondence and transcripts of phone conversations were handed to HMRC in April 2005.
HMRC asked the author if he could prepare a list of people present at the phone recordings and meetings
with Mr Lee and whether I would be willing to give evidence if the matter came to court. I have had no
contact with HMRC on this matter since then.

Mr Lee has since changed the name of the company to ITNCON Ltd.

Case Study Two

I gained legitimate access to the DSEI arms fair 2005 and was issued with a media pass for the event.

1. TAR Ideal Concepts Ltd

TAR Ideal Concepts Ltd of Ma’avar Yabok St, Tel-Aviv Israel. A check of the company website prior
to their exhibiting at DSEI showed that they sold electro shock weapons.

Stun gun offered by TAR Ideal Concepts Ltd from their website.
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On visiting the DSEI arms fair on the 14 September 2005 the author picked up various publicly displayed
and available brochures from the company stall.

The company literature includes pictures, descriptions and model numbers for a stun gun, stun baton and
leg cuffs. Stun batons were offered in two other of the company’s glossy A4 brochures on display.

The author was accompanied by a “minder”/escort provided by the DSEI fair organizers. The author
showed the brochure to the escort and explained that the electro shock batons were illegal. The escort (a
former officer in the army and MD of a PR company working for the fair) took a brochure and said he would
report this to the fair organisers who would take the appropriate action. This does not appear to have
occurred as 24 hours later the company was still distributing the brochures.

The author phoned the TAR Ideal Concepts Ltd representative at DSEI, Mr Michael Simon
(international marketing) who offered to discuss selling the batons at the fair the next day (16 September)
and offered the author a CD ROM demonstrating the new range of liquid spray electro shock weapons, The
Viper, on the 15 September 2005.

I informed HMRC on 15 September that electro shock weapons were being offered at the stall and
informed the Guardian newspaper, which ran the story the following day.

According to the DSEI organisers PR contact, TAR Ideal Concepts Ltd was excluded from the DSEI fair
on the Friday morning, 16 September.

TAR Ideal Concepts Ltd have subsequently claimed that the DSEI organisers had seen and approved of
their brochures.

2. Imperial Armour

Imperial Armour Pty Ltd , PO box 29231 Maytime, 3624, Durban, Kwazulu Natal, South Africa. The
company’s website showed they dealt in stun weapons.

Prior to the DSEI I posed as a client and asked for a quote for electro shock batons. The company
provided prices and specifications on the 12 September 2005.

Although Imperial Armour did not advertise stun weapons in their brochures at DSEI, in e-mails and
phone conversations they expressed a willingness to meet at DSEI and discuss the potential purchase. So
even when restricted items were not on public display at the UK arms fair, DSEI, restricted weapons were
still available “under the counter.”

3. Global Armour

Global Armour SA (Pty) Ltd , PO Box 10605, Ashwood, 3605, KZN, South Africa. Global Armour
offered stun weapons in their brochure, describing them as: “Shock activated by self-return trigger. High
voltage, but non-lethal. Visible shock sparks act as added deterrent. Supplied with plug-in charging facility.
Rechargeable battery and plug in charger available as an option. Available in three different lengths: 410
mm (16.1 in), 575 mm (22.6 in), 700 mm (27.6 in).”

According to the DSEI PR staff the Global Armour stall was shut down and they were excluded from the
fair on Friday morning, 16 September.

Case Study Three

Army Technology. Again exhibited at the DSEI arms fair and gave demonstrations of how to use the
search facilities on their website.

www.army-technology.com is a website owned by SPG Media Group PLC—a UK based company. The
website hosts advertising for defence manufacturers, including the Chinese company Huajin. The Huajin
adverts included stun batons. If someone browsing the Army Tech site wishes to contact a company
advertised on the site, an on line enquiry form is provided by Army Tech. The enquiry is sent via Army Tech,
(SPG Media staff at DSEI informed the author that SPG Media staff vet all enquiries) who then forward
the enquiry on to the relevant company. The author made an enquiry via Army Tech to Huajin regarding
stun batons. The Army Tech website mailed confirmation that the request had been forwarded on 2
September. Huajin then contacted the author directly enquiring into the availability of various types of stun
batons required.
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The company was again contacted via Germany (using the nom de guerre of Malcolm Wicks) with an
enquiry about stun batons. Again this message to the Chinese company Huajin was forwarded by Army
Tech. The Minister Malcolm Wicks was informed that his namesake had made enquiries via a UK website
for electro shock weapons.

When Army Tech’s links to Huajin and stun batons was drawn to the DTT’s attention, their press office
said “advertising activities in the UK (or by UK Nationals anywhere in the world) that promote the
movement of restricted goods where the person doing that act has reason to believe his actions may result
in the removal of those restricted goods from one third country to another third country would require a
UK trade licence.” It is understood that the DTI contacted HMRC regarding the site.

Army Tech took down the pictures of the stun batons on the Huajin advert on or around the 31 October
2005. The company admitted that the pictures had been taken down after HMRC had made contact with
them and advised them of the law.

It should also be noted that a licence would be required for any supply of controlled goods that has taken
place, from one third country to another third country, that originated from the Army Tech website, in their
role as advertiser and intermediary.

CONCLUSIONS AND RECOMMENDATIONS

1. In most cases the companies claimed to be unaware of the law. This could in part be due to companies
like TLT International not operating as police and security equipment specialists but as a “general store”.
However, a company like SPG Media is firmly based in the defence industry, exhibiting at DSEI and
specifically acting as a directory for arms companies. An assessment into the effectiveness of the DTI and its
partners outreach programmes is required. In the specific case of SPG Media it would seem appropriate that
an investigation into the company’s role in establishing contacts between third country buyers and sellers of
controlled goods be undertaken.

2. Though it is understood that the organisers of DSEI do inform exhibitors of their obligations under
the law, information is either being ignored or ineffective. An examination of the measures taken by
Spearhead (the organisers of DSEI) to inform exhibitors of the law and ways of improving these measures would
seem appropriate.

3. There were efforts made at DSEI to ensure that exhibitors of Unmanned Airbourne Vehicles (UAV’s),
also restricted goods, had the licences required by law to exhibit. This effort does not appear to have been
made in relation to electro shock or leg irons. Present at the DSEI arms fair were, DTT staff, an on site duty
officer from HMRC, MoD staff and police officers, it is worth noting that none of these people found electro
shock weapons being offered (at least not until they were informed of the presence of companies offering
the weapons by the author). If the law is to be enforced effectively some form of pro active policing of the event
needs to take place, it would appear that the relevant authority would be HMRC, who should address the
apparent lack of enforcement at the event as a matter of urgency.

4. Tt is important to establish what action HMRC and the DSEI organisers took regarding the two
companies excluded from DSEI. It is recommended that the QSC [Quadripartite Select Committee] establish
what measures have and are being taken by HMRC and DSEI in relation to the companies Tar Ideal Concepts
Ltd, Global Armour and Imperial Armour.

5. The initial information that prompted investigating all of the case study examples was publicly
available information. It does not appear in these cases that HMRC made even the most basic enquiries. It
is my understanding that the restrictions and prohibitions unit, whose work covers everything from child
pornography to electro shock, has a full time staff of six. Though it is also understood that there is a pool
of officers around the country who can be called on to assist in investigations. These officers however, do
not work in this area full time. It is vitally important for the QSC to ascertain what monitoring of the defence
industry takes place by HMRC, including the monitoring of arms fairs like DSEI. The QSC should assess the
staffing levels and budgets of HMRC working on restricted and controlled goods as a matter of urgency.

6. It is recommended that the QSC establish what action HMRC took in regard to SPG Media. Further to
that HMRC should investigate any deals which have occurred as a result of the advertising for both restricted
and controlled goods. It is also recommended the QSC establish the status of any investigation being made into
TLT International and to ascertain what actions have or could be taken in this case. It is neither an effective
nor appropriate way to enforce the law by either ignoring or “ticking off” those who transgress it. This appears
to be the only courses of action that HMRC has taken to date on this matter.
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7. The most effective forms of arms controls have to be developed with the EU, to that end the QSC should
establish what efforts are being made by HMG to see all EU Member States comply with the EU Council
Common Position 2003 requiring all Member States to introduce brokerage legislation. The QSC should also
establish from HMG what efforts are being made to support and encourage the introduction of the EU Council
Regulation regarding the export of torture equipment across the EU.

January 2006

Memorandum from Amnesty International UK

IMPLEMENTATION OF EC TORTURE REGULATION IN THE UK

Further to the quadripartite evidence session with NGOs on 31 January 2006, Amnesty International
would like to submit to the committee, an adapted copy of its submission to the DTI Informal Consultation
on the EC torture regulation.

BACKGROUND

In 2005, the Department for Trade and Industry initiated an Informal Consultation on Amending the
Export of Goods, Transfer of Technology and Provision of Technical Assistance (Control) Order (“the
Order”) to implement provisions of Council Regulation (EC) No 1236/2005) concerning trade in goods
which could be used for capital punishment, torture or other cruel, inhuman or degrading treatment or
punishment (“the Regulation™).>* The regulation, and any resultant changes to UK legislation are due to
come into force on 30 July 2006.

1. Introduction

Amnesty International welcomes the introduction of the EC Trade Regulation and also recognises the
active leadership that the UK government has shown during the formation of the Regulation. However,
Amnesty International has concerns regarding the possible outcomes if the suggestions contained within the
“Informal Consultation” document are implemented.

This submission has three substantive sections which examine i) Amnesty International’s concerns with
the proposals contained in the DTI “Informal Consultation” document; ii) goods not currently controlled
within either Schedule 1 of the Export of Goods, Transfer of Technology and Provision of Technical Assistance
( Control) Order 2003 or Annexes II or III of the EC Trade regulation that may be used for cruel, inhuman
or degrading treatment, torture or other ill-treatment; and iii) Amnesty International’s wider concerns with
the EC Trade Regulation.

For purposes of brevity this submission will refer to the DTI consultation document as the “Informal
Consultation” and to the “EC Trade Regulation” and currently banned equipment such as stun guns, shock
batons, leg irons, leg cuffs etc as “torture equipment”.

Overall recommendations. The UK government should:

— Ensure that when introducing provisions to meet its obligations contained in the EC Trade
Regulation, that it does not weaken the existing controls on the “acquisition, purchase, possession,
manufacture, sale and transfer”>® and brokering of “torture equipment”.

— Provide an explanation of the proposed changes in a statement to parliament and ensure that any
new categories are clearly reported in the Quarterly and Annual reports on Strategic Export
Controls.

— Work with the other EU member states to urgently seek progress to introduce effective
brokering controls.

— Retain the PL5001c5 descriptions within the UK national controls and encourage the European
Commission and EU member states to include this equipment description in Annex III of the
Trade Regulation.

—  Work with other EU Member states to introduce a wider range of MSP (military, security, police)
equipment into the EC Trade Regulation control mechanism including “wolf sticks”, sjamboks,
specially designed hanging ropes and “interrogation equipment”.

> www.dti.gov.uk/export.control/notices/2005/notice1805.htm
35 http://www.dti.gov.uk/export.control/pdfs/militarylist20040501.pdf
36 Hansard 28 July 1997: Column 66.
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2. Theintroduction of the Council Regulation (EC) No 1236/2005 of 27 June 2005 “concerning trade in certain
goods which could be used for capital punishment, torture or other cruel, inhuman or degrading treatment or
punishment’

On 3 October 2001, the European Parliament adopted a Resolution® urging the Commission to:

“act swiftly to bring forward an appropriate Community instrument banning the promotion, trade
and export of police and security equipment whose use is inherently cruel, inhuman or degrading”

and to ensure that this Community instrument would:

“suspend the transfer of police and security equipment whose medical effects are not fully known
and of such equipment where its use in practice has revealed a substantial risk of abuse or
unwarranted injury.”

In December 2002, the European Commission (EC) proposed a Council Trade Regulation (COM(2002)
770) to control, and in some cases prohibit, equipment that has been used for torture and cruel, inhuman
and degrading treatment.

The drafting of the Trade Regulation made slow progress and it was not until a Working Party on Trade
Questions on the 12 May 2005, that all delegations® and the Commission agreed with a compromise
proposal submitted by the then Luxembourg Presidency.

The Trade Regulation was then ratified by all EU member states, and will come into operation on 30 July
2006. The Trade Regulation requires all member states to:

(a) ban the trade in goods which “have no practical use other than for the purpose of capital
punishment” or “for the purpose of torture and other cruel, inhuman or degrading treatment or
punishment” (Annex II); and

(b) introduce EC wide export controls on a limited range of goods that “could be used for the purpose
of torture or other cruel, inhuman or degrading treatment or punishment” (Annex III).

Amnesty International welcomes the introduction of the EC Trade Regulation and also recognises the
active leadership that the UK government has shown during the formation of the Regulation.

However, Amnesty International has concerns regarding the possible outcomes if some of the suggestions
outlined within the “Informal Consultation” document are implemented.

3. Amnesty International concerns with proposals contained in the DTI “Informal Consultation” document

The EC Trade Regulation specifically states that Member States can adopt, or maintain stricter
prohibitions on specific goods than that contained in the Trade Regulation itself. Article 7 of the Regulation
states that:

“Notwithstanding the provision in Article 5 and 6. a Member State may adopt or maintain a
prohibition on the export and import of leg irons, gang chains and portable electric shock devices.”

Given that Member States are explicitly authorised to maintain stricter prohibitions than contained in
the EC Trade Regulation, Amnesty International urges the UK government to ensure that the strict export
controls introduced in July 1997 and brokering controls implemented in April 2004 are retained.

(a) UK extra-territorial controls on the brokering of “torture equipment”

A DTI briefing document, dated 12 September 2005, entitled “details of the new EC Trade Regulation
on products used for capital punishment and torture”® states that:

“The UK is considering adopting the national options as follows:
Maintaining a national ban, to all destinations, on the export of leg irons gang-chains and portable
electric shock devices;

Maintaining a national export licensing requirement, to all destinations, for handcuffs which have
an overall dimension, measured from outside edge of one cuff to the outside edge of another cuff,
exceeding 240mm and up to 280mm.”

Amnesty International is concerned that the UK government is only “considering” adopting these
options—which have been the stated policy of the Labour Government since July 1997. Amnesty
International would urge the UK government to maintain the “national ban, to all destinations, on the
export of leg irons, gang-chains and portable electric shock devices.”

37 Available at http://europa.eu.int/eur-lex/lex/Lex UriServ/site/en/0j/2005/1—200/1—20020050730en00010019.pdf
8 OJ C 87E, 11.4.2002, p 136.

% 1t was reported that the Danish, French, Polish and United Kingdom delegations have entered Parliamentary scrutiny
reservations, which are expected to be lifted before the Council meeting during which the Regulation will be formally adopted.

0 http://www.dti.gov.uk/export.control/notices/2005/notice1405.htm
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The Informal Consultation contains a section entitled “Removal of national control where goods
controlled by the Regulation” which states that:

“the Regulation will, from 30 July 2006, control the export from the Community of a number of
goods which are currently controlled at a national level under the Order. Therefore it will be
necessary to amend the Order to remove the following entries from Schedule 1.%!

Electric shock belts PL5001¢3
Leg-irons, gang-chains, shackles and individual cuffs or shackle =~ PL5001cl, 2,4 and 5
bracelets

Portable devices designed or modified for the purpose of riot PL5001g
control or self protectionby the administration of an electric

shock

Portable anti-riot devices for administering an incapacitating PL5001d.”
substance

In preparation for this submission, Amnesty International has raised a number of concerns with DTI
officials. Firstly, that if these rating categories are removed from Schedule 1 the UK government will, as the
legislation currently stands, lose the ability to implement the extra-territoriality controls on the brokering
of such equipment, by British citizens outside the UK and all persons within the UK.

DTI officials have informed Amnesty International that the department was aware of this problem and
that the Trade in Goods (Control) Order 2003 and Trade in Controlled Goods (Embargoed destinations)
Order 20049 legislation would need to be amended to enable the brokering controls on such equipment to
remain operational.

However, as the government has yet to publish details of these changes, Amnesty International remains
concerned that the introduction of the EC Trade Regulation will see the weakening of the UK’s current
extra-territorial prohibitions on the brokering, by UK citizens, of “torture equipment”.

Recommendation: Amnesty International calls on the UK Government to ensure that when introducing
provisions to meet its obligations contained in the EC Trade Regulation, that it does not weaken the existing
controls on the “acquisition, purchase, possession, manufacture, sale and transfer”’® and brokering of
“torture equipment”.

(b) Export controls on “Individual cuffs having an internal perimeter dimension exceeding 165mm when the
ratchet is engaged at the last notch entering the locking mechanism and shackles made therewith”

Amnesty International is also concerned that if the government implements the recommendations
contained in the Informal Consultation document that the UK will lose the export controls on “oversized”
handcuffs or components for such “oversized” or “jumbo” handcuffs.

The EC Trade Regulation only contains the following description for goods contained within the heading:
“1.2. Leg-irons, gang-chains, shackles and individual cuffs or shackle bracelets

Note: This item does not control ‘ordinary handcuffs’. Ordinary handcuffs are handcuffs which
have an overall dimension including chain, measured from the outer edge of one cuff to the outer
edge of the other cuff, between 150 and 280 mm when locked and have not been modified to cause
physical pain or suffering.

The EC Trade Regulation text does not include the more detailed description that is currently contained
in the PL5001c5 category which controls the licensing of:

“Individual cuffs having an internal perimeter dimension exceeding 165mm when the ratchet is
engaged at the last notch entering the locking mechanism and shackles made therewith.”

Neither the Informal Consultation document nor the 12 September 2005, DTT briefing document [details
of the new EC Trade Regulation on products used for capital punishment and torture]® have mentioned
that this control text will be added to the “Trade Control” legislation.

Unless the more descriptive text, currently contained within PL5001c5, is maintained the statement made
by the Foreign and Commonwealth Office minister on 11 October 2005, will cease to be the case.

“Dr. Howells: All export licence applications for over-sized handcuffs are assessed on a case by
case basis against the consolidated EU and National Arms Export Licensing Criteria. The UK
Government does not allow the export of over-sized handcuffs where they might be used as part
of leg-irons or shackles. We are fully committed to this policy and to the rigorous and transparent

ol http://www.dti.gov.uk/export.control/pdfs/controllist20040930.pdf
2 http://www.opsi.gov.uk/si/si2003/20032765.htm

93 http://www.opsi.gov.uk/si/si2004/20040318.htm

% Hansard 28 July 1997: Column 66.

5 http://www.dti.gov.uk/export.control/notices/2005/notice1405.htm
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implementation of our export controls. European Union member states have adopted a Council
Regulation (EC) No 1236/2005 (0.J.L200, 30.7.2005), which will enter into force on 30 July 2006,
concerning the trade in goods which could be used for capital punishment, torture or other cruel,
inhuman or degrading treatment or punishment. This regulation includes provisions governing the
transfer of handcuffs. The regulation is consistent with the UK’s current policy on the export of over-
sized handcuffs.”%

Amnesty International has serious concerns that by implementing the suggestions contained in the
Informal Consultation document that the government will weaken UK export controls to the less effective
controls contained in the EC Trade Regulation.

Recommendation: The UK government should ensure that the stricter controls, as currently contained in
PL5001 c5, are maintained and should urge other EU Member States to support the introduction of such
controls into the EC Trade Regulation.

(c) Reporting to Parliament

Even if the PL5001 categories that are suggested for removal from Schedule 1 are added to the list of
restricted goods categories in the “Trade Control” legislation, Amnesty International has concerns
regarding how the government will provide information of export licence applications authorised (or
refused) for such equipment to Parliament and for the Annual (or Quarterly) reports on Strategic Export
Controls.

Recommendation: The government should provide an explanation of the proposed changes in a statement
to parliament and ensure that any new categories are clearly reported in the Quarterly and Annual reports
on Strategic Export Controls.

4. Goods not currently controlled within either Schedule 1 or Annexes II or III of the EC Trade Regulation
that may be used for cruel, inhuman or degrading treatment, torture or other ill-treatment

Amnesty International has raised concerns with both the UK government and the European Commission
regarding MSP (military, security, police) equipment that may be used for cruel, inhuman or degrading,
torture or other ill-treatment, but which are not currently controlled under the UK’s Schedule 1 or will not
be subject to export control when the EC Trade Regulation comes into operation.

The following examples provide details of some of the equipment that Amnesty International believes
should be controlled by the EC Trade Regulation. However, Amnesty International has also documented
cases of torture and ill-treatment that have been carried out using a wide range of common implements such
as pliers, crowbars and electric cables.

Amnesty International recognises that extending export controls to such commonly available products
would be impractical but believes that the UK government should:

— Ensure that NGOs working to combat torture and cruel, inhuman and degrading (CID) treatment
can submit evidence to the agencies responsible for implementing the EC Trade Regulation when
they have documented patterns of use of new types of equipment being used for torture and CID.

— Consider the introduction of a “catch-all” clause for a wider range of equipment where the final
end-user has been documented as using torture or other cruel, inhuman or degrading treatment.

(a) Stun batons and guns that are designed to operate below the 10,000 volt criteria included in the EC Trade
Regulation

The existing Schedule 1 category PL5001g states that export controls exist on:

“Portable devices designed or modified for the purpose of riot control or self protection by the
administration of an electric shock”

This category does not indicate any voltage or current level. Instead it provides a broader description of
the function of an electro-shock device.

The EC Trade Regulation contains the following descriptive text in relation to the electric-shock devices
that must be controlled:

“2.1. Portable electric shock devices, including but not limited to, electric shock batons, electric
shock shields, stun guns and electric shock dart guns having a no-load voltage exceeding 10,000
V.”

Thus the export controls will not apply to any electro-shock devices or stun weapons that have a “no-load
voltage” below 10,000 volts.

% Hansard, 11 October 2005. Handcuffs (Exports).
Mr Hunt: To ask the Secretary of State for Foreign and Commonwealth Affairs what his Department’s policy is on the export
of over-sized handcuffs; to which countries over-sized handcuffs are not allowed to be exported; for what reasons; and if he
will make a statement.[15515]
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Amnesty International is concerned that if the UK government removes the PL5001.g category and
replaces it with the more restricted definition contained in the EC Trade Regulation that some electro-shock
devices will cease to be controlled. There are a range of electro-shock devices that have been designed to
operate at a voltage level below 10,000 volts.

The photograph below [not printed] shows a PRO-TEC Personal Protector which is described as having
an operating voltage of 400V. The current UK controls would catch such devices the EC Trade Regulation
controls will not.

Photo caption: PRO-TEC Personal Protector (PT-07). High current electrical shock! The PRO-TEC
Personal Protector provides you round-the-clock protection anytime, anywhere. It provides fast and
powerful protection. When activated, it releases a strong electric current—400V/76 A—in 0.01 seconds. It
comes with two Smm electric pins which can penetrate through clothing and deliver a sharp current of energy
to stun burglars or wild animals, thereby giving users an opportunity to escape. Takes only 0.5 seconds to
recharge and it is ready for use again. PT-07 PRO-TEC Personal Protector $28.00. Source: Company
website. Copyright (unknown).%’

(b) Portable electric shock devices, including but not limited to, electric shock batons, electric shock shields,
stun guns and electric shock dart guns having a no-load voltage exceeding 10,000v

The Informal Consultation document states that:

“Further consideration will also need to be given on whether to maintain a national control on the
export to all destinations of electric shock dart guns having a no-load voltage exceeding 10,000v
or below.”

Amnesty International recognises that there may be some circumstances where export licences may be
required. For example, the return under warranty, of broken or faulty Tasers in use by the UK police
firearms officers, to the manufacturer in the USA. Apart from such exceptional circumstance, Amnesty
International would urge the UK government to maintain the national controls on the export to “all
destinations”.

(c) Handcuffs as components for Belly chains.

Neither Schedule 1 nor Annex III of the EC Trade Regulation require export controls on “ordinary
handcuffs”. Amnesty International remains concerned that without effective export controls on such goods,
handcuffs can be exported from the UK, and other EU Member States, for incorporation into metal
restraints that would not be authorised for direct export.

For example, the American company, Discount Handcuff Warehouse advertises the “Hiatts Model
7000FR Belly Chain With Handcuffs Linked” and claims that the:

“Belly chain with two permanently attached model 2010 HIATTS handcuffs, linked together,
positioned in front. Adjustable chain, 30 inches to 58 inches. “When extra security is paramount,
Hiatt-Thompson chainwork is the answer for your security needs.” Nickel plated to resist rust.
Made in the USA. 30 ounces.”%?

Photograph [not printed] with caption: Discount Handcuff Warehouse advertises the “Hiatts Model
7000FR Belly Chain With Handcuffs Linked”. Source: Discount Handcuff Warehouse (USA). Copyright:
Unknown.

According to the company, the Model 2010 handcuffs are manufactured in the UK by Hiatt & Co Ltd
in Birmingham.® As these handcuffs are classed as “ordinary handcuffs” licence approval is not required
for exports, to any destination. Because there is no requirement for export licence applications, the UK
government does not currently exercise any control over the incorporation of these “ordinary handcuffs”
into “belly chains” or other such shackle restraints, and any subsequent re-export from the US to any
country or countries under current EU embargo.

The photograph below [not printed] was taken in Guantanamo Bay on 23 August 2004 and shows a range
of restraints including “ordinary handcuffs” attached to a range of shackle chains or belly chains.

Photo caption: Leg irons and hand cuffs hang on a board at Camp Delta at Guantanamo Naval Base 23
August, 2004 in Guantanamo, Cuba. On 24 August, preliminary hearings will begin for four suspected Al
Qaeda associates charged by the US with war crimes as they appear before a commission of five military
officers. (Photo by Mark Wilson/Getty Images). Source: Getty Images.

67 www.ssainvestigations.com/products/other7.html
% www.handcuffwarehouse.com/hiatmod70bell.html
9 http://www.hiatts.com/stancuffuk.pdf
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On 9 September 2005, the Guardian newspaper reported a demonstration outside Hiatt & Co Ltd facilities
in Birmingham. The article reported how some of the “cuffs” used at Guantdnamo, which bind hands with
a restraining device strapped around the body, bore the name Hiatt and the words “Made in England”.
According to Moazzam Begg, a former Guantanamo detainee:

“When I was in Guantanamo Bay, one of the things I pointed out to my lawyer was how it was
ironic that these shackles were made in England, just like me and him. It was very bizarre. Those
shackles would often cut into my arms and legs and make me bleed. It was those very same shackles
I saw being used by American soldiers in Bagram airbase to hang a prisoner from the ceiling. It
said 'Made in England’ on there too. If these cuffs are used to shackle people up to the tops of
ceilings or cages and then [those people are] beaten, it calls into question what those shackles are
actually being used for.”

Mr Begg described how the handcuffs were attached to a “three-piece suit” and how:

“A pair of handcuffs was attached to a waist chain which was in turn attached to another chain
which led from the waist to the ankle and was then attached to a leg iron.””°

Amnesty International remains concerned that the lack of export controls on “ordinary handcuffs” within
both UK controls and the EC Trade Regulation will mean that handcuffs manufactured in Britain, or other
EU countries, will continue to be incorporated into “belly chains” or other restraints.

(d) Wall cuffs

The photographs below [not printed] show a single handcuff linked by chain to a bolt type fixing which
fixes straight into a wall. Neither current UK controls, nor the EC Trade Regulation will require export
authorisation for such goods.

Photo caption: Wall Handcuff. BKS-1 Prikol single handcuff.”" Source. NPO (Russia). Copyright:
Unknown.

Photo caption: Wall cuff supplied from Polish company Eltraf to school students taking part in After School
Arms Club, Dispatches programme broadcast on Channel 4, 3 April 2006. Copyright: Robin Ballantyne,
Omega Research Foundation.

(e) “Steel Sting sticks” or “wolf sticks”

The photographs below [not printed] show one of the spiked batons, described by the manufacturer as a
“Steel stings stick” and a photograph taken of the use of a “nailed baton” by anti-riot police in Tibet in 1999.

Photo caption: This nailed baton is used by anti-riot police in Lhasa (picture brought back by a westerner,
on 1 October 1999, 50th birthday of PRC).” Copyright: Unknown.

Photo caption: Steel sting stick or wolf stick supplied by Chinese company to school students taking part
in After School Arms Club, Dispatches programme broadcast on Channel 4, 3 April 2006. Copyright: Robin
Ballantyne, Omega Research Foundation.

A February 2002, account from Falun Gong members, details how Chinese police officers threatened to
use such equipment at Wanyaoshan Detention Centre.

“Policewoman Fan saw one of the practitioners lying on the ground motionless, so she kicked her
brutally and said, “Get up! Don’t play dead. If you don’t get up now, I'll use the spiked baton to
beat you to death.””3

The photograph [not printed] shows such a baton that according to a Falun Gong website is one of the
torture instruments used in China’s prisons and forced labor camps to inflict excruciating pain on Falun
Gong practitioners. Source: Falun Gong website.” Copyright: Unknown.

In September 2003, the UN Special Rapporteur on Torture informed the Government that he had
received information on the following individual cases including the following case from Nepal where the
police allegedly lathi-charged a demonstration and:

“a number of people were reportedly injured, including Ramesh Sharma, who was allegedly
repeatedly beaten by the police with an iron-spiked stick. According to the information received,
he was taken to Tribhuwan University Teaching Hospital for treatment, but lost one eye as a result
of the beating.””

0 http://www.guardian.co.uk/uk—news/story/0,,1565807,00.html 9 September 2005.

7 www.npo-sm.ru/equip/specl.html

2 www.tibet.fr/last—news.htm

73 Barbaric Acts of Policewomen at Wanyaoshan Detention Centre. Criminal Actions of Policewomen at the Wanyaoshu

Detention Centre in Panzhihua City By Falun Dafa Practitioners in China. http://www.clearharmony.net/articles/200202/
3345.html
74 Torture Instruments Used to Inflict Pain on Falun Gong Practitioners in Prisons and Labor Camps in China (Photos). By a

Practitioner in Jilin City, Jilin Province. Posting date: 9/27/2004Original article date: 9/27/2004. Category: Eyewitness
Accounts. http://clearwisdom.net/emh/articles/2004/9/27/52843.html

75 http://notorture.ahrchk.net/doc/mainfile.php/torture-detention/48/
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The 1979 UN Code of Conduct for Law Enforcement Officials states that police officers and others may
use force “only when strictly necessary and to the extent required for the performance of their duty”. It is
difficult to see how such “spiked” or “nailed” batons would meet this requirement.

Amnesty International is concerned that the current UK export controls do not appear to have any
control on the export of such “straight” spiked batons or truncheons and the EC Trade Regulation Annexes
do not mention such goods.

Recommendation: The UK government should introduce export controls on the such “police” or
“security” equipment, and work with all EU Member States to ensure that such goods are added to the EC
Trade Regulation annexes.

(f) Sjamboks

The current UK export controls do not appear to have any control on the export of sjamboks and the EC
Trade Regulation Annexes do not mention such goods.

According to the US supplier, Elite Tactical Sources Inc (USA):

“In Africa, the Sjambok is a cattle prod, a whip, a riding crop and a means of self-protection. Its
considerable reach, lighting speed and devastating impact have also built it quite a reputation as
a sure defense against deadly snakes. And since the Sjambok is swung like a rod, not cracked like
a bull whip, its weight, speed and flexibility does all the work and little physical strength is required
Cold Steel’s Sjamboks are made from precision molded black plastic. They are the same kind used
by the South African Police.”7¢

Photographs [not printed] with captions: Elite Tactical Sources Sjambok’” and Cold Steel 95SMB Black
Sjambok.”

The sjambok was infamous for its use during the Apartheid era in South Africa however, Amnesty
International’s “Policing to protect human rights” report, published in 2002, provides examples of how
sjamboks continue to used to inflict ill-treatment and torture.

The report provides details of how sjamboks are used in Namibia and Zambia.

— In February 2000, a 25-year-old farmer, Kamungwe Ngondo, was arrested by paramilitary police
in northern Namibia for failing to present an identity document on request. He was held at the
paramilitary police base for two weeks and allegedly sjambokked (whipped) repeatedly.

— Oscar Luphalezwi, a former senior policeman with more than 24 years’ experience, Namibia. He
has over 50 scars on his neck and back from the sjamboks (whips) that were used to beat him
following his arrest in August 1999.

— Detainees show signs of severe beatings, Zambia, November 2000. Four suspects were brought
before a Magistrate’s Court in Lusaka to face charges of aggravated robbery and had visible marks
of beatings on their bodies. They said they had been repeatedly beaten with sjamboks (whips) while
held without charge in police custody for two weeks.

— Danistan Chisanga, aged 25, one of 11 detainees reportedly assaulted by police officers and
members of a community vigilante group, Zambia, January 2001. Accused of murder and
aggravated robbery, Danistan Chisanga said officers took turns to beat them using sjamboks
(whips), electric cable and batons.”

Recommendation: That the UK government introduce export controls on such “police” equipment and
to work with all EU Member States to ensure that such controls are added to the EC Trade Regulation.

(g) Interrogation equipment

The EC Trade Regulation does not have any reference to specially designed “Interrogation equipment”.
When companies claiming to act on behalf of foreign governments are requesting equipment described as
“interrogation foot heaters” the lack of controls on the provision of such equipment raises serious concerns.

In October 2004, a Bangladesh import/export agent posted a request on a tender website stating that they
were looking for “Intelligence/Security Equipment for Police”. Amongst the equipment required were the
following:

76 litetacticalsources.com/Cold_Steel_Specialty Weapons.htm
7 http://elitetacticalsources.com/Cold_Steel_Specialty Weapons.htm
8 www.knifegallery.co.kr/shopping/shop_product.asp?mode = style&style = New

7 Amnesty International. 2002. Policing to protect human rights: A survey of police practice in countries of the Southern
African Development Community, 1997-2002. http://web.amnesty.org/library/pdf/AFR030042002ENGLISH/$File/
AFR0300402.pdf
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17) Interrogation Face Light.

18) Interrogation Foot Heater (Digital Control)
19) Interrogation Chair with Accessories

20) Interrogation Hanger ( Remote Control).%

The tender specified that the Interrogation Foot Heater should be capable of reaching temperatures up
to 200 degrees Celsius.

In an earlier tender request the company had claimed to be:

“a government approved Indenting House of Bangladesh and act as Agent of Overseas
Companies.”8!

In December 2004, Bangladesh newspapers reported that:

“Reliable sources said the home ministry has also floated tender to purchase various interrogation
equipment like interrogation foot heaters (digitally controlled), interrogation hangers,
interrogation chairs, interrogation face lights, lethal electric shock batons, voice recorders, and
interrogation audio/video hidden evidence monitors.”#

Recommendation: That the UK government should work with other EU Member States to identify the
types of interrogation equipment that should be controlled within the EC Trade Regulation.

(h) Hanging Ropes

The EC Trade Regulation introduces a prohibition on the export of most types of death penalty
equipment. However, despite representations from Amnesty International the Regulation does not
introduce export controls for “specially designed hanging ropes” Some Member States apparently argued
that it would be impossible to introduce such controls as this would catch the whole range of “ordinary”
ropes.

Little is written about the subject but it is clear that there is a market for specially designed hanging ropes.

In August 2004, a newspaper article identified that Central Jail at Buxar, a district town 100 km from
Patna, India was “probably the only place in the country where the hanging rope is made” and that the
prison made three types of rope—tent rope, handcuff rope and hanging rope. The hanging rope is a “special
Manilla rope which is supplied to other states on requisition for Rs 182 a kilo (about six ft)” and uses the
“J-34 variety of cotton for making hanging rope.”®

In June 1999, the Daily Record reported how, when three men were hung in Trinidad & Tobago that:

“They were hanged using rope specially imported from Britain and the death sentences were carried
out so far apart because each victim had to be left dangling for an hour to make sure they were
dead”.3* [Emphasis added].

In Sri Lanka, appeals for the resumption of executions increased during 2000, amid a rise in crime in the
country.® In November 2000 the government finally announced that it would be putting into practice the
decision to execute taken in 1999, but nobody was executed. In 2003 the Sri Lankan parliament debated
reintroducing executions, but no vote was taken. In September 2003 the Interior Minister assured a
delegation of European parliamentarians that the government had no plans to resume executions.

Against this background Amnesty International was very concerned to find that in February 2001 a Sri
Lanka company had sent a request for “Noose (rope) to be used in the gallows” to an EU-based tenders
website. 8¢

It is not known which, if any, European company responded to this request but it is clear that there are
several countries attempting to purchase ropes specifically designed for use in executions.

80 www.postoffer.net:8088/mardetail.aspx?Offerid = 758 14&offertype =b 5/10/2004: Buy Intelligence / Security Equipment.
Message: We are looking for— Intelligence/Security Equipment for Police.

81 www.trade-engine.com/Message/Lead.asp?Type = 0&Page = 1&Code = 2001 &EID = 0000171868&ID = 0005102170
24/10/2004

82 http://thedailystar.net/2004/12/08/d4120801022.htm 8 December 2004. Hi-tech gadgets, training on way to upgrade Rab.

83 Asia Africa Intelligence Wire, August 22, 2004. Hanging rope comes for Rs 182 a kilogram.

8 Daily Record, June 5, 1999. THREE MURDERERS GO TO THE GALLOWS AS A FINAL PLEA FOR MERCY IS
REJECTED.

85 Amnesty International, The Death Penalty worldwide: Developments in 2000, May 2001, (AI Index: ACT 50/001/2001)

86 www.ecurope.com 27/2/2001: Offer to Buy.
Subject Heading: [LK]: Noose (rope) to be used in the gallows. Category: Security & Protection Products. Preferred Region:
Worldwide.
Trade Lead Message: A supplier or a manufacturer of Noose (Rope) to be used in the . . .
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5. Amnesty International’s wider concerns with the EC Trade Regulation which the UK government should
raise with the European Commission and other EU member states.

Whilst, the announcement of the EC Trade Regulation was welcomed by human rights organisations the
Regulation contains several weaknesses, which continue to raise concerns. These include:

(a) Brokering by persons, based within the EU, where goods do not enter EU territory

The EC Trade Regulation does not control the brokering of “torture equipment”. The EC argued that
the Trade Regulation does not have the legal competency to control such activities. This means that it
remains legal for companies and brokers within the EU to arrange, or facilitate, the trafficking and
brokering of such “torture equipment” from manufacturers outside the EU to destinations where torture
with such devices is commonly reported.

Amnesty International has serious concerns regarding the “loopholes” that this omission leaves within
European Union controls on the trade in “torture equipment”.

One suggestion to control such brokering activity is that “torture equipment” could be added to the
controls that will be introduced by means of the EU Common Position on Brokering.

Recommendation: Amnesty International calls on the UK government to work with the other EU member
states to urgently seek progress to introduce effective brokering controls.

(b) Intra-EU transfers

The EC Trade Regulation does not control Intra-EU transfers of such equipment. The Commission has
argued that all EU Member States have legislation banning torture and cruel, inhuman & degrading
treatment. However, there have been incidents of torture and ill-treatment using electro-shock batons within
EU member state countries and concerns remain that unscrupulous dealers will exploit any differences in
how EU Member States implement the Trade Regulation.

In March 2004, Amnesty International raised concerns over the ill-treatment of Roma citizens by police
officers in Eastern Slovakia. Amnesty reported how:

“In the course of the day, police officers reportedly indiscriminately entered Romani homes
without presenting search warrants or having other appropriate legal grounds for such actions.
They reportedly beat with truncheons, prodded with electric batons, kicked and otherwise
physically assaulted men, women and children, irrespective of their age or physical and/or mental
condition. Some of the officers reportedly addressed racist insults to the victims.”¥” [Emphasis
added]

Amnesty International has also documented ill-treatment using “electric shocks” within other EU
Member states including:

Greece: In its 2003 Annual Report, Amnesty International reported that: “In August, Yannis
Papakostas, a Greek military conscript who was detained for driving a motorcycle without a
licence, alleged that a plainclothes police officer at Aspropyrgos police station had subjected him
to electric shocks on his shoulders and genitals.”$®

As well as prospective EU member states such as:

Bulgaria: In 2004, Amnesty International reported that: “Officers reportedly punched and kicked
them, or beat them with cables or electric truncheons, to obtain confessions” and “ In March, two
Romani men (names withheld), gathering firewood in the forest near Lukovit, were stopped by
two police officers and several forest guards. One man was reportedly knocked unconscious with
a rifle butt, handcuffed, beaten, and prodded with an electric baton, while the second was made to
dig a pit as “a grave for the two of [them]”, then beaten, according to reports”.%

Amnesty International remains concerned at the cases of ill-treatment document using “electric shock”

devices within EU, or prospective EU, Member states.

Recommendation: that export controls, and reporting, on such equipment should be extended to cover
intra-EU trade.

87 ATl Index: EUR 72/002/2004 (Public). 8 March 2004. Amnesty International: Disturbances in Eastern Slovakia. News Service
No: 54.

8 http://web.amnesty.org/report2003/Gre-summary-eng
8 http://web.amnesty.org/report2004/bgr-summary-eng
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(c) Legirons

The final draft of the EC Trade Regulation had weakened the range of equipment both prohibited or
controlled. For example, the Trade Regulation has moved Leg “irons” from Annex II (prohibited) to Annex
III (controlled). This would appear to contradict the UN Minimum Standards as outlined on page 6 of the
Trade Regulation.

“As regards leg-irons, gang-chains and shackles and cuffs, it should be noted that Article 33 of the
United Nations Standard Minimum Rules for the Treatment of Prisoners disposes, that instruments
of restraint shall never be applied as a punishment. Furthermore, chains and irons shall not be used as
restraints.””°

Even though the EC Trade regulation acknowledges that “irons” should not be used as restraints the trade
in such goods will only be controlled not prohibited.

In addition, the definition of “larger cuffs” in Annex III of the Trade Regulation does not contain the
“internal perimeter” definition as currently contained in PL5001 c5.

“Individual cuffs having an internal perimeter dimension exceeding 165mm when the ratchet is
engaged at the last notch entering the locking mechanism and shackles made therewith.”

Therefore, presumably, such goods will not be subject to controlsunder the EC Trade Regulation. Amnesty
International has consistently, over the past 15 years, highlighted cases that have shown that without export
controls that contain explicit, and detailed, descriptions, that manufacturers and suppliers will sidestep
controls by exporting larger cuffs, without the chains, and the chains have then been attached in third
countries.

Recommendation: Amnesty International calls on the UK government to clarify whether the controls
contained in the EC Trade Regulation contradicts UK support for Article 33 of the United Nations Standard
Minimum Rules for the Treatment of Prisoners in relation to the use, and export, of leg irons or leg cuffs.

Recommendation: Amnesty International call on the UK government to retain the PL5001c.5 description
within the UK national controls and encourage the European Commission and EU member states to include
such extended descriptions in Annex III of the Trade Regulation.

(d) Transit

The EC Trade Regulation states that an export authorisation for goods listed in Annex ITI [Control list] will
not be required where:

“The goods only pass through the customs territory of the Community, that is those which are not
assigned a customs-approved treatment or use, other than the external transit procedure within
Article 91 of Regulation (EEC) No 2913/92 establishing the Community Customs Code, including
storage of non-community goods in a free zone of control type 1 or a free warehouse;”

Thus it would appear that no export authorisations, or controls, will be required—even if companies or
agencies, based outside the EU, that are known to trade in “torture equipment” are discovered to be sending
equipment “in-transit” through such facilities within the EC.

Amnesty International has previously raised concerns regarding the lack of controls on MSP (military,
security, police) equipment in transit through EU member states. For example:

“Violating EU Code Export Criteria—in contravention of several Criteria of the EU Code,
governments may allow arms to transit through their territory to end users to whom EU
governments would not normally allow arms to be transferred directly.””!

Given the current concern within EU member states about the rendition of foreign national through EC
airspace en-route to third countries where they are reportedly tortured orill-treated it seems a serious omission
that that such concerns have not been raised about the transit of “torture equipment” through EC facilities.

Amnesty International is also concerned that the lack of such controls may be in breach of EU Member
States obligations under the UN Convention Against Torture and Other Cruel, Inhuman or Degrading
Treatment or Punishment.

(e) Technical Assistance

The EC Trade Regulation doesn’t control technical assistance whereby person(s) supply such assistance
once they have travelled outside the EC territory. Such controls on person(s) are probably outside the
competency of the EC Trade Regulation powers and therefore Member States should examine how their
national legislation can meet their obligations to prevent such transfers.

March 2006

% COMER 53. 8885/05. Working Party on Trade Questions, 13 May 2005. Note 15. Page 6.
1 http://web.amnesty.org/library/pdf/ACT300032004ENGLISH/$File/ACT3000304.pdf Undermining Global Security,
Amnesty International 2004.
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Memorandum from the Government

SECTION A: UPDATES

1. What progress on arms control and proliferation has been made as a result of the UK holding the Presidency
of the G8 and EU during 2005? The Committees would be grateful if the Government included and dealt with
developments since 2004 in the following areas:

(a)

(b)

©

(d)

(©

®

)

the review of the EU Code of Conduct on Arms Exports and progress in the work of the COARM
Working Party;

The revised text of the EU Code of Conduct has been agreed at technical level. It has also been
agreed in principle that the revised text should be adopted as a Common Position under Article 18
of the Treaty of European Union. The Council has agreed that it will be adopted at an appropriate
juncture. But there is currently no consensus as to when this should be. This Common Position
would be legally binding on Member States, who would be obliged to ensure that their domestic
legislation conforms with the Common Position. The revised code is due to be known as “Common
Rules Governing the Control of Exports of Military Technology and Equipment”.

progress towards a common interpretation of the criterion eight (Sustainable Development);

Best Practice guidance for the interpretation of Criterion 8 was agreed at the first UK Presidency
COARM meeting, then adopted by the Council. This is now published in the User’s Guide.

review of criteria 2 (internal repression) and 7 (re-export), including involvement of NGOs and
expected date of publication of the outcome;

COARM under our Chairmanship established a drafting group to take forward work in parallel
on formulating Best Practice guidance for both Criterion 2 and Criterion 7. Civil society has been
invited to submit views and suggestions as part of the consultation process. It is hoped that this
new guidance can be agreed and published at the earliest opportunity.

the toolbox which COARM developed,; Has it been used and what were the results?

The final details of the “toolbox” of measures for countries emerging from a EU arms embargo
has not yet been finalised by Member States.

international export control regimes,

We used our Presidency to secure the support of EU members for proposals on action that MTCR
members can take to counter regional proliferation; and on a strategy to secure the admission into
the MTCR of the new EU Member States, including the candidate and acceding countries. We
also used our chairmanship of the Technical Experts’ Meeting and our role as co-chair of the
Information Exchange Meeting to drive forward the MTCR’s agenda in line with the EU WMD
Action Plan. We are also working with others to strengthen other regimes—Australia Group and
Nuclear Suppliers Group (NSG)—and encourage the voluntary adoption of the regimes control
lists by non-members. The Wassenaar Arrangement is covered in Question 4.

the proposed international arms trade treaty,

The Government has been actively pursuing the initiative for an international Arms Trade Treaty
during the UK’s Presidencies of the G8 and of the EU. At Gleneagles in July, Leaders of the G8
agreed that the “development of international standards in arms transfers... would be an
important step toward tackling the undesirable proliferation of conventional arms”. On 3 October
European Union Foreign Ministers added the EU’s voice to the growing support for an
international treaty to establish common standards for the global trade in conventional arms, and
called for the start of a formal negotiation process at the United Nations at the earliest
opportunity. The Committee may also wish to note that, on 27 November, Commonwealth Heads
of Government meeting in Malta added their support to calls for work on such a treaty to
commence in the UN. We are now working to generate further support for such a process among
international partners in order to build momentum towards our objective of beginning initial
discussions in the UN later in 2006.

applications of new EU Member States to join international export control regimes;

As EU Presidency, we spoke strongly in favour for the entry of the new EU Member States, the
acceding and candidate countries, to the MTCR. As they have all adopted the same export
controls as the EU MS which are already members of the MTCR, these countries would clearly
improve its effectiveness. Unfortunately, despite our strong arguments in favour we were not able
to secure their entry at the MTCR Plenary in September. We are however continuing to work with
EU colleagues in seeking to resolve this situation. We are also working with others to strengthen
other regimes—Australia Group and Nuclear Suppliers Group (NSG)—and encourage the
voluntary adoption of the regimes control lists by non-members.

Malta, Estonia, Lithuania and Latvia were all admitted as members of the Wassenaar
Arrangement on export controls for conventional arms and dual use goods and technologies.
Cyprus is the only EU Member State that is not currently a member of the Arrangement.
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(h) export of strategic goods and technologies to Libya,
The EU lifted the arms embargo against Libya in October 2004. All relevant export licence
applications for Libya are rigorously assessed on a case-by-case basis against the Consolidated EU
and National Export Licensing Criteria, taking account of the circumstances prevailing at the time
and other relevant announced Government policies.

(1) progress towards a Council Regulation on trade in equipment related to torture and capital
punishment;

The EU has adopted EC Regulation No 1236/2005 concerning trade in certain goods that could
be used for capital punishment, torture or other cruel, inhuman or degrading treatment or
punishment. The Regulation will come into force on 30 July 2006. It bans trade in certain goods
designed to restrain or execute human beings and introduces controls on the export of other items
that could be used for torture or cruel, inhuman or degrading treatment. The terms of the
Regulation will allow the UK to maintain our current prohibition on the export of leg-irons, gang
chains, and other items, and represents a strengthening of collective EU export control.

(G) the review of the EU Arms Embargo on China;

The Conclusions of the European Council in December 2004 asked the Luxembourg Presidency
to take forward the already well-advanced work to allow for a decision on lift of the Arms
Embargo. The Council recalled the importance of the criteria of the Code of Conduct, including
the provisions regarding human rights, stability and security in the region and the national security
of friendly and allied countries. The European Council underlined that the result of any decision
on the Embargo should not be an increase of arms exports from EU Member States to China,
either in quantitative or in qualitative terms.

The European Council in June recalled the Council Conclusions of December 2004. The review is
on-going. No date has been set for a decision. The political environment remains difficult since the
passing by China of the anti-secession law aimed at Taiwan in March. It has also become clear
that more needs to be done to consult with other international partners. We have initiated strategic
dialogues as part of this process and are working to develop these.

(k) progress on implementation of the EUs action plan for the implementation of the basic principles for
an EU strategy against proliferation of weapons of mass destruction of June 2003, and
The European Council agreed in December 2003 an EU Strategy Against the Proliferation of
Weapons of Mass Destruction, drawing on the Basic Principles agreed in June 2003. In the two
years since the EU adopted its “Strategy against the Proliferation of weapons of mass destruction”,
steady progress has been made on implementation. Non-proliferation clauses have been included
in a number of agreements with third countries (eg Syria, the 75 African, Caribbean and Pacific
ACP countries). An EU report was provided to the United Nations 1540 Committee in addition
to those submitted by Member States.

In line with our over-arching Presidency objectives, our focus has been on running an efficient
Presidency which helps to increase the effectiveness of EU efforts to counter WMD proliferation.
The EU has played a prominent and constructive role in the UNGA First Committee, the NSG
Consultative Group and the MTCR Plenary meeting among others. We have initiated and led an
internal debate to prepare EU ideas to strengthen the Biological and Toxin Weapons Convention
(BTWC) at its Review Conference in 2006.

The EU has provided further financial support to strengthen the IAEA and the OPCW, and hopes
to secure similar support by the end of our Presidency to assist the effective implementation of the
BTWC. We are drawing up plans with the Council Secretariat and Commission for work with a
wide range of third countries to enhance export control measures. We are also working with the
Council Secretariat, Commission and Member States to revise the list of priorities for
implementation of the EU WMD Strategy ahead of the European Council in December.

(1) progress towards a British waiver from the US ITAR Regulations.

The Ministry of Defence provided the House of Commons Defence Committee with a
memorandum on a UK waiver from the US International Traffic in Arms Regulations on 28
November 2005. A copy is provided for the Committee [not printed].

2. What impact has the war against terrorism had on the export licensing regime?

Government policy remains unchanged. All relevant export licence applications are rigorously assessed
on a case-by-case basis against the Consolidated EU and National Export Licensing Criteria, taking
account of circumstances prevailing at the time and other relevant announced Government policies.

3. What were the number of small arms and light weapons destroyed in 2004 and 2005 as a result of
programmes supported by the UK Government ®* What were the main countries of manufacture of these arms
and weapons?

92 UK Strategic Export Controls: Annual Report, Cm 6646, page 4.
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By the end of 2005, programmes funded directly by the UK Government are on track to destroy over
100,000 Small Arms and Light Weapons since 2004. This includes weapons destruction programmes in
Bosnia, Belarus, Ukraine, Mozambique and a range of other countries. Some of these projects are just
starting and the destruction of weapons over the next two years is expected to increase significantly. We have
also supplied weapons destruction equipment to South Africa and Jamaica. In addition we fund UNDP
Small Arms work with a focus on weapons destruction. It is not possible to provide a detailed breakdown
of the main countries of manufacture of all of these weapons, but indications are that most are former
Eastern bloc manufacture.

4. What assessment has the Government made of the effectiveness of the operation of the Wassenaar
Agreement in 2005? Are there any improvements which the Government is promoting?

The Plenary meeting of the Wassenaar Arrangement took place on 13-14 December 2005. The Plenary
meeting adopted decisions for 2005 based on the work that has taken place during the year. In order to keep
pace with advances in technology, market trends and international security developments, such as the threat
of terrorist acquisition of military and dual use goods, amendments were made to the control lists. The
amendments agreed by the Plenary this year included items of potential interest to terrorists such as jamming
equipment and unmanned aerial vehicles. The Plenary also decided to admit South Africa to the
Arrangement, the first African State to join the Arrangement, in addition to the five new members who had
been admitted earlier in the year. The Government is committed to an Arrangement that is open, global and
non-discriminatory. To this end, the admittance of Croatia, Estonia, Latvia, Lithuania, Malta and South
Africa in 2005 represents a strengthening of the Arrangement. These States have (and in the case of South
Africa, will) now adopt the Initial Elements and all previous Plenary decisions of the Arrangement.
Importantly, they will also become party to the exchanges of information within the Arrangement,
enhancing transparency.

5. The 2004 Annual Report on Strategic Export Controls states (page 5) that “progress was made on ways
to strengthen the [ Nuclear Suppliers Group ] Guidelines in relation to the transfer of sensitive enrichment and
reprocessing equipment”. What are the changes and have the guidelines now been strengthened?

The UK, as G8 Presidency, played a leading role in using the G8 to try and leverage changes to the Nuclear
Suppliers’ Group (NSG) Guidelines. Revised proposals were put forward to establish objective criteria that
a state must meet in order to receive transfers of sensitive nuclear technology, together with agreed factors
that suppliers should take into account before allowing such transfers to take place. But, because of
reservations on the part of a number of key suppliers, attempts to strengthen the guidelines were only
partially successful. We remain committed to taking this work forward.

6. What part has the UK played in the Zangger Committee (or NPT Exporters Committee) in 2005? What
progress has been made within the Zangger Committee on outreach to non-members? What other outreach has
taken place in 20052 What assessment has the Government made of the effectiveness of this work and of
additional outreach work that needs to be undertaken?

Dr Fritz Schmidt, the long standing Chairman of the Zangger Committee died in 2005. His death led
many participating Governments to question the continuing role of the Zangger Committee. No substantive
outreach or other work has been undertaken by the Committee this year. The UK in its role as Acting Chair
and Secretary has encouraged participating Governments to find a new Chairman and provide views on the
Committee’s future role. HMG has however made significant progress in bilateral Outreach. Notable
progress on key targets was made with South Africa, Libya and Malaysia. Our work has moved beyond
initial (inward and outward) visits towards more focused advice and training. But resources are a significant
constraint on work in this area. Coordination with other bilateral and multilateral Outreach programmes
therefore remains important. China, (working closely with the EU), India, and Ukraine are our key
priorities.

7. On 5 August 2005 the Government informed Mr Gapes, chairman of the Foreign Affairs Committee, that
it had amended its controls on the export of nuclear-related technology to, and scientific contacts with, India
and Pakistan. As a result of these changes what export licences have been granted and what contacts have been
allowed which under the previous policy would not have been allowed? Please supply details. If the export of
nuclear-related technology or scientific contacts for civilian purposes were to allow the recipient government to
divert resources form civilian to military nuclear development, would the UK Government consent to an
export licence?

The amendment to the UKs approach to controls on the export of nuclear related technology and
scientific contacts set out in the Government’s letter of 5 August 2005 relate to India only. Details can be
found at http://www.dti.gov.uk/export.control/notices/2005/notice1305.htm

There has been no change in our policy towards Pakistan.
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The policy change in respect of India came into effect on 10 August 2005. Two Export Licences have been
granted for items specifically controlled under the Nuclear Suppliers Group, one for a mass spectrometer
and the other for pipework; these would not have been issued under our previous policy. To date, we are
not aware that any additional scientific contacts have been made. As a nuclear-weapon State Party to the
Non-Proliferation Treaty we will continue to uphold our commitment to Article 1 of the Treaty.

8. The Committee would be grateful for information on strategic goods seized by HM Customs and Revenue,
in particular: (i) the number of cases since January 2005 that have been referred to specialist investigators, and
the type and quantity of goods involved; (ii) details (description, quantity, value and destination country) of
goods discovered by Compliance Officers to have been exported, or intended for export, without a valid licence;
and (iii) action taken against those responsible for export without a valid licence with information about
infringements, the identity of the exporters and any prosecutions relating to breaches of export controls
including identifying court references, the name of the judge and court, the identity of the defendant (if
disclosable ), the nature and details of the charges, the fine imposed, the type and quantity of goods involved and
the destination and end-user of the goods.

(1) Since 1 January, HMRC have seized the goods listed in the following table. In order not to prejudice
any current investigation, we have only given the number of items seized where an investigation is pending.

SEIZURE TABLE

No of No of

seizures  items Description Action

1. 8 Details withheld pending investigation. ~ Under investigation

2. 1 Slipring assembly to Israel. Licence held but not declared. Goods
restored.

3. 8 Rocker Arms Further enquiries being made

2 Insulator

4. 4 Details withheld pending investigation. ~ Under investigation

5. 1 Ships spares value £1,194 to Pakistan. Restored on payment of £525.

6. 1 Valve value £4,476 to Iran. Restored on payment of £480 and
production of licence.

7. 1 Rotor mast seal, value £32,274. Restored on payment of £1059.00 and
production of licence.

8. 8 Aluminium alloy bars value £13,340.00  Further enquiries being made.

to Pakistan.

9. 1 Details withheld pending investigation. ~ Under investigation.

10. 15 Protective clothing value £7,251. Goods restored without charge on
production of OIEL.

11. 1 Aircraft part value £980 to Jordan. Goods covered by OIEL but declared
under an OGEL that did not cover
destination. Restored without payment,
warning letter issued.

12. 1 Pressure switch (dual-use civil aircraft German based exporter. Goods seized.
part subject to UK control only) value Restoration will be considered on
£1,500 to Iran. production of licence.

13. 6 Motion controllers. Seizure later overturned following appeal

against rating on licensablility.

14. 31 Gun sights being sent to Japan for Satisfied goods covered by OGEL.
repair. Goods restored to exporter.

15. 8,632 Syntactic foam. Seizure later overturned when shaped

foam found not to be on the control list.

16. 2 Single foil manipulator. Awaiting licence decision.

17. 1 Flanged poppet check valves value Awaiting licence decision.
£4,456.

18. 43 Printed circuit boards value £3,396.22. Awaiting licence decision.

19. 1 Laser. Ratings advice later overturned and

goods returned to exporter.

20. 8 Air intake filter value £101,520. Further enquiries being made.

21. 1 Bolt action rifle and ammunition in Seized and returned to Sweden.

passenger’s baggage in transit Sweden to
Zimbabwe.
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Noof  Noof

seizures  items Description Action

22. 1 9mm semi automatic Beretta value £100 To be destroyed.
+ 68 rounds of ammunition and 2 clips
value £20 in passenger’s baggage in
transit to Sierra Leone.

23. 1 Rifle (unloaded) in transit passenger’s Seized and restored for return to US by
baggage. Registered Firearms Dealer.

24. 2 Sporting firearms in passenger’s baggage Will be restored for return to Belgium.
in transit Belgium to Harare.

25. 1 Walther ppk/s pistol 9mm value £70 and Released on production of licence for

cleaning kit in passenger’s baggage, being return to Switzerland.
transhipped Switzerland to Tanzania.
26. 1 Self loading pistol. Being followed up by US Immigration
and Customs Enforcement.
42 Ammunition/magazine in transit Accra
to Miami.

217. 4 Military firearms in transit to USA. To be released on production of both
original and new military orders.

Seizures of Small Arms and Light Weapons

(i) Of the seizures listed above, the number we judge to fall into the category of SALW are four items
under investigation, 31 gun sights, one bolt action rifle and ammunition, one 9MM semi automatic Beretta
plus 68 rounds of ammunition and two clips, one rifle (unloaded), sporting firearms, one Walther PPK/S
pistol 9MM plus cleaning kit, one Self loading pistol, plus 42 rounds of ammunition including magazine,
two M9 Beretta Self Loading Pistols plus four military firearms. Although these were all unlicensed exports,
all but the one case under investigation and the one case where an OGEL could have been used, involved
passengers in transit rather than UK exporters.

Number of Disruptions

(iii) In addition to the cases mentioned above, HMRC disrupted potential illicit activity in 28 separate
incidents. We have previously explained that the number of successful prosecutions gave an incomplete
picture of HMRC enforcement activity in strategic export cases, since much disruption activity takes place
“behind the scenes”. The Government believes that the public interest is better served by stopping illicit
exports before goods reach the place of export, rather than by allowing them to reach the port in the hope
of adding to HMRC’s seizure and prosecution statistics.

Referrals to Specialist Investigators

(iv) Seven cases have been referred to specialist investigators during this period: three from seizures listed
above and four from other sources. To release further information in relation to these cases could prejudice
any investigation and is therefore exempt from publication under section 30 of the Freedom of
Information Act.

Prosecution Action in 2005

(v) Saroosh Homayouni was convicted on 18 February 2005 of 12 specimen counts under section 68(2)
of the Customs and Excise Management Act of knowingly exporting aircraft parts to Iran in contravention
of an export prohibition or restriction in force. The committee is already aware that he was sentenced to 18
months imprisonment suspended for two years and banned from being a company director for 10 years.
Since reporting this information, the courts have made an asset forfeiture order for £69,980, which must be
paid by 24 December.

On 10 May 2005 at City of London Magistrates Court a director of Praetorian Associates pleaded guilty
to a charge under section 68(2) of the Customs and Excise Management Act of exporting body armour to
Pakistan in contravention of an export prohibition or restriction, and fined £2,500.

(vi) The following goods were discovered by DTI Compliance Officers to have been exported without a
valid licence.
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DTI COMPLIANCE REPORTS TABLE

Goods

Destination

HMRC Action

1 x Control Panel from FEPS Mobile Generator Sets
exported for exhibition under OGEL without prior MOD
approval.

Military aircraft parts.

France

USA, India and EU

Case with national
business manager.

Further information

destinations requested.
5 x Sporting shotguns exported after OIEL had expired. Cyprus Making further
enquiries.
2 x Sporting shotguns of higher calibre than allowed by
OIEL.
Military listed Gas Turbine Aero Engine exported under USA Referred for local
Export After Repair OGEL but unable to meet conditions. action.
Remotely Operated Vehicle, EOD Disruptors, Cyclops France Referred for local
RoV; EOD Disruptors and cartridges Canada Australia action.
and
France.
(60+ shipments between February 2003 and May 2005) Singapore Referred for local
Dual use flurocarbon seals value $1,056.11 action.
Exhaust Bellows for Armoured Vehicle. France Referred for local
action.
Unspecified Goods, two OIEL shipments consigned to Australia Awaiting further
destinations not covered by OIELs Switzerland information.

Aircraft parts ML10b, value £60,477

France, India,
Korea, Niger,

Warning letter
issued 4 April 2005.

South Africa,
Sweden, Australia,
Belgium, Spain,
Finland, Ireland,
Japan, Norway,
New Zealand,
Poland, Portugal,
Romania.

Spare parts value £182 for diesel engines. Canada Warning letter
issued 13 September

2005.

HMRC Action in this period on DTI Compliance Reports or Voluntary Disclosures prior to 1 January 2005

(vii) A further nine warning letters were sent by HMRC in this period: seven for irregularities found by
compliance officers prior to 1 January 2005 and two for irregularities disclosed to HMRC by exporters.

9. In addition, the Committee requests two estimates: (i) the amount of activity and percentage of total work/
activity, expressed in person days or similar, which HM CR used for the purposes of planning and budgeting in
200405 and 200506 to investigate and police the export and transhipment of controlled goods; and (ii) the
quantity of small arms and light weapons intended for illegal export seized by HM CR since January 2005.

HM Revenue and Customs’ controls on the export of controlled goods are undertaken by front line staff
who are multi-functional and are deployed flexibly on the basis of risk assessment and intelligence gathering.
They are supported by two central investigation and intelligence teams who provide intelligence to inform
computerised profiling, and targeting, and who conduct criminal investigations where appropriate. This
deployment allows HMRC to look into all significant allegations and intelligence in relation to breaches of
export controls.
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10. On 15 April 1999 the Government made a statement supporting the moratorium on the import, export and
manufacture of light weapons adopted by the Economic Community of West African States. The moratorium
applied to the import, export and manufacture of pistols, rifles, submachine guns, carbines, machine guns, anti-
tank missiles, mortars and howitzers up to a calibre of 85mm and ammunition and spare parts for the above.
The Government said that it would take the provisions of the moratorium and ECOWAS’s Code of Conduct
fully into account when assessing relevant export licence applications, would brief participating states to the
Wassenaar Arrangement on the moratorium and that the UK was also financially supporting the moratorium.
What is the Government’s assessment of the effectiveness of the moratorium, both as it applies to British
companies and internationally? How much support has the Government given to support the moratorium? What
steps has the Government taken to test the effectiveness of the moratorium? Have there been any breaches of
the moratorium?

The ECOWAS Moratorium on the Import, Export and Manufacture of Small Arms and Light Weapons
was an innovative and positive instrument when introduced. Responsible exporting countries such as the
UK took the Moratorium very seriously. However, over time weaknesses in the full region-wide
implementation, enforcement and co-ordination of the Moratorium have become apparent. We understand
there may have been breaches of the Moratorium and this and other issues has led the international
community recently to plan to convert the ECOWAS Moratorium into a legally binding regional ECOWAS
Convention by the end of 2005, with a view to an operational West African contribution to the 2006 review
conference on the United Nations Programme of Action.

The UK initially gave direct financial support and has funded a workshop on the regional operation at
which effectiveness was discussed. We continue to support the regional mechanism via the EU and UNDP.
We also support the UNDP ECOWAS Small Arms Programme (ECOSAP) directly through our
contributions to both the EC and UNDP’s thematic trust fund on crisis prevention and recovery. The
ECOSAP programme should help build the capacity of both the ECOWAS Secretariat and West African
governments to implement the moratorium/convention and to take other steps to reduce small arms
proliferation in the region.

11. What assessment has the Government made of the effectiveness of the controls on “trafficking and
brokering” of long-range missiles and torture equipment and goods to embargoed destinations? On what basis
would the Government be prepared to extend the items subject to these controls?

The Government has said that, consistent with regulatory best practice, it will review the controls three
years after their coming into force, ie during 2007. We are gradually accumulating experience of their
operation and it would be premature therefore to contemplate their extension or amendment. At this stage,
the Government is satisfied that the controls are working broadly as intended and have been manageable
for both industry and Government.

SECTION B: SPECIFIC LICENSING DECISIONS

The Committees need to see sufficient information about the Government’s licensing decisions to come to a
reasonable understanding of why the Government has granted or refused a licence in any particular case. This
should include an intelligible description of the goods, an indication of their value, the identity of the end user,
and the stated end use of the goods.

Where the Committees have requested information on a single licence application, it is open to the
Government to provide information on other licence applications to the same country as well, if the Government
would like to do so. A possible alternative to the past practice of laboriously compiling this information for the
Committees might be to provide the Committees in confidence with the relevant case documentation, such as
application forms and end-user undertakings.

The Responses to 1215 are provided to the Committee in Confidence. [not attached or included]

12. All revocations made in 2004 and 2005.

skskok

13. Incorporation SIELs issued during the second, third and fourth quarters of 2004 and the first two quarters
of 2005 for the following destinations ( countries which have not aligned themselves with the principles of the
EU Code of Conduct). Please also provide a description of the finished equipment in which the exports were
intended for incorporation, and on the eventual end users of this finished equipment, where this is known, and
on any end-use conditions attached to the export or use of the finished equipment.

(a) Australia,
(b) Brarzil,
(c) China,
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(d) Chile,
(e) India,
(f) Indonesia,
(g) Iraq,
(h) Israel,
(i) Japan,

(j) Malaysia,
(k) Pakistan,
(1) Russia,

(m) South Korea,
(n) Singapore,
(o) South Africa,
(p) Switzerland,

(q) Taiwan,
(r) Turkey,
(s) UAE,
(t) USA,

(u) Venezuela.

kkk

14. The Committees would be grateful for more information on the following licences issued during 2004. All
are SIELs, except where stated otherwise.

(v)
(w)
(x)
(y)

(z)
(aa)

(bb)

(cc)
(dd)
(ee)
)

(gg)
(hh)

(i)
(ij)

(kk)
(1)

(mm)

kkk

Australia: handcuffs (two licences April-June).
Belarus: all licences (including OIELs).
Congo (DRC): submachine guns (five licences April-June).

Cyprus: sniper rifles (20) plus the licences relating to components and maintenance
(July—September).

Egypt: handcuffs ( April-June).

Hong Kong SAR: handcuffs (January—March), (July—September) and ( October—December);
deuterium compounds ( April-June); heavy machine guns (10) ( April-June).

India: vacuum pumps (April-June and July—September); non ferrous alloys (six licences
January—March) (10 licences (April-June) (three licences July—September) (four licences
October—December ).

Indonesia: metal alloy in cylindrical forms (January—March, April-June, July—September).
Nepal: all licences granted.

Philippines: handcuffs ( April-June).

Saudi Arabia: heavy machine guns (220) and tear gas/riot control agents ( October—December ).
Singapore: OIEL No: seven gun silencers, components for gun silencers ( April-June).

Sri Lanka: heavy machine guns and maintenance equipment and heavy machine guns (13)
(July—September and October—December ).

Syria: armoured all wheel drive vehicles (January—March),; OIEL No two for armoured all wheel
drive vehicles (July—September); OIEL No 1 for armoured all wheel drive vehicles
( October—December ).

Turkey: OIEL No six armoured all wheel drive vehicles (July—September ).
Turkmenistan: OIEL No one armoured all wheel drive vehicles ( April-June ).

UAE: OIEL No nine general purpose machine guns, heavy machine guns ( April-June); OIEL No
12 armoured all wheel drive vehicles ( October—December ).

Uzbekistan: armoured personnel carriers (January—March); OIEL No one armoured all wheel
drive vehicles ( April-June).
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15. The Committees would be grateful for more information on the value of the goods and technology and the
end use of the items covered by the following trade control licences issued during 2004:

(nn) Democratic Republic of Congo to Zimbabwe—standard individual trade control licence
( October—December ).

(0o0) Kenya to Iran—standard individual trade control licence ( October—December ).
(pp) Bulgaria to UAE—six open individual trade control licences (July—September).
(qq) Romania to Qatar and UAE—six open individual trade control licences (July—September ).

(rr)  Serbia and Montenegro to Qatar and UAE—six open individual trade control licences
(July—September).

(ss) Turkey to DRC, CAR, Israel, Sierra Leone and Syria—five open individual trade control licences
(July—September).

Kkk

16. It appears that the bulk of individual trade control licences issued in 2004 were issued between July and
September 2004. Is this the case and, if it was, what, in the Government’s view, was the reason?

Timeframe Number of SITCLs issued ~ Number of OITCLs issued
May-June 2004 16 8
July-September 2004 29 28
October—-December 2004 24 4
January—March 2005 17 2
April-June 2005 27 2

The number of applications received by the Government will fluctuate depending on market demand and
activity. In fact, however, the numbers of SITCLs issued in 2004 and 2005 has been relatively steady. The
overall volume of OITCLs has also been consistent over the two years. The higher number in the
July-September 2004 period can probably be explained by the initial surge following the coming into force
of the main Trade Order in May 2004 as traders put in place licensing cover for the first time. This period
also covered the licences issued for the Farnborough International Airshow, held in July 2004.

17. Has the Government carried out any investigations into claims that Land Rovers or components of Land
Rovers, which are armour-plated and can be fitted with machine-gun hatches, were exported under licence to
Turkey, where they were assembled and from where they ended up at the disposal of the Uzbek authorities to
be used to suppress popular demonstrations this year? If it has, what were the results of the Government’s
investigations?

The Government understands this question to relate to allegations made in the media in mid-2005 that
military specification Land Rovers were used by the authorities in Andizhan, and that these vehicles were
made in Turkey under licence from the UK company Land Rover and contained UK components.

We understand that Land Rover sells flat-pack civilian Land Rover Defenders to the Turkish company
in question, which then assembles and rebadges them for onward sale under its own name, using its own
products and components, and according to designs for which that company holds the intellectual property
rights. It is the Government’s understanding that these are not Land Rover approved products and it is
therefore inaccurate to describe the company concerned as an overseas production facility for Land Rover.

Under the EC Dual-Use Regulation, Council Regulation (EC) No. 1334/2000, the UK has no power to
control the export of civilian specification Land Rovers. To the extent that the buyer in Turkey converts the
civilian vehicles using his own technology and without UK involvement, this is a matter for the Turkish
authorities as regards any export from there.

It is the Government’s understanding that the vehicles in question were supplied by the Turkish company
in question to the Turkish government who then gifted them to the Uzbek government. Furthermore,
although this has not been independently verified, the vehicles photographed in Andijan appear to be non-
military unarmoured vehicles, which would not therefore have been subject to export controls in any
scenario.

Were Land Rover to export components or technology of military specification there, this would require
a UK export licence. In addition, the Government controls the electronic transfer of dual-use technology,
and since 2004 also military technology, overseas, and the overseas trade in military equipment where any
part of the activity takes place in the UK (unless the goods being traded are “Restricted Goods” or are for
an Embargoed Destination, in which case full extraterritorial controls apply).
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18. Since January 2003 what has been the value of strategic exports, subject to licensing controls, to
Uzbekistan? In this period what assistance has the Government, including UKTI trade services, given to
encourage exports of goods subject to licence to Uzbekistan? Since May 2005 what investigations has the
Government made of the alleged use by the Uzbek authorities of goods and technology subject to licence
(including components exported from the UK to a third country ) to suppress popular demonstrations in Andijan
and other cities? As a result of these developments has the Government changed its policy on the licensing of
strategic exports to Uzbekistan or has it changed its view on the applicability of criterion 2 (risk of use for
internal repression) to exports to Uzbekistan?

The 2003 Annual Report states that no exports of military equipment were made to Uzbekistan in that
year, while the 2004 Annual Report states military equipment to a value of £100,000 was exported to
Uzbekistan in that year (the table of the value of exports does not identify those countries with goods
identified with a value of less than £0.01 million).

A full range of commercial services was previously available to UK companies wishing to export to
Uzbekistan from commercial staff located in the British Embassy in Tashkent. These services were
withdrawn in April 2005. However, political support and lobbying by HM Ambassador in Tashkent, in
support of UK companies’ interests, remains available.

HMG takes its commitments to human rights very seriously. Respect for Human Rights is an integral
part of HMG’s export control policy. Indeed, Criterion 2 is specifically concerned with human rights and
provides that HMG “will not issue an export licence if there is a clear risk that the proposed export might
be used for internal repression”.

All applications are assessed on a case by case basis against the consolidated EU and National Arms
Export Licensing Criteria and other announced policies in light of the circumstances prevailing at the time
of the application.

Summaries of the goods licensed for export to Uzbekistan are contained in the Quarterly Reports on
Strategic Export Controls, published on the DTI/ECO and FCO websites. All licences were issued following
assessment that they were consistent with the Consolidated Criteria.

On 14 November 2005 EU sanctions against Uzbekistan came into force. These measures include an arms
embargo and a ban on exports of equipment that may be used for internal repression. Following the events
in Andijan, all existing licences for arms exports to Uzbekistan were reviewed by HMG, but none were
revoked.

As from 2 December 2005, Uzbekistan was added to the list of excluded destinations in Schedule 2 to the
following licences:

— Open General Trade Control Licence (OGTCL).

— OGEL: Access Overseas to Technology for Military Goods: Individual Use Only.
— OGEL: Historic Military Goods.

— OGEL: Military Goods For Demonstration to Governments.

— OGEL: Military Goods: Export for Repair/Replacement under Warranty.

— OGEL: Military Goods: UK Forces Deployed in Non-Embargoed Destinations.

— A link to the full announcement is here
http://www2.dti.gov.uk/export.control/notices/2005/notice2005.htm

19. Dealer to dealer OIEL: How old does a gun have to be before it is described as “vintage”?

The term “vintage gun” relates to guns manufactured prior to 1897 (this date was identified following a
risk analysis by MOD:; it is the year in which something approaching an “automatic” action was added to
a UK rifle).

20. Where the dealer to dealer OIEL provides for the export of rifles, are there any restrictions on the types
of rifles that can be exported? Does the licence, for example, cover assault rifles?

Dealer-to-Dealer OIELs authorise the export of firearms and related ammunition between registered UK
firearms dealers and registered firearms dealers in EU Member States.
A Dealer-to-Dealer OIEL does not, however, permit the export of:
— Sniper rifles and specially designed components therefore;

— any weapons that have been designed or modified for military use and specially designed
components therefore;

— silencers and specially designed components therefore;

— more than one sight per exported weapons or any weapons sights that contain any form of
electronic enhancement (whether or not exported with a weapon);
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— ammunition with penetrating, explosive or incendiary projectiles, and the projectiles for such
ammunition;

— pistols and revolver ammunition with expanding projectiles and projectiles for such ammunition;
—  CS (ortho-chlorobenzylmalononitrile) ammunition; or
— weapons described in Category B, item 6 for non-civilian use.

Assault rifles therefore are not permitted for export under the Dealer-to-Dealer OIEL as they are designed
for military use, and they are likely to have fully automatic firing capabilities.

SECTION C: EXPORT CONTROL ORGANISATION

The Quadripartite Committee is inviting the Minister of State with responsibility for the Export Control
Organisation to give evidence in January. In order to prepare for the evidence session and as part of its task in
scrutinising strategic export controls the Committee would be grateful for information on the following matters.

21. Please supply the Committee with a short summary explaining the structure of the Export Control
Organisation, how it operates and setting out its targets for 2005-06 and 2006-07.

EXPORT CONTROL ORGANISATION

DIRECTOR - Glyn Williams

1) Licensing Casework Group: 2) Business Process and Change Group: | | 3) Policy and Business Relations Group:
a Licensing Units a Business Information Systems Unit a General Policy Unit
b Enforcement Unit b Business Development Unit b Customer Service and Compliance Unit
¢ Technical Assessment Unit 79 staff ¢ International Policy Unit 13 staff 23 staff

Tasks

ECO’s core functions are:

— processing export licence applications made under the Export Control Act 2002, ratings requests,
and Customs pagers requests;

— maintaining the domestic legislative framework including OGELSs;

— participating in export control policy-making in the UK and in international fora, eg the
international regimes and the EU;

— carrying out exporter awareness and compliance functions;
— participating in HMG’s counter-proliferation machinery;
— contributing to international outreach programmes;

— maintaining the export licence denials databases;

— compiling data for the Annual Report;

— responding to Parliamentary and media inquiries; and

— maintaining its databases and website.

Objectives

ECO’s key objectives are to run the export licensing regime effectively (ie licensing decisions accurately
reflect Government policy, exporters aware and compliant) and efficiently (applications are processed
promptly, good information available to users). This twin aim of promoting export control policy objectives
and providing a good service to exporters is reflected in the joint export licensing community Mission
Statement “promoting global security through strategic export controls, facilitating responsible exports”.

Strategy

DTT’s overall vision is “creating the conditions for business success and helping the UK respond to the
challenge of globalisation”. ECO contributes to this in the following ways:

— providing a prompt and reliable service to exporters;
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— promoting global security will create the conditions for global economic prosperity which is in the
interests of UK plc;

— an effective domestic and international regulatory framework for strategic exports will promote
confidence in the legitimacy of defence and dual-use exports, which is in the UK’s commercial
interest;

— a secure control regime in the UK will make it easier for UK suppliers to obtain the sensitive
foreign technologies they need; and

— collaboration with overseas export licensing authorities, e.g. through the EU and the Framework
Agreement, will facilitate multinational commercial projects, thus helping the UK respond to the
challenge of globalisation.

More specifically, ECO’s recent strategy has been to promote efficiency through joined-up working with
OGDs via the Jewel project and a closer relationship with exporter representatives; and to make the
framework of controls as effective and transparent as possible through the changes introduced by the Export
Control Act. The strategy has been successful in delivering improved performance against efficiency targets
(exceeded in 2003 and 2004, on target in 2005), together with a continuing high level of effectiveness (no
serious mistakes and an extended scope of control).

In addition to improving the quality of its outputs, ECO has also been focussing on its inputs, in order
to be able to reduce its headcount in line with efficiency review targets. Its strategy for improving efficiency
is to streamline business processes wherever possible (consistent with risk); to improve the skills and
deployability of its staff through enhanced training; and to improve the quality of applications from
exporters, and to reduce nugatory inquiries, by providing better guidance and training for exporters; to
improve information management within ECO so as to be able to better identify and target exporters in
need of assistance, tailor licence products to suit exporters’ needs, understand better the factors affecting
performance so we can deploy resources accordingly and ensure we are not duplicating effort.

Targets

ECO has a range of performance targets. These are incorporated into the DTI Business Plan, specifically
into objective delivery plan 12, on Nuclear Safety and Security and Export Control. ECO owns sub-
objective 1, which is to process export licence applications promptly and accurately. The sub-objective entry
including the targets are set out below:

(a) Timeliness: performance against the following key targets:
—  HMG to process 70% of SIEL applications in 20 days, and 95% in 60 days;
— HMG to process 60% of OIEL applications in 60 days;

— DTI to respond to 90% of ratings requests within 10 days for non-circulated requests and 20
days for circulated ones;

— HMG to complete 60% of appeals within 20 days and 95% within 60 days; and

— long outstanding cases not to exceed 30 >3 months old, 6>6 months and 1>9 months,
measured as average per month over the quarter.
(b) Accuracy:

— (Category One) No incorrect licensing or rating decision having consequences which
materially breach the Consolidated Criteria (eg contribute to WMD programme, increase
regional conflict) or our international commitments;

— (Category Two) An error rate of not more than 0.5% in processing licences or ratings which
lead to incomplete analysis of a case prior to a decision being reached or which degrade our
reputation or cause political embarrassment, while not leading to a material breach of the
Consolidated Criteria.

Targets for future years have not yet been fixed but are unlikely to change substantially.

22. Please supply the Committee with a table setting out for the Export Control Organisation for each year
from 2002-03 to 2007-08

(tt) the number of staff in post (full time equivalents);

Year Average staff in post
2002-03 146
2003-04 156
2004-05 142

Actual 117
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The headcount target is 115 by April 2006. ECO currently has plans to reduce headcount by a further 10
posts as SPIRE is fully implemented (ie through to 2007-08), though this may need to be adjusted in the
light of new work on controls of exports of radioactive sources.

(uu) the number of casual/temporary staff;

Year Average no temps
2002-03 20
2003-04 19
2004-05 17
Actual 4

(vv) the number of staff carrying out outreach,

There is one full-time ECO post dedicated to UK industry outreach and another full-time post which
supports that role. Two staff support the website and telephone helpline. The compliance officers (7) also
raise awareness of UK export controls during their compliance visits.

(ww) the number of compliance checks, including visits to companies, carried out each year;

Year Number of compliance visits
2003 569
2004 592
2005 (to end October) 490

(xx) the number of licences received and processed, broken down into type of licence (SIEL. OIEL, etc),

Year Number of applications received

SIELs OIELs SITCLs OITCLs
2002 10,390 635 0 0
2003 9,166 652 0 0
2004 9,048 806 131 80
2005 (as at 23/11/05) 8,319 600 128 37

(yy) the maximum length of time for which each category of licence could/can be granted in each year
to 200506 and how many were granted for the maximum; and

Type of licence General length of validity

Standard Individual Export Licences (SIELs) 2 years

(permanent)

SIELs (temporary) 1 year

Standard Individual Trade Control Licences 2 years

(SITCLs)

Open Individual Export Licences (OIELs) (inc 5 years

media and dealer-to-dealer type)

Continental Shelf OIELs 5 years

Open Individual Trade Control Licences (OITCLs) 2 years

Global Project Licences (GPLs) No standard length of validity; usually reflect life of
the project

Standard Individual Transhipment Licences 2 years

(SITLs)

Open General Export Licences (OGELs) No fixed period of validity; can be revised as
necessary

(zz) the number of appeals received and average length of time to determine?

Number of Appeals Average Time Taken to Finalise

2002 101 195 days
2003 93 170 days
2004 55 76 days

2005 (up to 17.11.2005) 45 27 days
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23. Following the Gershon Review what savings has the Export Control Organisation to make? What savings
have been made to date and where did they come from? What savings have still to be made?

Please refer to the response provided for Q22(a) for headcount savings and targets.

There have been changes in staff numbers in all sections of the Organisation except Compliance; targets
are not section specific.

24. Has the Export Control Organisation a business plan for the next 2-3 years? If it does, please supply a
copy? Unless covered in the business plan, would the Export Control Organisation deal with the following
questions.

See also answer to Q22.

(aaa) Is it planned to outsource any part of the work of the Export Control Organisation?

Outsourcing is not currently under consideration

(bbb) What is the policy of the Export Control Organisation on charging for any part of its services? Has
the Export Control Organisation any plans to begin charging for any of its services?

ECO charges for the training services it runs for exporters. It does not charge for licences and has no plans
to do so at present.

(ccc) Has the Export Control Organisation any plans, or is it examining any proposals, to relocate its
staff or work?

There are no current plans to relocate the ECO or to review its location.

25. What IT projects have been completed in 2004-05 and 2005-06 and what projects are currently underway
or planned? What were the planned costs of the projects completed and what were their outturn costs? What
savings were/are anticipated by the projects and what have been achieved?

ECO has carried out/is carrying out the following small-scale IT projects, total cost approximately
£157,000.

Title Description

Export Community Intranet Establish an intranet presence on GSI to enable
interested Govt Departments to share information.
Project at early investigation stage.

Case Tracker Case tracking system developed for Licensing Unit
and Technical Assessment Unit, based in Warp.
Completed 2004

XP Upgrade Departmental roll out of XP to desktops, required
changes to Access Databases including the Elate
front end

Elate Upgrades Package of Elate changes completed 2004

Logo amendment to all application Word 60 plus word documents across Warp/Elate/Ollie/

Templates ECO. This will bring them in line with branding

and make some changes to text and improve the
way that the user details are collected. Project

complete November 2005

F Secure Virus Checker Annual upgrade all XNP PCs and servers to new
version of software and update virus reference
library

Licensing Systems Servers Configuration and test of new production server to

support Elate, Held and Warp. Server live with
effect from 1 July 2005
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Title Description

Resilience for Licensing Systems Servers Purchased leading up to our accommodation
moves in July 2005 to provide resilience and
continuing back up to the main production servers.
Work is continuing on this project

Replacement of 34 old Standalones with XP Upgrade of PCs which were beyond useful life.
machines Project completed December 2005
IS Strategy and Systems Audit Audit of current XNP systems and production of

an IS Strategy incorporating SPIRE. Audit
delivered May 2005

Ollie Ollie system upgrade package, 2005

Elate Upgrade for DfID Upgrade version of Elate to Access 2003 to enable
it to function on their new systems

In addition, ECO is currently reviewing proposals to replace its main licensing databases in order to
remove paper files as far as possible from the licensing process, to get better reporting and workflow facilities
and better connectivity with other Government Departments in the licensing process. Eventually we hope
to offer application-tracking facilities for exporters and electronic licences that will be sent direct to HM
Revenue & Customs. Detailed user requirements are being prepared with a view to phased delivery in
2006-07 and beyond. This depends on the satisfactory conclusion of commercial negotiations and
development of a viable business case.

ECO has also been developing software tools to be available on the Internet to help exporters. The first
one is called “Goods Checker” which enables exporters to identify whether goods are subject to control,
and in which category of the Control Lists. This facility is currently being tested and should be available to
exporters in early 2006. We are planning to introduce a second tool called “OGEL checker” to help
exporters to identify appropriate OGELs for any given export.

26. What outreach does the Export Control Organisation currently carry out? How does the Export Control
Organisation measure the effectiveness of this work? What advice does the Export Control Organisation give
to exporters about the regulation of dual use items?

The ECO arranges on average four seminars a month for exporters at various locations in the UK. These
include beginners, intermediate and advanced seminars. An explanation of what dual-use goods are, and
how export controls apply to them, is included in both the beginner and intermediate export control
seminars. There is, in addition, usually a workshop each month to help exporters to apply for licences over
the Internet, and another seminar, focused on a particular topic, which will vary. Customised seminars are
also given, or presentations made, to a range of companies, trade organisations and groups, on request.

The ECO website contains comprehensive information about the UK’s strategic export control regime.

The ECO has also produced a DVD containing detailed information on UK export controls in a modular
format. Since May 2004, when the DVD was produced, approximately 1400 copies have been distributed.

We maintain a telephone helpline (020 7215 8070).
Compliance officers will also give advice during their visits.

We have an advisory committee which meets twice a year and which contains representatives of the major
trade associations whose members are affected by export controls.

All the above activities apply to both military and dual-use goods.

It is difficult to quantify the effectiveness of a broad range of qualitative outreach work. The feedback
from seminars is very positive and demand is high. The ultimate test however, is whether the Government
is meeting its efficiency and effectiveness targets; its performance against these targets has been excellent
since 2003.

27. In respect to the extension of the controls on transfers related to WMD on 1 May 2004 the Government
told the Quadripartite Committee that the Export Control Organisation had maintained a close dialogue with
the sectors of industry most affected in order to deal with any problems and queries quickly (Cm 6638, p 7).
What problems arose and how and when were they resolved? What outreach has the Export Control
Organisation done with universities and similar institutions to explain the operation of the control regime to
their activities and transfer of technology? What measures have the Export Control Organisation used to
establish whether these bodies understand and are complying with the system? Where knowledge and technology
has been transferred overseas what monitoring has the Export Control Organisation done of the uses to which
it has been put? What results do the monitoring show?
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As the Committee is aware, ECO has published guidance on its website on all aspects of the new/enhanced
controls, specifically tailoring the FAQ sections to reflect the issues raised by stakeholders.

Other outreach measures such as those described in the answer to Q26, have allowed for the early
identification and resolution of uncertainties, and have also provided the fora through which the
Government has been able to confirm the level of understanding and compliance of those affected by the
controls.

The main issues raised with ECO have been to do with the application of the new WMD end-use controls,
principally in respect of transfers of technology relating to NBC detection equipment to the UK MOD/
Armed Forces and others. Most of such transfers were in any case controlled but the new controls
potentially apply to transfers in the UK, where the technology may be used outside the EU, and also to
technical assistance provided to a place outside the EU. ECO clarified the circumstances in which a licence
is actually required, which is generally much less often than some exporters had believed. Where a licence
was required and existing OGELSs such as the Defence Contracts one were not applicable, we have issued
OIELs. We have also responded to more general industry concerns about transfers to UK Armed Forces
by introducing two new open general licences covering transfers to UK forces abroad in embargoed and
non-embargoed destinations.

Regarding the academic community, ECO has published guidance tailored to their situation; has met with
universities on request; they are represented on the Advisory Committee; and our seminars have been
attended by some academics. It is important to stress however that the controls on technology transfers do
not apply in any different way to universities than to exporters. In fact it is relatively unlikely that the
controls will come into play in respect of student tuition in the UK as the exemption for technology in the
public domain will usually apply. ECO has not so far invoked the controls contained in Articles 8 and 9 of
the Export of Goods, Transfer of Technology & Provision of Technical Assistance (Control) Order to
prevent/approve the transfer of WMD technology to students/researchers in the UK, where it might be
transferred outside the EU.

As regards end-use monitoring, ECO is not in a position to carry out systematic post-export monitoring
checks which in any event we do not believe to be a reliable method of control. A full end-use risk assessment
is carried out at the pre-export stage.

28. In 2004 1,353 SIEL applications were rated as no licence required out of 9,116 applications received (para
2.2 of the Annual Report). How does this figure compare with previous years? What were the main reasons that
15% of applications made were not required? Does the Export Control Organisation regard this level of fruitless
applications as acceptable?

In 2003, 10,012 applications were received of which 1,381 were rated as no licence required. In 2002,
10,744 of which 1,182 were rated as no licence required (NLR).

A certain level of NLR ratings is inevitable and not a sign of wasted effort. For example a ratings decision
is not always straightforward and will depend on the application of the controls to a given case. We prefer
exporters to contact us if in doubt and this is a sign of good awareness of their obligations. Also, an exporter
may apply for a licence believing, or having been advised by ECO, that a licence may be needed on WMD
end-use grounds. After assessment of the application, ECO may find that there are in fact no WMD end-
use concerns and the goods will be rated as NLR. In addition some exporters exporting to sensitive
destinations like to obtain an “NLR letter” from ECO to avoid any delays at the port of exit.

We agree however that we should seek to minimise the cases where exporters apply unnecessarily, creating
extra work for them and ECO. This is why we carry out the outreach activities described elsewhere,
including development of the goods checker tool in addition to our ratings advisory service in order to give
exporters as much guidance as possible.

29. The Government has told the Committee that the use of OGELs allows it to target its resources on SIEL
and OIEL applications by taking out of the system processing of the lowest risk exports to the lowest risk
destinations. (Cm 6638 p7) How does the Export Control Organisation assess risk?

Risk assessment relating to OGELSs is essentially undertaken in the same way as that for individual
licences, ie ECO and relevant advisers from the rest of the licensing community will undertake a risk
assessment of the proposed licence, considering the countries and activities involved, and taking account of
the conditions and limitations specified for the licence. Should any proposed OGEL be assessed as
contravening any of the consolidated EU and National Arms Export Licensing Criteria, the OGEL will not
be issued.
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30. The Government has told the Committee that companies using OGELs are subject to compliance checks.
(Cm 6638 p 7) What are these checks? What happens if a company is found to have breached compliance? How
many resulted in enforcement action or changes to licences?

Companies using Open General Export Licences are subject to similar checks to those using Open
Individual Export Licences. The company is visited approximately every three years or more often as
necessary. A general discussion is first held to get a sense of how the company is affected by export controls,
what procedures it has in place to ensure compliance with the controls and with the conditions of the
licence(s) it is using, and whether it is in fact complying with the record-keeping requirements in the Order
and any specific licence conditions.

Compliance Officers then ask the exporter to show supporting documentation to prove they have
complied with all the conditions, and to check the licence covers the goods and destinations involved.

If a company is found to have breached the conditions of licence or to have defective procedures, the
company is usually sent a warning letter recommending remedial action and a revisit is undertaken,
normally within six months. In the case of more serious breaches, the matter is referred to HMRC (see
also QS8).

We have not encountered systematic misunderstanding or breaches of an OGEL which would warrant
its amendment or withdrawal. OGELs permit the export of a range of low-risk items to the lowest risk
destinations, and are open to all who can comply with the conditions. As such a breach by an individual
company would not impact on the licence itself.

ECO is currently discussing compliance procedures in detail with industry representatives in order to
respond to concerns about the transparency and consistency of ECO procedures.

31. In responding to the Committee’s report on the 2003 Annual Report on Strategic Export Controls the
Government raised a number of practical points about the collection of end user information (Cm 6638 p 5).
How much information does the Export Control Organisation currently collect about end users and the end use
to which controlled exports are put? When will the Export Control Organisation’s IT systems allow storage of
information about end users? How much would it cost the Export Control Organisation to devise and implement
end user definitions and to consult end-users on the release of data? Could the prior approval of the end user be
given as part of the contract and as part of the application for an export licence? Are thefts of exported items
required to be reported to the Export Control Organisation?

The Government collects from the exporter as much end-use/r information as it considers appropriate to
undertake effective risk assessment of an export licence application. This will vary depending on the
destination, goods, and potential contentiousness of the application, but at a minimum, the Government
requires the exporter to provide an end-user undertaking completed by the end-user of the export,
containing their name and details and information on the end-use to which they will put the goods. The
Government also collects information about end-users from a number of other sources, for example,
intelligence sources, and the Internet.

ECO’s databases already contain fields for information on the name of the end-user, but cannot record
them by categories of end-user. The Government has, however, previously made clear that it does not
believe that categorisation of end-users into broad groups and the subsequent disclosure of this information
in this form would be would be meaningful or helpful. It would, however, place more demands on exporters
and ECO in devising and applying appropriate definition. Furthermore, consulting with end-users on the
release of data would divert resources best devoted to the prompt assessment of export licence applications.
We have therefore not undertaken any cost estimate regarding the devising and implementation of end-user
definitions and on the consultation with end-users on the release of data.

Prior approval of the end-user for release of his identity is also not practical. We do not think UK
exporters should be placed at a disadvantage compared with competitors in terms of placing demands on
end-users. Further, we do not think it is a good use of resources to sift those who have approved the release
of the information, and record this.

As regards thefts of exported items, there is no obligation for the end-user concerned to report this to
ECO as his responsibility essentially ends with the export. The risk of diversion (including theft) of exported
goods is considered at the time of application, taking into account relevant intelligence the Government may
hold, and reliable information from other sources, for example from the Government’s overseas posts.
Should information come to light that goods have nonetheless been diverted/stolen, the Government will
take this into consideration when assessing any future applications, and, in the case of stolen items, will
consider what security measures the end-user has put in place to prevent such thefts. Of course, where
appropriate, the Government may revoke the relevant licence(s), for example in the case of goods exported
under an OIEL. We may also ask the authorities in the country concerned to investigate.
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32. What account does the Export Control Organisation take of the extent to which commission has been paid
in assessing export licences? Do those applying for licences supply details of the middlemen used? Where it
emerges dafter a licence has been granted that the exporter or his agent has received or paid excessive commission
or bribes, what action will the Export Control Organisation take? Have any licences been revoked on the
grounds of bribery?

Bribery and corruption is not specific to export control but rather is a general issue and as such is being
tackled through generally applicable wider Government policies. ECO therefore requires information
relating only to the potential export in order to carry out its consideration of the application against the
consolidated EU and National Arms Export Licensing Criteria. This does, however, include information
on consignees and all others party to the application. The use of a middle-man is a specific factor in assessing
the risk of diversion of exported goods, particularly in the case of WMD related applications.

SECTION D: OTHER MATTERS

33. In its response to the Committees’ report on the Annual Report for 2003 the Government noted “that to
date only one UK GPL has been issued, in January 2004 to the French Government (amended in September
2004 to include the governments of Finland and Greece as destinations on this licence)” (Cm 6638, p 4). Neither
the Annual Report for 2004 nor the constituent quarterly reports appear to record in an easily identifiable form
details of this licence or the changes made in September. Is this licence and the change made in September
recorded in the annual or quarterly reports for 2004?

The Government’s Cm 6638 response to the Committee contained an error in that the GPL in question
was in fact issued in January 2003. It was also an oversight that details of the amendments to the GPL, made
in September 2004, were not published in the relevant (3rd) Quarterly Report for 2004. The Government
will ensure that information on, including amendments to, GPLs will be published in the same way as OIELs
in future Reports.

34. What powers has the government to regulate international arms fairs in the UK? In particular, what powers
has the government to control overseas companies’ advertisements containing items which could be used to carry
out torture or inhuman or degrading treatment?

The ECO issued a guidance note on this subject in June 2004. See http://www.dti.gov.uk/export.control/
publications/tradefairnote.pdf. In summary, a trade licence is required for any act calculated to promote the
supply or delivery, between third countries outside of the UK, of ‘Restricted Goods’ which include torture
equipment. This does therefore impinge on the advertising and promotion of such equipment by foreign
exhibitors at trade fairs in the UK.

December 2005

Letter to the Chair from the Minister of State at the Department of Trade and Indusry
When I gave evidence to the Committee on 13 March, I promised to let you have a note on various points.

Firstly whether Turkey as a NATO Member has any obligation to its NATO partners in relation to its
exports. As this is a matter which falls within the responsibilities of the Foreign and Commonwealth Office,
Kim Howells will respond separately on this point.

Secondly, I promised a note on “trigger devices” for explosions, and where they appear in the export
control lists. I can confirm that such devices are specifically controlled, in a number of different places in
both the Military Lists (ML) and EU Dual-Use List. The UK also has a national control covering such
devices. Full extracts of these controls are provided for the Committee at Appendix A [not printed].

Finally, you asked for a note on the “Military End Use Control” in the context of the exports of the
civilian Land Rover kits to the Otokar company in Turkey. The Otokar vehicles were then delivered to
Uzbekistan. The relevant control is set out in article 4.2 of the EC Dual Use Regulation, to be read in
conjunction with article 4.4 (attached at Appendix B) [not printed]. These controls in summary allow us to
impose export licence requirements on goods which are not normally licensable, where it is known they are
to be used for military purposes in an embargoed destination. Our view, having checked with the European
Commission, is that this control can be applied in circumstances where the goods are passing via a third
country and are further developed there before reaching the embargoed destination; provided their ultimate
destination and end user are known at the time of their export from the UK. The EC Commission has
indicated it shares this view. Thus, in future these provisions could be used to control exports of non-military
Land Rover parts (for example) to Turkey if it is known that those parts will be incorporated into military
vehicles and delivered to an embargoed destination for a military end-use. In the case of Uzbekistan vehicles,
the controls would not have applied because at the time Uzbekistan was not subject to an embargo and also
because, as far as we know, it was not envisaged at the time of export from the UK that the Otokar goods
would be transferred to Uzbekistan.
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I am grateful to the Committee for providing us after the hearing with evidence from Oxfam about the
nature of the commercial relationship between Land Rover and Otokar. I have asked Land Rover for their
comments on this. To the extent that there may be a working relationship between the two entities, this is
only relevant to current export controls insofar as Land Rover could thereby be deemed to participate in
“an act calculated to promote” supply or delivery of military goods from a third country to an embargoed
destination (see the Export Control Act 2002 Trade in Goods (Control) Order 2003). However, may I
remind you that I said I would welcome the advice of the Committee on the issue of where British export
control jurisdiction should begin and end, in cases where the export from the UK is not military in nature
and not normally controlled.

May 2006

Joint memorandum from HM Revenue and Customs and the Revenue and Customs Prosecution Office

INTRODUCTION

1. HM Revenue & Customs (HMRC) and the Revenue and Customs Prosecutions Office (RCPO)
welcome the opportunity to give evidence to the Quadripartite Committee. This joint Memorandum sets
out HMRC’s and RCPO’s various roles in relation to strategic exports and sanctions and aims to address
some of the issues raised in previous evidence to the Committee.

HM Revenue and Customs

2. HMRC came into being on 18 April 2005 with the merger of the Inland Revenue and HM Customs
& Excise. The aim of HMRC is to administer the tax and customs control systems fairly and efficiently and
make it as easy as possible for individuals and businesses to understand and comply with their obligations.
HMRC’s PSA commitment is to strengthen frontier protection against threats to the security, social and
economic integrity and environment of the United Kingdom in a way that balances the need to maintain
the UK as a competitive location in which to do business.

Revenue and Customs Prosecutions Olffice

3. RCPO similarly came into being on 18 April 2005. It was formed out of the former Customs & Excise
Prosecutions Office and the former Inland Revenue Crime Group. It is led by its first Director, David Green
QC, andis an independent body, accountable to the Attorney General. It is responsible for prosecuting cases
investigated by HMRC and, since 1 April 2006, it has a dual responsibility with the Crown Prosecution
Service for prosecuting offences reported by the Serious Organised Crime Agency (SOCA).

RoLE oF HMRC 1IN STRATEGIC EXPORT CONTROL

4. HMRC contributes to a multi-agency approach to prevent and deter the illegal trade in strategic goods.
Policy is determined by the FCO in consultation with the MOD and DFID. DTI sets out the regulatory
framework and issues or refuses licences in accordance with agreed criteria. Other agencies provide
intelligence to inform licence decisions, to inform HMRC’s targeting and to alert it to consignments of
concern. HMRC'’s contribution is to:

— Ensure that declared export trade is accompanied by the correct documentation, for example to
check that a licence is present and correct if required.

— Detect illegal goods at export and to take enforcement action, including:
— seizure and subsequent confiscation or restoration of the goods; and
— investigation with a view to prosecution in appropriate cases; and

— Disrupt activity, eg by visiting potential exporters and by preventing non-listed goods going to
end-users of concern under the WMD end-use catch-all.

5. HMRC supports international initiatives such as the Proliferation Security Initiative. It has chaired
enforcement experts meetings of the Nuclear Suppliers Group for the last five years and is represented at
similar meetings of the Australia Group, the Missile Technology Control Regime and the Wassenaar
Arrangement. As a member of the international export control community it participates in a number of
international outreach visits each year and sends experts to international export control seminars.

6. HMRC also supports Department of Trade and Industry (DTI) outreach to industry. It gave
presentations at all 18 outreach events organised by the Defence Manufacturers Association prior to the
Export Control Act 2002 coming into effect, and it contributes to DTI and FCO staff training programmes
as required.

7. HMRC attends cross-Whitehall meetings of the Counter Proliferation Implementation Committee
and the Restricted Enforcement Unit. Where sensitive cases require urgent and coordinated cross-
departmental action HMR C and RCPO attend meetings to provide the law enforcement and criminal justice
perspectives.
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LEGAL FRAMEWORK IN WHICH HMR C OPERATES

8. The legal framework in which HMRC operates is extremely complex and involves a matrix of customs
and licensing provisions in both UK and EU instruments.

Creation of the prohibition or restriction on export

9. Orders created under the Export Control Act 2002, and Council Regulation (EC) No 1334/2000 of 22
June 2000 prohibit or restrict the export of controlled goods without a licence. Breaches of prohibitions and
restrictions on the export of goods are enforceable under the Customs and Excise Management Act 1979
(CEMA), which also sets out the principal offences and penalties in the event of an illegal export.

Customs powers and regulatory requirements

10. General customs regulatory requirements in relation to the export of goods from the customs
territory of the Community, including those that exit via another member state, are common throughout
the EU. They are set out in Council Regulation (EEC) No 2913/92 of 12 October 1992 establishing the
Community Customs Code, and its implementing Regulation: Commission Regulation (EEC) No 2454/93
of 2 July 1993. Goods for export are subject to a customs declaration and must be presented to the customs
authorities. HMRC sets out in detail how licensable goods must be declared in the Customs and Excise
Tariff.

11. Article 13.1 of the Community Customs Code allows customs authorities to carry out all the controls
they deem necessary to ensure that customs rules and other legislation governing the entry, exit, transit,
transfer and end-use of goods moved between the customs territory of the Community and third countries
are correctly applied. Article 13.2 provides that customs controls, other than spot-checks, shall be based on
risk analysis using automated data processing techniques. Regulatory checks include the examination of
goods and inspection of documents.

12. As well as regulatory checks on the goods, HMRC can also carry out anti-smuggling checks and, in
addition to the powers set out above, has the power under section 27 of CEMA to board and search means
of transport.

Exports to other EU member states

13. The European Community is a customs union, which means that goods whose destination is within
the customs territory of the Community can move freely across borders without the need for a customs
declaration. However, export licences are required for the intra-EU transfer of military goods and those
dual-use goods listed in Annex IV to Council Regulation (EC) No 1334/2000 of 22 June 2000, and
arrangements are in place for such licences to be presented to HMRC. While not subject to routine
regulatory checks goods are subject to intelligence-led anti-smuggling checks. CEMA offence provisions
apply to these goods in the same way that they apply to goods being exported to third countries.

Seizure, forfeiture and restoration of goods

14. Goods that are liable to forfeiture, such as listed military and dual-use goods being exported without
a licence, may be detained and seized under section 139 of CEMA. Section 152 provides that HMRC may
restore, subject to any conditions it sees fit, goods that have been seized or forfeited. Schedule 3 of CEMA
provides that where a person claims against forfeiture, HMR C must take court action for condemnation of
goods. Persons who accept that the goods are liable to forfeiture may nevertheless appeal to the VAT and
Duties Tribunal if HMRC either refuses to restore goods, or offers to restore goods on what they consider
to be unreasonable terms.

Controls on activities such as trafficking and brokering, intangible transfers and the provision of technical
assistance

15. HMRC has no regulatory role in relation to controls on activities such as trafficking and brokering,
intangible transfers and the provision of technical assistance. However, HMRC is the investigating
authority for breaches of such controls under the Export Control Act 2002, the Landmines Act 1998, Acts
relating to Nuclear, Biological and Chemical Weapons, and Orders relating to UN and other Sanctions and
embargoes. These have been made ‘assigned matters’ as defined in CEMA which means that HMRC’s full
range of arrest and search powers under CEMA and under the Police and Criminal Evidence Act come
into effect.
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Offences and Penalties
16. Offences for breaches of controls fall into two categories. These are:

— Strict liability offences, which apply when a breach is committed regardless of the knowledge or
intent of the exporter; and

— Offences relating to the deliberate evasion of the controls.

17. Section 68(2) of CEMA provides that any person knowingly concerned in the exportation of goods,
with intent to evade any prohibition or restriction in force shall be guilty of an offence and may be arrested.

18. Section 68(3) of CEMA provides that such persons are liable as follows:

— On summary conviction, to a penalty of £5,000 or of three times the value of the goods, whichever
is the greater, or to imprisonment for a term not exceeding 6 months, or to both; or

— On conviction on indictment, to a fine of any amount, to imprisonment for a maximum term of
10 years, or to both.

19. Section 68(1) of CEMA provides a lesser, strict liability offence: “if any goods are exported or shipped
as stores” or “brought to any place in the United Kingdom for the purpose of being exported or shipped as
stores” and the exportation is or would be contrary to any prohibition or restriction in force, then the goods
are liable to forfeiture and the exporter and any agent are guilty of an offence and liable on summary
conviction to a maximum penalty of three times the value of the goods or £1,000, whichever is greater.

20. The provisions in section 68 of CEMA apply in cases involving:

— Goods that are listed in the relevant legislation as being prohibited to be exported without a
licence; and

— Other goods that are for a WMD end-use where it can be proved beyond reasonable doubt that
the exporter had grounds to suspect a WMD end-use.

They do not apply in end-use cases where a person other than the exporter knows of, or has grounds to
suspect, a WMD end-use. Such a person could be:

— A middle-man;
— The intelligence agencies; and/or
— A customs officer.

21. Where HMRC officers identify unlisted goods that they suspect might be destined for WMD or
certain military end-uses, they detain them under article 20 of the Export of Goods, Transfer of Technology
and Provision of Technical Assistance (Control) Order 2003 whilst DTI decides whether or not to invoke
the end-use catch-all control and notifies the exporter that the goods therefore need a licence. Once the
exporter has been “informed” the exporter is usually free to withdraw the goods from export or to apply for
a licence. The only cases where HMRC could allege an offence would be in those cases, as outlined above,
where there is evidence that the exporter already had grounds to suspect that the goods were for a WMD
use, or, having been informed by the DTI that the goods cannot be exported without a licence, the exporter
subsequently attempts to do so.

22. The Export of Goods, Transfer of Technology and Provision of Technical Assistance (Control) Order
2003 sets higher penalties for strict liability offences involving knowledge of a WMD end-use. This might
apply in a case where knowledge of export licensing rules cannot be proved. On summary conviction, such
offences attract a maximum fine of £5,000 or imprisonment for up to six months. On conviction on
indictment they attract a fine of any amount or imprisonment for up to two years.

23. Penalties for breaches of the controls on trafficking and brokering, intangible transfers and on the
provision of technical assistance are set out in the lead Departments’ legislation. Those in Orders under the
Export Control Act closely mirror those in CEMA except that, since no export goods are involved, the strict
liability offences do not carry a fine based on value. As with the export of goods, where knowledge of WMD
end-use can be proved the Export of Goods, Transfer of Technology and Provision of Technical Assistance
(Control) Order 2003 sets the higher penalties outlined in the previous paragraph.

24. Offences set out in other trafficking and brokering legislation differ as follows:
— Anti personnel landmines offences carry a maximum penalty of 14 years imprisonment;

— Nuclear, chemical and biological weapons offences carry a maximum penalty of life
imprisonment; and

— Offences in UN sanctions Orders carry a maximum penalty of seven years imprisonment.

25. Customs have the power under section 152 of CEMA to compound offences, that is to accept a
monetary amount in lieu of pursuing criminal proceedings. However, compound penalties cannot be issued
unless there is evidence to a criminal standard that an offence has been committed.

26. In appropriate cases HMRC and RCPO can make use of the Proceeds of Crime Act 2002 enabling
a court to issue a confiscation order for monetary assets earned through criminal activity. In order to do so,
they need to establish that on the balance of probability the money has been gained by unlawful activity
rather than legitimate means.



Defence, Foreign Affairs, International Development and Trade and Industry Committees: Evidence Ev 147

HMRC APPROACH TO ENFORCEMENT

27. HMRC’s enforcement framework is based on:
— The obligation on exporters to declare to HMRC whether goods require a licence;
— Targeting checks on the basis of intelligence and risk;
— Taking action against goods and persons breaching the controls, including activity based controls;
— Dealing with intelligence and credible allegations to establish if an offence has been committed;
— Investigating where there is evidence of a serious offence;
— Reporting for prosecution in appropriate cases; and
— Disrupting illicit activity where there is insufficient evidence.

Exports to countries outside the EU—obligation on exporters to declare whether goods require a licence

28. Under the new export system, customs declarations are made electronically to CHIEF (Customs
Handling of Import and Export Freight) processing system. The declaration must contain a licence identifier
code indicating:

— The licence number of any standard individual export licence (SIEL) or open individual export
licence (OIEL);

— The title of any open general licence (OGEL); or

— “CGEA EU001” where the Community General Export Authorisation is being used.Entry
Processing Unit (EPU) staff respond to profiles by inspecting the official and commercial
documentation and may also call for examination of the goods where there is reason to believe
that they may not conform to what is permitted by the licence. When in doubt, officers are able to
call on experts in the DTI and where necessary, the MOD. EPU staff ensure that the export of the
goods is endorsed on SIELs. Exhausted licences are returned to the DTI.

Movements within the EU

29. Although there is no need for a customs declaration, exporters are required to present SIELs to their
inland HMRC office three days prior to export. A shorter period may be agreed with the inland office, and
mutually agreeable simplified arrangements may be put in place. HMRC will check the licence against
commercial documents and may inspect the goods prior to removal if there is reason to believe that they do
not conform to what is permitted by the licence.

Targeted checks on the basis of intelligence and risk

30. HMRC attends a formal meeting of the interdepartmental Restricted Enforcement Unit (REU) every
fortnight but is also in daily contact with other Departments and agencies as and when the need arises. The
REU reviews all current intelligence and sets priorities. HMRC evaluates all relevant intelligence and trends
and alerts ports and airports of sensitive exports by means of computer-generated profiles. HMRC also runs
multi-agency targeting exercises where experts (including experts from the MOD and DTT) visit a particular
port or airport to assist with targeting and the examination of goods.

31. Detection officers work at the frontier and inland to detect and disrupt smuggling, fiscal fraud and
non-compliance with international trade procedures. Activity is intelligence-led and employs a targeted risk-
based approach to intervention. They make maximum use of technology to scan and examine baggage,
vehicles and freight and to detect and deter smuggling. Detection’s enforcement skills and flexible
deployment enable front line staff to tackle a wide range of illegal activity. Detection operations encompass
a mixture of nationally-delivered activity, including the National Strike Force, the HMRC cutter fleet, and
locally-delivered operations.

32. HMRC’s compliance staff visit a wide range of traders and will report activity that they consider
might be licensable. They also follow up DTI compliance reports that feed into the overall risk assessment
of any particular business.

Deterring and disrupting illicit activity

33. HMRC works closely with other Government departments and agencies to assess current intelligence
and trends and to disrupt activity before any offence is committed. HMRC visits arms dealers to advise them
of the activities for which they would need a licence and potential exporters who have received orders from
end-users of concern. Such visits are followed up by letters which, in the event of a subsequent breach, would
underpin a prosecution. This type of visit has been successful in preventing materials getting to countries of
concern, and it also formed the basis of prosecution. HMRC is also active in detecting non-listed goods
going to end-users of concern under the WMD end-use catch-all.
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Goods being exported in breach of the controls

34. Inthe vast majority of cases, before any action is taken, HMR C will seek formal written ratings advice
from the DTT’s Technical Assessment Unit (TAU). The TAU provides HMRC with a dedicated fax service
which aims to provide written advice within 24 hours, once all the necessary technical information has been
provided by the exporter. Where end-user or third party checks are needed, DTI aim to provide that advice
within a further five days. If the case is being investigated with a view to prosecution, or subject to appeal
to the VAT and Duties Tribunal, the TAU provide witness statements as to the licensability of the goods.

35. For simple breaches, HMRC action may be confined to detaining the goods until a licence is
produced, or to formal seizure of the goods with immediate restoration on payment of a restoration fee,
based on a points system, and an undertaking not to export the goods without a licence.

Persons breaching the controls, including activity based controls

36. HMRC considers all detections, intelligence and credible allegations for follow up action against the
following criteria:

— The Government’s export control priorities;
— Practicability in terms of ability to secure sufficient evidence; and the
— Seriousness of the offence.

In practical terms the first step is to establish that an offence has been committed and can be proven. If
so then the case will be considered for investigation. HMR C will report for prosecution those cases where
a deliberate attempt has been made to contravene the licensing rules in circumstances where a licence is
unlikely to have been granted. HMRC will also report strict liability cases with aggravating features. For
minor cases not involving destinations or goods of particular concern HMRC confines action to a formal
warning, which could be by a letter or a visit to the exporter to ensure they are fully aware of their obligations
and of the implications of any similar conduct in future.

37. HMRC prioritises activity as follows:

High Priority Export or supply of strategic goods and technology to destinations of
concern, ie those developing WMD; those proscribed by UN or EU
sanctions; those practising human rights abuses; those with links to
destinations of concern; and those with inadequate export controls from
where goods may be diverted.

Medium priority Other export licensing breaches.

Low priority Breaches of intra-EU controls.

INVESTIGATIONS: GOVERNANCE ARRANGEMENTS

38. All strategic exports investigation and intelligence cases are monitored and reviewed by an extension
of the former HM Customs & Excise (HMCE) enhanced arrangements for managing sensitive cases. All
such cases were reviewed on a tripartite basis—investigator, administrator and lawyer. Following the Scott
Inquiry into Arms to Iraq, the tripartite system for strategic exports and arms cases was placed on a more
formal footing, with structured meetings every six weeks to review all cases. Exact arrangements have been
refined over time, with chairmanship of the Tripartite Committee passing from HMCE administrators to
RCPO. There is close liaison with the Office of the Attorney General, particularly in relation to major cases.
In addition, some types of prosecution require the Attorney General’s consent. Under current
arrangements, RCPO continues to chair the committee, which now includes HMRC’s investigation
advisory lawyers. RCPO has the final say as to whether proceedings are instituted. RCPO and Departmental
lawyers advise on the conduct of investigations and administrators advise on enforcement policy.

39. In 2004 the Tripartite Committee reviewed the approach to investigation in response to its concern
that in a number of investigations there was insufficient evidence to prosecute. HMRC accepted the need
to bring more prosecutions for reasons of deterrence and undertook to identify suitable strict liability cases
for prosecution. Two such cases, both involving the export of body armour, have been prosecuted in the
past year. DTT has publicised these cases and feedback of their deterrent effect has been generally positive.

HMRC FRONTIER RESOURCES

40. HMRC is responsible for the enforcement of revenue evasion and a wide range of prohibitions and
restrictions on the import and export of goods. In deploying their resources against these responsibilities
HMRC must take account of both the Government’s key priorities and how the resources they deploy can
make as effective a contribution as possible to the overall enforcement effort. HMRC deploys control and
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anti-smuggling resources across the UK on an intelligence-led, flexible and mobile basis. Some officers, such
as members of the Heathrow Export Enforcement Team specialise in freight exports. Similarly, within its
Criminal Investigation directorate HMRC deploys two specialist teams on strategic exports and arms
cases—one on intelligence casework, the other on active investigations. The teams work closely together and
are co-located to ensure they can make effective use of secret intelligence. In addition to their operational
role, these teams give specialised advice and support to any front line or investigation and intelligence staff
handling an export control case. Any strategic exports casework that they cannot handle because of pressure
of other work can be passed to other investigation teams.

41. HMRC does not record time spent by any specific units on particular work and while Criminal
Investigation and Intelligence staff work in structured teams, it is normal practice to reprioritise teams to
deal with particular threats.

RESULTS

42. The following table repeats figures given in response to a recent Parliamentary Question from Mr
Bercow:

Financial HMRC  Referrals to HMRC from DTI
! ; Total

year seizures compliance officers

2000-01 120 30 150
2001-02 80 27 107
2002-03 67 21 88
2003-04 63 31 94
2004-05 37 28 65

HMRC assess that the majority of UK exporters comply with the export control legislation. Most
breaches involve goods that would have been granted an export licence had the exporter applied for one.

43. HMRC targets goods thought to be of WMD end-use concern. In addition to the goods that were
seized as being exported without a licence, customs targeting resulted in the WMD end-use control being
invoked in the following number of cases.

Calendar year WMD end-use controls

invoked
2001 105
2002 82
2003 59
2004 72
2005 38

44. The following table outlines successful prosecutions since 2000:

Financial year  Goods Destination Person or company Penalty
concerned
2000-01 Five-ton crane, Pakistan Abu Bakr Siddiqui 12 months suspended

a 12-ton heat
furnace and a

quantity of
Aluminium

2001-02

2002-03

2003-04 Aluminium Pakistan David Lee Nicklin of £1,000 fine (strict liability

AM Castle & Co Ltd offence)

2004-05 Aircraft parts  Iran Saroosh Homayouni 18 months imprisonment
suspended for two years;
banned from being
company director for
10 years; asset forfeiture
order for £69,980.

Body Armour  Pakistan Praetorian Associates £2,500 fine

2005-06 Body Armour  Kuwait, Iraq, Vestguard UK Ltd £10,000 fine

Saudi Arabia
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ISSUES

That there should be more prosecutions

45. HMRC investigates all serious breaches where there is evidence of an offence. This section sets out
the criminal justice requirements that must be taken into account in all cases considered for prosecution.
Any prosecution has to be reviewed and undertaken in accordance with the Code for Crown Prosecutors,
the Criminal Procedure and Investigations Act 1996 and the Attorney General’s Guidelines on Disclosure.
In addition, the right to a fair trial guaranteed by Article 6 of the European Convention on Human Rights
and the Human Rights Act 2000 is of fundamental importance. The examples given below are not
exhaustive.

Evidence

46. In order to prosecute an offence, it is necessary to prove beyond reasonable doubt every element of
the offence, including disproving the defence. For example, in a prosecution for ‘doing an act calculated to
promote the supply of goods’ to an embargoed destination, the Crown would have to prove what act was
done, that it promoted the supply of goods, that it was calculated to do so and that the destination was
embargoed. Usually this will require bringing evidence sufficient to demonstrate a defendant’s guilty
knowledge.

47. There are a number of areas where finding sufficient evidence can be particularly challenging. All of
the following have been factors in one or more investigation:

— Proving the intended destination. Whilst there may be intelligence to show that goods are going
to a country of WMD concern the apparent destination may be quite innocuous;

— Vital evidence is often located abroad. Whilst HMRC may be able to obtain some or all of it
through bilateral requests under Mutual Legal Assistance arrangements, cooperation can vary
and there are issues over the provenance of the evidence and its admissibility in the UK;

— Evidence about the specification, functionality and proposed use of the goods can be ambiguous,
which makes inference of guilty knowledge difficult to draw;

— Exports sometimes benefit from End Use Certificates supplied by foreign governments. It is
difficult to get behind these and prove them false where suspicions exist; and

—  Where defendants are located abroad, extradition may be difficult outside the EU.

Public interest

48. In any case where the evidence is sufficient to give a realistic prospect of conviction, the RCPO
prosecutor then has to take into account the public interest in bringing charges. There can be no doubt that
a high public interest attaches to preventing proliferation of WMD and controlling the exports of
conventional weapons, related technology and material.

49. The prosecutor also has to consider factors such as:
— The age, health and previous compliance history of the defendant;

— The role of the defendant and his importance relative to others who may not be available for
prosecution;

— The likely sentence that would be imposed on conviction. Historically, Courts have not imposed
particularly severe sentences, even in relation to goods intended for WMD programmes. A cocaine
smuggler would get far harsher treatment;

— Whether an export licence would have been granted had one been sought;
— The danger actually posed by the goods;

— The general availability of the goods on the worldwide market;

— The financial benefit to the defendant; and

— Any assets that might be available for confiscation.

This is not an exhaustive list, but illustrates the sort of decision-making involved.

Disclosure, exclusion of evidence and abuse of process

50. A defendant is entitled to have disclosed to him any material held by the Prosecution that undermines
the prosecution case, assists the defence case or may reasonably lead to a line of inquiry that achieves either
of those ends.

51. Where the prosecutor is aware of material that is held by a 3rd party (such as another Government
Department or agency), then there is an obligation to review that material and consider it for disclosure.
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52. Where a prosecutor knows that material is held by a foreign agency, there are particular difficulties.
While the material may assist the defendant, the foreign agency is under no obligation to the UK courts to
disclose it. Whilst a negotiated solution is often possible, there remains the risk of simple refusal or
incomplete assistance, which would make it impossible for the disclosure exercise to be completed properly,
leading to an unfair trial.

53. Where material is considered too sensitive to be disclosed, the prosecutor may apply to the trial judge
to withhold it (a Public Interest Immunity application—PII). The trial judge has to balance the rights of the
defendant to a fair trial against the harm that would be done to the wider public interest by disclosing
the material. If the trial judge orders disclosure, then the only realistic option may be to abandon the
proceedings.

54. Thus, the only material that is normally capable of being protected by this process is likely to be of
marginal significance to the case. If the material is highly relevant and significantly undermines the case, the
prosecutor would additionally have to review the evidential sufficiency and consider whether it was possible
to continue with the case at all.

55. Whilst disclosure is an issue in all major prosecutions and many minor ones, it is of particular
importance in strategic goods cases:

— There may be highly sensitive material from the security and intelligence agencies and the Ministry
of Defence, including details about sources of information or the threat posed to UK interests by
particular states or items;

— There may be a history of contact between the suspect and HMG. The suspect may have been a
source, a contractor, or have had contact with a variety of agencies, giving scope for allegations
that he had been acting with HMG’s knowledge and consent;

— There may be material to support allegations of entrapment; and

— There may be information about other exports with similarities to the immediate case and which
may assist the defendant. That information may itself be highly sensitive.

56. Thelikely existence of material in these categories has several consequences. Firstly, it may undermine
the prosecution case sufficiently to make it improper to continue. Secondly, the material may be sufficiently
relevant to have to be disclosed, yet so sensitive that its owner would not wish to disclose it, even in an edited
form. This would be fatal to a prosecution. Thirdly, even if disclosed, the material may give the defence scope
to argue that it is unfair to try the defendant or that he cannot have a fair trial. Fourthly, even if a fair trial
is still possible, the defence may be able to use the disclosed material to argue that some evidence should be
excluded. For example, if one defendant has been himself an informer, he may argue that he cannot properly
defend himself without disclosing that to co-defendants, with adverse consequences. Another example
would be if the material supported suggestions that someone else had duped or duressed the defendant. This
may substantially weaken the prosecution case.

57. None of this should be taken to suggest that prosecutions for breaches of export controls are
impossible. They are not. They exhibit, however, just about every complicating feature that a prosecutor
could expect to find. Far more cases are carefully considered for prosecution and rejected than are taken
forward. Any prosecution is a major commitment and these are particularly so. It should therefore come as
no surprise that export control prosecutions are rare.

58. All strategic export controls cases are difficult to prosecute and those involving intangible transfers
particularly so. However, the controls have a deterrent effect by restricting exports from responsible
companies and academic institutions. Moreover the fact that an activity is difficult to prosecute does not
necessarily mean that it is impossible; where there is sufficient evidence and a realistic prospect of securing
a prosecution then proceedings would be instituted.

Trade controls (trafficking and brokering)

59. Trade controls on trafficking and brokering do not involve goods moving from UK ports and are not
therefore subject to regulatory checks by HMRC officers. The controls are based on activity within the UK
and, in certain circumstances, by UK persons overseas. At the time the controls were introduced, HMRC
was already responsible for enforcing the trafficking and brokering legislation relating to UN embargoes,
anti-personnel landmines and nuclear, biological and chemical weapons. HMRC therefore agreed to
investigate breaches of these new controls as an extension to pre-existing trafficking and brokering controls.
Since these controls were based entirely on activity, rather than on the movement of goods, enforcement
was laid to the specialist teams in London.

That HMRC does not give sufficient priority to export controls

60. HMRC will evaluate all intelligence and will look into all credible allegations and deploy sufficient
resources to ensure this role is discharged. Strategic exports are amongst the top frontier priorities and the
exact degree of effort applied will be driven by the available intelligence and risk profiles. All cases that fit
HMRC’s criteria for criminal investigation have been adopted. Accepting that, for the reasons above, few
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end in a prosecution, it should be emphasised that in high priority cases the necessary resources will always
be deployed. HMRC uses other tools such as visits to make exporters aware and warning letters. Export
controls capture anything from:

— An export of goods for legitimate industrial use in a friendly destination without the proper
paperwork by a person who is normally compliant; to

— A deliberate attempt to export goods for WMD use in a hostile country, using a complex network
of intermediary companies and countries.

Defence Systems and Equipment International Exhibition (DSEI)

61. As with other such exhibitions, HMRC officers attended the DSEI exhibition to ensure that
temporarily imported firearms were properly accounted for and to deal with any breaches of the import or
trafficking and brokering legislation. HMR C also worked with DTT and the exhibition organisers to ensure
that breaches were few and were capable of appropriate enforcement. Owing to its duty of confidentiality
as set out in section 18 of the Commissioners for Revenue and Customs Act (CRCA), HMRC is not able
to discuss individual cases.

Perception that HMRC has not investigated, or RCPO prosecuted, certain high profile cases

62. Allegations have been made in the press and elsewhere that certain high profile cases have not been
prosecuted. Again, their duty of confidentiality as set out in section 18 of the CRCA prevents HMRC and
RCPO from discussing specific cases.

That there should be better training for HMRC officers

63. All front-line HMRC staff dealing with imports and exports include strategic exports among their
responsibilities and are provided with guidance on how to tackle a detection involving strategic goods.
Export controls are complex and it is not practical for HMRC officers to be experts in identifying the
extensive range of controlled goods. Frontline staff are given training in detection techniques, controlled
goods in general, and where to seek advice, including internal online guidance. It is HMRC policy that when
officers detect what they suspect to be controlled goods, they seek ratings advice from the DTI Technical
Assessment Unit. The DTI provides HMRC with a 24 hour dedicated ratings advice service.

64. Advice and guidance are supported by a confidential booklet, which includes details of updated
sanctions and embargoes and by a programme of seminars for front line staff by HMRC central policy and
Criminal Investigation staff accompanied by officials from DTI’s Export Control Organisation. These
sessions provide an overview of the types of goods that are controlled and why they are controlled. DTI
shows examples from each category of goods subject to control and explains how such goods might be used
in warfare (conventional or WMD) or human rights abuses. HMRC’s Criminal Investigation officer
presents two or three case studies and shows examples of goods HMRC officers have seized.

Increasing trade awareness of the controls

65. It was suggested in the evidence from Industry that one way to increase trade awareness is for HMRC
to delay more goods. Whilst we might accept that having their goods delayed at export might be one way
to improve the awareness of exporters to the requirements of export controls, we think this proposal does
not represent a practical way forward for a number of reasons, including:

— Cost effectiveness. Undertaking random interventions on export consignments without good
reason runs counter to the expectation that HMRC efforts will be targeted according to risk and
is counter to our strategy to make it as easy as possible for businesses to comply with their
obligations;

— Doing so to the extent that the goods were delayed, and perhaps missed their departure, could be
ultra vires unless HMRC had grounds to suspect an irregularity;

— Submitting cases to the DTI for technical advice would again be questionable without sufficient
grounds and could deflect officials from a more serious case deserving attention; and

— Detaining goods simply to get the attention of the exporter would not be a proportionate response.

April 2006
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Supplementary memorandum from HM Revenue and Customs

1. OPEN LICENSING

To comment on the effectiveness of the regulatory system in relation to intangible transfers and trafficking and
brokering.

1.1 The regulatory system is based mainly on open licensing coupled with record-keeping requirements
and exporters’ own controls on their intellectual property. As intangible exports and brokering offshore
supplies do not involve the movement of goods passing through customs controls we advised policy
departments that there was no regulatory role that we could fulfil in relation to the new controls. This was
accepted.

1.2 From the information and intelligence available to us, and from breaches so far we do not believe
that there are shortcomings in the system. We hold periodic liaison meetings with DTT ECO and we would
expect to discuss any emerging issues at that forum. So far breaches have been relatively minor and
straightforward and dealt with by visits, disruption and warning letters.

2. PROCEDURES AT ARMS FAIRS

To clarify whether the exhibitors at the DSEI exhibition submitted brochures for inspection by the organisers
of the arms fair or by officials; if not, would HM RC consider doing so at future events.

2.1 We can confirm that there was no requirement for exhibitors to submit brochures in advance for
inspection, either by organisers or by officials. As we said, there are some lessons that we can learn from the
exhibition and we will take this point forward into planning for future exhibitions.

2.2 However, there are a number of issues to be considered, including powers and the practicalities of
vetting and checking. On powers, neither DTI nor HMRC have powers to compel exhibitors to submit
brochures and similar material for inspection. HMRC do have powers to require exhibitors to produce for
inspection any temporarily imported firearms. Our current advice is that it would be difficult to frame
legislation that did not create a regulatory burden on all organisers and exhibitors, going beyond arms.

2.3 We believe that the way forward is to build on the current approach whereby HMG work with the
organisers to:

— Improve the clarity and communication of information to exhibitors of their obligations in respect
of this legislation—for example, providing clear examples of what is not permitted;

— secure voluntary compliance with submitting brochures in advance and backed with selective
scrutiny; and

— underpin these arrangements in the contracts between organisers and exhibitors.

2.4 We will pursue these and other possible solutions with DTI ECO and others. At this stage we should
point out that we do not envisage any change in our priorities for action at these events, with controlling
weapons remaining our top priority and then missile components. And we should perhaps sound a
cautionary note that, whilst we accept the need to tackle potential trafficking and brokering, we will do so
on the basis of risk. Finally on this point to underline that our approach is fully coordinated with DTT ECO,
whose technical assessment staff would be approached for a ruling on the control status of any goods
appearing in brochures or other material.

3. INTERNET

To clarify whether HM RC employ staff engaged on the dedicated monitoring of the internet and if so, whether
they include strategic exports in their responsibilities.

3.1 Part of the job of staff within our Intelligence National Coordination Unit is to carry out regular
search of the Internet for the use of specific terms of interest or concern to HMRC. The search terms include
terms relating to strategic goods but for operational reasons we are reluctant to put them in the public
domain. This role currently forms part of the job of one person.

3.2 Internet is one of the tools that officers working in frontier related areas use day-to-day to do their
jobs. Our front line Detection Target and Selection staff use the internet to carry out supporting checks on
the credibility of imports and exports—for example checking authenticity of consignee, delivery address,
business details and nature of goods. Our export control intelligence officers use the Internet to follow leads
from the intelligence agencies and other sources indicating a potential breach of the controls. Officers in our
Analysis and Intelligence area are expected to research the internet as a tool in the course of their normal
duties eg for horizon scanning and background research in relation to the topic on which they have been
tasked—for example a tax issue or trade sector related project. However, with the exception of the
postholder in our NCU as mentioned above there are no posts dedicated solely to researching the internet.
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4. STAFF ATTENDING TRAINING SEMINARS
To clarify the numbers of staff attending in the seminars each year.

4.1 Since 1 January 2004 HMRC, together with DTI experts, have held the following export control
awareness seminars for HMRC front line staff. Attendees are expected to cascade to their local colleagues.
HMRC policy advisers are supported by Investigation/Intelligence staff and DTI experts. Some figures are
exact whilst others are approximate.

Date Location Number attending
March 2004 Reading 18
April 2004 Luton Airport 25
April 2004 Nottingham 25
June 2004 Felixstowe 25
October 2004 Dover 20
November 2004 Heathrow 36
January 2005 Leeds 23
October 2005 Heathrow 13
January 2006 Oxford 30
February 2006 Northern Ireland 20
February 2006 Glasgow 20

5. WMD INVESTIGATION

To clarify our assurance at Q405 that the WM D activities could no longer be continued by the individuals under
investigation while the individuals concerned were not in custody.

5.1 That particular criminal “enterprise” in relation to procurement of WMD materials and equipment
has been stopped by coordinated UK and international multi agency action. The individuals™ scope to act
covertly has been reduced and the market constrained. We cannot say any more without prejudicing
potential proceedings and breaching our obligations under the Commissioners for Revenue and Customs
Act 2005. However, we can say that the capability of any criminal enterprise to continue once under active
investigation by HMRC is a matter that we treat with utmost seriousness.

June 2006

Further memorandum from the Government

Unclassified section of HMG’s letter of 8 February 2006 to Quadripartite Committee.
Quarterly Report for: (i) January to March 2005; and (ii) April to June 2005.

SECTION A: QUESTIONS APPLYING TO SEVERAL LICENCES

1. The introduction to the second quarter report states that:

A summary description is provided for all items covered by SIELs and OIELs issued for this period. The
Report also gives information on the number of small arms covered by SIELs issued during the period. However,
this information is not provided in cases where the information is exempt from disclosure consistent with the
terms of the Freedom of Information Act 2000. No such exclusions were made in this Report.

Which exemptions could apply?

The exemption contained in Section 27 (harm to international relations) could potentially apply. This
exemption would only be applied in exceptional circumstances. In fact, it has not yet been applied since the
entry into force of the act. However, in the interests of transparency, the Government wishes to note that
it is at least a possibility that we may be required to do so in the future.

2. Is “white phosphorus” subject to licensing control? If it is, please indicate the licences covering it that were
issued, refused or changed in the first two quarters of 2005?

White phosphorous is not controlled for export from the UK, and does not appear on the international
control lists from which UK strategic controls derive, ie the Wassenaar Arrangement, the Missile
Technology Control Regime, the Australia Group, the Nuclear Suppliers Group, and the Chemical
Weapons Convention.
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3. Were any goods exported to, or for use in, the Western Sahara? Under what country of destination would
such goods be listed?

No export licence was issued covering goods for stated use in the Western Sahara.

SECTION B: SPECIFIC LICENSING DECISIONS

4. The Committees would be grateful for more information on the following licences issued during the first
quarter (January to March) of 2005.

skskok

5. The Committee would be grateful for more information on the following licences issued during the second
quarter (April to June) of 2005.

EET

SECTION C: OTHER MATTERS

6. On 8 May 2005 the Sunday Times reported on the availability of rockets with radioactive warheads for
sale in Transdniester. What investigations and assessment has the Government made of these reports and, on
the assumption that the reports are accurate, what steps has the Government taken to address the sale of
armaments in Transdniester and with the Governments of Moldova, Ukraine and Cyprus, within or through
whose territories some of the transactions to facilitate the proposed sale would have taken place? More
generally, what assessment has the Government made of the amount and nature of arms that originate from
Transdniester, the use to which these arms are put and of the brokers who promote this trade? In the light of
the Government’s assessment have the Government plans to strengthen UK, or to promote European and
international action to improve, controls of trafficking and brokering of arms which originate in states such as
Transdniester?

We are concerned by reports of illicit arms sales involving Transdniester. The Ukrainian Plan for a
settlement of the Transdniester dispute, launched in April 2005, has led to greater EU involvement in the
settlement mechanism, and to the placing of a Border Assistance and Monitoring Mission along the
Moldova/Ukraine border, including the Transdneistrian section. The 50-man Mission has been in operation
since 30 November, and will provide training for local customs and border guards as well as carrying out
inspections and checks along the border. It is hoped that this will significantly reduce the smuggling activity
known to take place along the border, including of arms and materiel. There has been discussion of
inspections of Transdneistrian military factories, but this has not yet been agreed on.

7. On 27 November 2005 the Observer reported on the use of British military equipment by the Indonesian
authorities against civilians. What assurances have the Indonesian authorities given about the use of British-
supplied weapons and equipment? What investigations have the Government made to establish whether British-
supplied equipment has been used in any human rights abuses? What were the results of the investigations?

We no longer seek specific guarantees or assurances that go beyond the provisions of EU Consolidated
Criteria when supplying British-built equipment. We would not issue an export licence in the first place if
we assessed there was a clear risk the goods would be used to commit human rights abuses.

The British Embassy followed up with the Indonesian authorities and a number of Papuan-based
community leaders and non-governmental organisations reports that British supplied water cannon were
used in Papua.

We were informed that water cannon were used in Jayapura to break up a violent demonstration aimed
at an office of the Indonesian Electoral Commission. Having looked carefully at the specific circumstances
of this case, we consider that the government used proportionate and legitimate force to maintain law and
order, and did not commit internal repression or human rights abuses. The Committee will wish to note that
two local NGOs have indicated to staff in BE Jakarta that they considered this a reasonable level of force
to use in the circumstances.

8. What assessment has the government made of the risk of diversion of goods from China and Taiwan to
other countries? What undertakings, if any, has each Government given about preventing diversion?

In accordance with Criterion 7 of the Consolidated EU and National Arms Export Licensing Criteria,
the risk that equipment will be diverted within the buyer country, or re-exported under undesirable
conditions, is part of the risk management process of case-by-case assessment and advice for all export
licence applications. This includes the use of intelligence to expose any risks associated with the export of
the goods, including in relation to the declared end-user. The Government works to identify any links
between the end-user and countries of concern, and any known requirement that countries of concern may
have for UK sourced equipment.

The Government continues to analyse relevant information, for example, on arms production, trade and
exports, including ‘grey’ arms dealers and proliferation networks. From this analysis up-to-date advice is
provided on specific export licence applications.
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China has shown a willingness to work with us to modernise its export controls. They are members of the
Nuclear Suppliers Group and have applied for membership to join the Missile Technology Control Regime.
This is a positive signal that the Chinese Government is willing to work with partners to improve its export
controls. Through an EU project, the UK hope to work closely with China to ensure that its customs officers
are able effectively to enforce and implement export controls.

Taiwan operates an export licensing procedure using a control list based on international control texts
(NSG, MTCR, Wassenaar and Australia Group) and receives regular updates from members of
international export control regimes. The Taiwanese Ministry of Economic Affairs (MOEA) classifies
export destinations into three categories and tailors its controls according to the destination. Additional
regulations are applied to exports to the People’s Republic of China.

In January 2005, the Taiwanese Bureau of Foreign Trade (BOFT) announced that they had brought their
export controls on strategic high-tech commodities in line with international efforts against terrorism and
the proliferation of WMD. Specifically, it announced that exporters who falsified customs declarations
would be blacklisted and subject to stricter inspections of their future exports.

February 2006

Further memorandum from the Government
Unclassified section of HMG's letter of 26 April 2006 to Quadripartite Committee.
Third Quarterly Report for 2005 (July to September 2005) and earlier reports.

SECTION A: QUESTIONS APPLYING TO SEVERAL LICENCES IN THE THIRD QUARTER OF 2005

1. Itisnoted that a number of licences permit the export of goods to Argentina. It would assist the Committee
to have a statement of the Government'’s policy on the export of arms to Argentina.

All relevant export applications for Argentina are rigorously assessed on a case-by-case basis against the
Consolidated EU and National Export Licensing Criteria, taking account of the circumstances prevailing
at the time and other relevant announced Government policies, in particular, the Ministerial Statement of
17 December 1998, HC 721.

2. The value of SIEL exports to Brazil has increasde from £1 million in the previous quarter to £81 million
in the quarter under review and in Chile from £1000,000 to £135 million. What assessment has the Government
made of the effect of this increase in arms sales on the preservation of regional peaces, security and stability in
South America?

Brazil

A licence was issued for enriched uranium, the value of which was £80 million. Therefore the increase in
value of SIELs issued was not down to the sale of military goods.

Chile

A licence was issued for frigates, the value of which was £134 million, and were for former Royal Navy
vessels. [Type 23 Frigates HMS Norfolk, HMS Marlborough, HMS Grafton].

These licenses were assessed against Criterion 4 (preservation of Regional Peace Security and Stability)
and approved on the assessment that there was no clear risk that they would be used aggressively against
another country or to assert by force a territorial claim.

3. Israel is given as the source of a number of Open Individual Trade Control Licenses—for example to
Australia, Czech, Denmark, Finland, France, Greece, Ireland, Italy, South Korea, Netherlands, New Zealand,
Romania and Thailand. What items are covered by these licenses?

The items covered on the OITCL with Israel as the source to multiple destinations related to general
advertising and promotional activities calculated to promote unmanned aerial vehicles with a range
exceeding 300km (restricted goods) at the Farnborough Air Show 2006.

4. Why did the value of exports to Iran covered by SIELS increase from £5 million in the previous quarter
to £164 million in the quarter under review?

Values of export licenses approved varies from quarter to quarter (as well as annually) due to the number
of licenses completed for each destination,. The considerable increase in the value of exports to Iran for this
quarter is explained by the granting of a SIEL to permit the export of civilian aero-engines at a value of £160
million. These engines were destined for an Iranian civil airline to use on civil passenger aircraft.



Defence, Foreign Affairs, International Development and Trade and Industry Committees: Evidence Ev 157

5. What appears to be a standard and comprehensive OIEL for components for military utility aircraft has
been issued for exports to a number of small stated in Europe t( Andorra, Liechtenstein, Monaco, San Marion,
and he Vatican City). Why have theses OIELS been issued? What assurances have been giver that the states
receiving the items are content to accept the exports and are able to protect the goods and technology exported
from diversion to third parties? Which of the items listed is expected to be exported to the Vatican City?

An ORIEL (2053) was granted to permit the export of goods to in excess of sixty countries in support of
the “Open Skies Treaty.” The UK is an active state party to the Open Skies Treaty, which allows for
unarmed overflight of the entire territory of participating states using a variety of sensors to detect military
activity as part of global arms control. The Treaty aims to promote transparency in military activities and
to enhance confidence and security building whilst facilitating monitoring of compliance with other arms
control agreements.
ko ok

17. What assurances and checks does the Government carry out on goods which are re-exported from
Singapore

All export licence applications are assessed on a case by case basis against the consolidated EU and
National Arms Export Licensing Criteria and other announce policies prevailing at the time of application.
% sk ok

SECTION E: OTHER MATTERS

19. When HUDs which have been exported from the USA to Israel need to be repaired or replaced, what
arrangements are in place for conveying the HUDs to the UK? Are they sent directly from Israel to the UK or
via he USA?

Whatever arrangements are in place for the repair or replacement of HUDs is a matter for the parties
involved.

April 2006

Letter from the Government
Arms Exports to Israel: Reply to Quadripartite Letter of 4 April 2006.
Thank you for your letter of 4 April requesting additional information on exports to Israel.

Firstly, I confirm government policy is as it was set out in October 2002. This letter is in accordance with
declared policy and relays our position on monitoring use that we have previously given the Committee in
some detail.

You asked for clarification about how Government applies the policy to items that could be used both
to defend Israel against external attack and which could be “deployed aggressively in the Occupied

Territories”. All export licence applications to Israel are judged on a case by case basis against the
Consolidated EU and National Arms Export Licensing Criteria which include scrutiny against the risk of
use for internal repression, external aggression and the risk of diversion. If we consider that there is a clear
risk that equipment might be used in the OTs, we refuse the application.

You also seek clarification of how the policy applies to components, both equipment used (or to be used)
by the Israeli authorities and equipment intended for re-export but where there is a risk of diversion to use
by Israel.

Any applications that are for final end use by the Israeli authorities are assessed against the Criteria after
we have sought advice from Tel Aviv about what the Israeli authorities would use the equipment for. Also
considered is whether the end user has used the equipment in a manner inconsistent with any of the Criteria
in the past.

Any application for incorporation to a third country that contains equipment that might also be used by
the Israeli authorities are considered against the Criteria and other announced government policy such as
the Incorporation Factors (July 8 2002, Column: 653W and Column: 654W). Point (e) of the Incorporation
Factors is the standing of the entity to which the goods are to be exported. All such applications have
supporting documentation from the third countries in the form of purchase orders, contracts or end user
undertakings.

By assessing any potential export against the Criteria we assess the risk of diversion within Israel and
within the country of final destination. If we have any concerns about diversion for an application, we
recommend refusal.

You also seek confirmation about assurances. The reply to the PQ of 15 April 2002 still holds true about
the use of assurances; we do not use them. All decisions are made using the Consolidated Criteria and other
announced policy. (Column 721W 15/04/2002) http://www.publications.parliament.uk/pa/cm200102/
cmhansrd/vo020415/text/20415w08.htm£20415w08.html—sbhd6
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You ask us to explain how we ensure that items exported to Israel are not used aggressively in the
Occupied Territories and how we monitor the use of equipment by the Israeli authorities in the Occupied
Territories to ensure that British policy on exports is not breached.

HMG does not use end use monitoring to check on exports of concern. HMG does not licence goods
where we have concerns about their use.

If despite careful consideration of the licence application, concerns later arise over use of a UK export
(from observation by Post, media or non-governmental organisations) these will be thoroughly investigated
and appropriate action taken, including the revoking of licences issued. Such concerns will also be taken
into account fully when future export licence applications are considered.

April 2006

Memorandum from the Campaign Against Arms Trade (CAAT)

1. The Campaign Against Arms Trade (CAAT) is working for the reduction and ultimate abolition of
the international arms trade, together with progressive demilitarisation within arms-producing countries.

2. In advance of Quadripartite Committee’s evidence sessions with the Foreign Secretary and the
Minister of State, Department of Trade and Industry, CAAT would like to make known its current concerns
with regard to Saudi Arabia; corruption; end-use monitoring; Timor-Leste; and the Government’s proposed
Arms Trade Treaty.

SAUDI ARABIA

3. Saudi Arabia is run by a barbaric and undemocratic regime yet, along with the United States, it tops
the UK government’s priority list for arms sales. This desire for sales has led the UK to a policy of
appeasement with Saudi Arabia, rather than to the strong criticism its human rights record deserves.

4. The mid-1980’s Al Yamamah 1 and 2 arms deals with Saudi Arabia were by far and away the UK’s
largest. On 23 December 2005 the “Understanding Document” for “Al Yamamah 3” was signed between
the UK and Saudi governments. The details are confidential, but it commits the UK government to help
modernise the Saudi armed forces and, as part of this, to supply Eurofighter Typhoons, assembled by
BAE Systems.

5. This “Understanding” undoubtedly breaks the spirit, if not the word, of the Consolidated EU National
Arms Export Licensing Criteria which are supposed to prohibit arms sales which might threaten regional
peace and stability, and restrict arms deals involving countries which disrespect human rights and
fundamental freedoms.

6. Its human rights record also renders the Saudi regime less than secure, and the “Understanding” is
likely to anger its opponents and further alienate them from the “west”. It might not be possible to control
where the equipment the UK has supplied would end up.

7. The £1 billion insurance given by the Export Credits Guarantee Department with respect to the Al
Yamamabh 1 and 2 sales (Guardian, 14 December 2004) is official confirmation that there are worries about
the stability of the Saudi regime. It also leaves the UK taxpayer exposed to the possibility of picking up the
bill for these particularly ill-advised deals. At the time of writing it is not known what, if any, export credit
cover will be given with respect to Al Yamamah 3.

8. Whilst BAE Systems’ shareholders will benefit from the deal, it is unlikely that the UK as a whole will.
Despite assertions by government to the contrary, there is no evidence that the Al Yamamah deals bring any
benefit to the UK economy. Freedom of Information requests by CAAT to the MoD and the Department of
Trade and Industry have revealed that neither have conducted any studies into the economic impact of Al
Yamamabh 1 or 2.

9. Indeed, most studies of the economic impact of arms exports as a whole show they are subsidised by
the taxpayer. Even a report by Ministry of Defence and independent economists, The Economic Costs and
Benefits of UK Defence Exports (2001 ), concluded, firstly, that the economic costs of reducing military
exports are relatively small and largely one-off, and secondly, as a consequence, that the balance of argument
about military exports should depend mainly on non-economic considerations. This conclusion is reiterated
in the MoD’s Defence Industrial Strategy published in December 2005.

CORRUPTION

10. Human rights and economic issues aside, there is a massive risk of corruption surrounding these deals.
Documents in CAAT’s possession, which can be made available to your Committee, show that in the 1960s
and 1970s the Government’s arms sales unit, then called the Defence Sales Organisation (DSO), now the
Defence Export Services Organisation (DESO), advocated that a nationalised company be used to pay
bribes, largely in connection with deals to Saudi Arabia, though not exclusively so.
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11. Thisis of more than historic interest as the corruption around arms exports is generally acknowledged
to be a problem and must be taken into account when considering export licences to, or export credit support
for, sales to countries where the UK government knows there has been bribery in the past. In the case of
Saudi Arabia, some of the key decision makers in the 1960s and 1970s are still in power. The two most
important examples are Prince Sultan, the Saudi Minister of Defence then and now, and Prince Abdullah,
at the time the Commander of the Saudi Arabian National Guard, and now the King of Saudi Arabia.

12. CAAT believes your Committee was seriously misled by the MoD in its memorandum to you of July
2003 (Strategic Export Controls: Annual Report for 2002, Licensing Policy and Parliamentary Scrutiny, 18th
May 2004, HC390, Ev34). The memorandum was an attempt to rebut the Guardian article of 13th June 2003
which claimed “web of state corruption dates back 40 years”.

13. The Guardian’s central allegation was that: “The government’s own arms sales department [DESO]
is directly implicated in bribery abroad”, substantiated by documents detailing that “special
commissions . . . are even written by civil servants into the secret contracts on government-to-government
arms deals”. It concluded “bribery has been at the heart of DESO’s mission from the day the unit was
launched nearly 40 years ago”.

14. The MoD’s memorandum to your Committee argued: the article was “totally without foundation”;
the Guardian’s assumption that “special commissions” are bribes was false; the Manual the Guardian
referred to which apparently allowed “special commissions™ had in fact been obsolete since 1991; guidelines
were in place to ensure “public money should not be used for illegal or improper purposes”; and that
“officials should not engage in, or encourage, illegal or improper actions”. In summary, the memorandum
was designed to leave the reader with the impression that DESO had never condoned bribery in arms sales,
and in fact had procedures in place designed to “ensure legality and propriety in the handling of
Government-to-Government contracts”. This is far from being the case.

Nationalised company used to pay bribes

15. The DSO arranged for the use of a nationalised company, Millbank Technical Services (MTS), then
a wholly owned subsidiary of the Crown Agents, to pay bribes on a proposed Government-to-Government
arms deal. A senior DSO official Harold Hubert wrote in 1972 about a proposed sale to the Saudi Arabian
National Guard:

“MTS will have little hope of business unless we [UK Government] invite them to sell on our
behalf . .. .Since, when the Ambassador sees the King, he will indicate our willingness to do
business on a G-to-G [Government-to-Government] basis there might be advantages to MTS co-
ordinating any British equipment business to provide the quasi-government oversight as well as
passing on the douceurs” (FCO 8/1914).

16. The Concise Oxford Dictionary defines “douceur” as “n. gratuity; bribe”. In other documents it is
clearly stated that MTS’s agent was Prince (now King) Abdullah’s brother-in-law, a gentleman by the name
of Mr Fustuq. The Secretary of State for Defence, Lord Carrington, was made aware by Lester Suffield, the
Head of DSO, that this was the case.

MoD condoned bribes

17. Hubert wrote to the Embassy in Caracas about DSO in 1967 saying that “day by day we carry out
transactions knowing that at some point bribery is involved. Obviously I and my colleagues in this office do
not engage in it, but we believe that various people who are somewhere along the lines of our transactions
do. They do not tell us what they are doing and we do not enquire. We are interested in the end results”.
Another Foreign and Commonwealth Office document (FCO 8/2343) refers to “[Ian] McDonald, the
Director of Defence Sales 1, called on 28 February . . . [and said that] in his experience no arms purchase of
this magnitude would be concluded with an Arab country by means of a simple exchange of letters;
furthermore the ‘fiddle-factor’ was an element that could not be overlooked”.

18. The MoD received copies of high-level briefing papers which contained statements such as “most of
the special commissions are paid into accounts in third countries—the implications of corruption are thus
clear . . . the person receiving the commission is usually in a position to sway the purchasing decision”.

19. Far from not encouraging “improper actions”, in discussing the failure of MTS’s efforts to sell to the
Saudi Arabian National Guard, Hubert states “if a deal has to be done with Khashoggi it has to be done.
His own personal demands will probably be high, but that is the way business is done in Saudi Arabia, the
King’s edicts about 25 percenters notwithstanding. Either Khashoggi is offered the cut he wants or we
should pull out”. DSO knew that agents on arms deals paid bribes but continued to encourage their use; the

999

Embassy in Jedda even referred in 1974 to DSO’s “penchant for dealing through ‘fixers’”.
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Members of client governments allowed to be agents

20. From 1967 to 1976 DSO’s guidelines permitted DSO to hire as agents employees of client
governments.

No effective scrutiny of agents activities

21. The guidelines of 1976 and 1977, to which the MoD referred in its memorandum, simply tried to
ensure that DSO employees were not actively involved in unlawful activities; by implication, promoting sales
they knew to be tainted by bribery was legitimate. MoD official E G Cass conceded the procedures could
not prevent bribery on sales DSO was promoting: “if an isolated case came to public notice in which an agent
had acted improperly, we could claim that we had done all that could be expected of us”.

Evidence of bribery ignored by officials

22. There is considerable evidence in The National Archives of official knowledge of bribes being paid
on arms deals from the UK to Saudi Arabia. For example, in 1971 a letter from Ambassador Morris to the
MoD says: “I conclude . . . that as long as this mood persists, we shall get no more large arms contracts from
the Saudi Ministry of Defence, outside the Air Defence field. Sultan has of course a corrupt interest in all
contracts, but this can be served by any nationality.” Prince Sultan was, and still is, the Saudi Minister of
Defence.

23. In a heavily censored paper addressed to Lester Suffield, newly Head of DSO in 1970, Morris writes:
“the question of corruption is obviously crucial and I have therefore dealt with it frankly and at some
length”. He concludes that: “There is no single golden key (or golden fixer) to open the door to an orderly,
if crooked, world of arms sales in Saudi Arabia. It is a jungle inhabited by beasts of prey in which one must
move with caution and uncertainty”.

24. Denis Healey, who as Secretary of State for Defence set up the DSO in 1966, told Prime Minister Jim
Callaghan in 1977: “There was no doubt that bribery had been going on for years on a large scale in the
Middle East and Africa and that organisations responsible to government (including defence sales and
nationalised industries) had been involved”. Healey recently told the Daily Mail (25 January 2006) that “it
would have done more harm than good to tell the truth”.

25. The 1992 National Audit Office report into the Al Yamamah deals remains secret. It was read only
by the then Chair of the Public Accounts Committee and his deputy; none of the current members of the
Committee have read it. Other documents, which might throw light on to arms deals, especially with Saudi
Arabia, are withheld from the public, in some cases even after the usual 30 years have elapsed. CAAT has
appealed to the Information Commissioner for the release of several of them and awaits his verdict.

26. In the light of this evidence, it is hard to see how the MoD can refute the Guardian when the latter
says that “bribery has been at the heart of DESO’s mission from the day the unit was launched”. The bigger
question, however, is what is happening today. BAE Systems, Rolls Royce and Airbus all argued strongly
that they should not have to disclose the names of agents when applying for cover to the Export Credits
Guarantee Department.

27. CAAT would urge your Committee to recommend that the Government is more transparent about
arms deals and releases the documents without delay. Furthermore, it is essential that the ECGD requires
copies of all contracts when it is supporting projects or offering insurance cover and that such contracts, or
supporting documentation, contain full details of agents used. The ECGD should scrutinise the contracts
and other documents and make further inquiries about the agents if necessary.

END-USE MONITORING

The use of UK-supplied water cannon in West Papua

28. CAAT wishes to draw your Committee’s attention to the deployment of two UK-supplied Tactica
armoured personnel carriers armed with water cannon to West Papua at the beginning of August 2005. The
Tactica APCs were present during a large demonstration against special autonomy on 12 August 2005 and
at a protest against the establishment of the Papuan People’s Assembly (MRP) on 31 October 2005. They
were used in a clash between the police and protesters in Jayapura.

29. The FCO has stated that it considers that “the use by a Government within its own borders of
proportionate force to maintain law and order, subject to appropriate controls, is legitimate and does not
constitute repression or a human rights abuse”. (Hansard, 13 December 2005, Col 1953 W) This response is
disturbing. The question of law and order in West Papua cannot be divorced from the context of a highly
volatile political situation in which human rights are routinely abused by the security forces. Their record
shows that the security forces cannot be trusted to always use “proportionate force” and exercise
“appropriate controls”. Often public disorder is caused by heavy-handed tactics by the security forces or is
started or provoked by the security forces.
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30. For several decades, there have been widespread violations of human rights in West Papua, as well
as the violent suppression by the Indonesian security forces of the peaceful campaign for self-determination.
In late January 2006, the UN Secretary-General’s special adviser on the prevention of genocide said that
West Papua is an area of concern where the indigenous population is in danger of extinction.

31. This ongoing deployment took place during a period of heightened tension also involving the sending
of large numbers of additional troops to West Papua in the latter half of 2005 and Indonesian Police
instructions to prevent people peacefully demonstrating in favour of independence in November and
December 2005. Two Papuan activists (Filep Karma and Yusuf Pakage) languish in jail for 15 and 10 years
simply for the offence of raising the West Papuan flag, and have been adopted as prisoners of conscience by
Amnesty International. Just last month, Indonesian troops opened fire on a group of unarmed protesters
in West Papua’s Paniai district, killing one thirteen-year-old and seriously wounding two others.

32. Irrespective of whether the water cannon are used in specific violations, the FCO’s refusal to object
to their use provides a strong signal of political support for Indonesia’s repressive policies in West Papua.
The very presence of the water cannons is a powerful deterrent to Papuans wishing to exercise their rights
to freedom of expression and assembly, surely a violation of their human rights.

33. The UK government should demand the immediate withdrawal of the water cannon from West
Papua; and publicly announce an embargo on the sale of armoured vehicles to Indonesia as well as spare
parts for such vehicles already in their possession.

Complaints on end-use assurances justified

34. CAAT appreciated the attention your Committee gave in the last Parliament to the secret relaxation
of conditions by the FCO in 2002 on the use of UK-supplied equipment in Aceh in your 2004 Report. The
Government now accepts the argument of your Committee and CAAT that the assurances were worthless
(Hansard, 22 November 2005, Col 1903w), and that it no longer seeks them.

35. This, however, has serious implications. Given the assurances were one of the main justifications
offered by successive governments to justify arms sales to Indonesia, the UK government is now admitting
it offered Parliament empty promises about Indonesian conduct, and, therefore, misled Parliament as far
as the risk of UK-supplied equipment being used for internal repression was concerned.

36. There are other concerns. FCO Minister Ian Pearson told Mike Hancock MP that the Government
was not aware of any UK-supplied equipment currently deployed in West Papua (Hansard, 22 November
2005, Col 1903w). The FCO has since admitted that the Tactica were in West Papua at the time it responded
to Mr Hancock. It is only since CAAT, TAPOL (the Indonesia human rights campaign), and others have
made complaints about the deployment of the UK equipment that the FCO has investigated the incident
in West Papua. Had these complaints not been made, the UK government would have been in ignorance of
the use of Tactica.

37. CAAT believes it is vital that the UK government institute a proactive system to check the end-use
of UK-supplied military equipment.

TiMOR-LESTE

38. The recent report by Timor-Leste’s Commission for Reception, Truth and Reconciliation (CAVR),
submitted to the UN Secretary-General, noted that the UK was a major supplier of arms to Indonesia
during its occupation of Timor-Leste and that senior Indonesian military officials were given training in UK
military establishments.

39. Thereport says that: “Whether or not British-made military equipment was used in specific violations
in Timor-Leste, the provision of military assistance helped Indonesia upgrade its military capability and
freed up the potential for the Indonesian armed forces to use other equipment in Timor-Leste. More
importantly, the provision of military aid to Indonesia by a major Western power and member of the
Security Council was a signal of substantial political support to the aggressor in the conflict, and outraged
and bewildered East Timorese who knew of Britain’s professed support for self-determination.”

40. There are three recommendations in the report pertinent to your Committee and which CAAT would
urge you to endorse. These are:

— the UK, as a state that had a military co-operation programme with the Indonesian government,
apologises to the people of Timor-Leste for failing to adequately uphold internationally agreed
fundamental rights and freedoms;

— the UK, as a state that gave military backing to Indonesia and a permanent member of the Security
Council duty bound to uphold the highest principles of world order and peace and to protect the
weak and vulnerable, assists the government of Timor-Leste in providing reparations to victims
of human rights violations suffered during the Indonesian occupation;
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— Dbusiness corporations which profited from the sale of weapons to Indonesia during the occupation
contribute to the reparations programme.

ARMS TRADE TREATY

41. When an Arms Trade Treaty (ATT) was first mooted, CAAT supported the proposition believing it
could help prevent sales to human rights abusers, conflict zones and impoverished countries. When Foreign
Secretary Jack Straw announced the UK government’s support for an ATT in March 2005, CAAT sought
to clarify how an effective ATT would be compatible with the Government’s promotion of, and subsidies
for, military exports, as well as how it might affect them.

42. In his speech the Foreign Secretary said that the “tanks of repressive regimes, account for an
enormous amount of avoidable human misery across the world”. CAAT believes that had an effective ATT
been in place it would have banned the export from the UK of spares for tanks Indonesia used in Aceh in
2002 and 2003 and prevented the supply of UK military equipment to Saudi Arabia.

43. Continuing, Jack Straw mentioned the “Democratic Republic of Congo—a country where six years
of conflict have caused millions of deaths”. To be worthwhile, an ATT would need to have prevented the
sale of spares for Hawk jets to Zimbabwe, used in a war which “caused millions of deaths™.

44. He talked of “developing countries who spend already over-stretched budgets on armaments for
which they have no clear need are bound to have too little left for health, education and vital infrastructure”.
To have any impact on the world’s problems, an ATT would need to result in the cessation of UK arms sales
to countries like Pakistan, impoverished, yet committing a quarter of government spending to arms, and to
Nigeria, rated by the UN as one of the 20 least developed countries on earth.

45. Unfortunately, it does not seem as though the ATT envisaged by Jack Straw will do any of these
things. The FCO has told CAAT that the ATT won’t change UK sales. This was reinforced by the Defence
Manufacturers Association’s DM A News, January 2006, which says the DMA believes “the eventual Treaty
would not bring new obligations for UK industry.” An ATT which replicates current UK guidelines more
widely will not provide adequate constraints and could well serve simply to legitimise arms sales.

February 2006

Letter to the Chair from the Foreign Secretary

Thank you for your letter of March 17 to the former Foreign Secretary outlining the Quadripartite
Committees’ thoughts on possible changes to the content and layout of the Annual Report on Strategic
Export Controls. Your suggestions are very helpful. We are now considering these in more detail together
with suggestions put forward by both civil society and industry. But I am confident that most of your
suggestions can be delivered.

On the format, we are exploring how to make the actual printed report focus more on the policy aspects
of export controls and the various regimes. We also have in mind to provide all statistical data in an
electronic form. We will of course seek to avoid a repeat of last year and ensure that both the hardcopy report
and the CD are published simultaneously. We also plan to make the CD more user friendly, and to have
the consolidated statistics it contains made available on the Internet at the same time.

Altering the format and content of the report will, we hope, create a better understanding of how we
approach our export control and export licensing commitments. It will also better reflect the advances we
have made in the provision of better and more real-time information to both Parliament and public. We feel
this is a natural development for the report. I hope that the Committee will agree that our thinking on
proposed changes represents a further step in ensuring that our Annual Report on Strategic Export Controls
remains a prime example of open government. I very much see this process of review and improvement as
an on-going process, and would value the Committee’s continued engagement on this issue. We take very
seriously our responsibility towards the Committee and will continue to do our very best at serving its needs.

I am glad that Kim Howells, who is, as you know, the Minister responsible for export control policy at
the Foreign and Commonwealth Office, was able to appear before the Committee on 25 April. I know that
this session covered a number of important issues We shall, of course, be responding to the Committee soon
on those areas where we promised additional information.

June 2006
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Supplementary memorandum from the Government

RESPONSE TO REMAINING QUESTIONS FROM QUADRIPARTITE COMMITTEE EVIDENCE SESSION

1. A number of countries, for example the United Arab Emirates, are leading global centres for the re-export
of goods—where previously imported goods are exported without additional processing or alteration. It is
possible for such countries to be used as procurement bases for other countries’ weapons of mass destruction
programmes? Is the government taking any action to reduce the possibility of re-exports being used for such
purposes?

We have a good export control dialogue with the UAE, where we discuss how controls might be improved.
The EU has recently launched a two year Pilot Project promoting export control co-operation, and the UAE
is one of 4 agreed partner countries for the project. Certainly such dialogue will continue to include advice
on such issues, drawing on our own experience.

2. In its memorandum to this Committee the Government said that over time weaknesses in the full region-
wide implementation and enforcement of the moratorium on the import, export and manufacture of light
weapons adopted by the Economic Community of West African States (ECOWAS) became apparent. What
lessons have been learned from the weaknesses in the ECOWAS moratorium?

The UK remains supportive of the ECOWAS moratorium and welcomed ECOWAS’ decision to make
it binding last year. The fact of the moratorium sends a strong positive signal that West African states want
to act to tackle the problem of the uncontrolled flow of arms in the region. But ECOWAS member states
need to do more to make sure that the moratorium is effectively implemented. We hope to see ECOWAS
taking robust action with transit countries, and hope the newly reorganised ECOWAS Small Arms Unit will
have more capacity to address implementation issues.

The UK feels ECOWAS will have most positive impact on the problem if it concentrates at a practical
level on building national capacity to deal with small arms, with a focus on the establishment of national
small arms commissions. We are encouraging ECOWAS states to take forward action in the context of the
UN Programme of Action Review Conference next month.

3. Should the arms trade treaty require UN member states to make the violation of a UN embargo a
criminal offence?

All current UN arms embargoes established through the adoption of UN Security Council resolutions are
binding in international law. So all states have international obligations to uphold the provisions. National
domestic legislation, which flows from those international obligations, is a matter for individual member
states.

4. President Bush announced the Proliferation Security Initiative in May 2003. What has happened to it?

PST has rapidly developed over the past three years and has become a hallmark of strong non-proliferation
credentials. More than 70 countries have indicated their support for PSI. A plenary meeting will be held in
June and we hope to further increase the number of countries who support the Initiative. [ IMG continues
to provide full support to PSI. UK hosted a major PSI exercise in November 2005 involving 15 nations and
is planning a maritime industry workshop in autumn 2006.

PSI is fully consistent with national legal authorities and relevant international law and frameworks, as
clarified in the PSI Statement of Interdiction Principles. UK legal authority mainly derives from the
Customs & Excise Management Act (CEMA), but also the Biological Weapons Act (BWA), Chemical
Weapons Act (CWA) and the Anti Terrorism, Crime and Security Act (ATCSA). If a state believes it does
not have the legal authority to take part in a specific action it may decline to participate.

5. Has the UK expanded its legal authority to seize shipments by signing bilateral boarding agreements with
countries to secure expedited processes for stopping and searching their ships at sea?

The UK has not yet signed any bilateral boarding agreements, but we have several texts under
negotiation. We have been examining the relevant domestic law in this area with a view to introducing
legislation to give effect to the amendments to the Convention of Suppression of Unlawful Acts at Sea which
were agreed by States Party at the Diplomatic Conference at the International Maritime Organisation in
October 2005. We have therefore decided to delay signature of the bilateral agreements under negotiation
until this process has been completed. We will then be in a position to move quickly to fmalise these bilateral
boarding agreements.

6. Information in the quarterly reports on licences granted appears to group together information on licences
granted for Military List goods with licences granted for dual-use items. Is it possible to separate these out to
make it easier to identify licences granted for ML goods?

We will need to look at the practicalities and resource implications of making a further change to the
Report layouts. We will report back to the Quad once we have looked in to this.

7. Will the government consider including information on the reasons licences were refused, as is done in the
annual reports published by the Netherlands and Germany?
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The reasons for refusal and revocation of SIELs are provided in the full Annual Report, within the Section
IT text as a table, listing the reasons and also the number of cases for each reason. Again, we would have to
look at the practicalities and resource implications of providing this information quarterly.

The reason for refusal is not stored electronically and is currently compiled manually.

8. The Government supplies an amount of information to this Committee on restricted and “in confidence”
bases. How does the Government decide that an item can only be supplied under these markings?

The information provided to the Quad on an “in confidence” basis contains information that is provided
to the DTI’s ECO in confidence as part of the license application process. To release that information
publicly may be damaging either for commercial or security reasons.

9. In the EU Seventh Annual Report published in December 2005 a number of countries produced more
detailed or comprehensive data than the UK. The number of states submitting data on the financial value of
either licences granted or actual exports per destination, disaggregated by the 22 categories of the EU Military
List, rose from 11 in the previous Report to 20 in the Seventh Annual Report. 14 of those countries submitted
disaggregated data on both licences granted and actual exports while the rest only submitted data on export
licences. Unlike previous years the UK Government did not submit data on the value of its export licences broken
down by ML category. Why did the UK fail to submit this data?

We understand that this point relates to the provision of data on Common Military List exports by Rating
and value. The UK has always maintained that it is unable to do this because of the way in which the data
is stored, and the difficulty in accurately extracting the information. Our current computer systems still do
not allow for the information to be presented in the format requested by the EU. The only way currently to
provide this information would be to manually check each Military List licence issued, which would not be
possible within our current resources. The level of detail provided in the UK’s Annual and Quarterly
Reports is already greater than that provided in the EU Report, and is also more transparent.

RESPONSE TO FOLLOW-UP QUESTIONS AS NOTED IN EVIDENCE SESSION

10. Extending the list of banned items of torture to include sting sticks? True that EU Torture Reg means
we have to do this on EU level and no longer under UK competence?

With the introduction of the EC Torture Regulation, the EC has competence with regard to controls on
exports in this area. Article 12 of the Regulation provides that the Commission shall be empowered to
amend Annex II and III in accordance with the Committee procedure set out in Article 15. We will work
with other EU member states to introduce additional equipment for control under the Regulation where
appropriate and necessary.

11. Applying the extra-territorial controls to cover MANPAD:s.

The Government has already responded on this matter in October 2004 in response to the Defence,
Foreign Affairs, International Development and Trade and Industry Committees Strategic Export
Controls: Annual Report 2002, Licensing Policy and Parliamentary Scrutiny report of 18 May 2004
(combined response to questions 53 and 54).

12. Exports (number of Refusals in the last year and how does this compare to previous years) to Saudi
Arabia.

In 2005, one SIEL was refused to Saudi Arabia. In 2004, one SIEL and three OIELs were refused. In 2003,
one SIEL was refused. Information on the number of refusals to all destinations is available in the Quarterly
Reports on strategic export controls.

June 2006

Memorandum from Dr Sibylle Bauer

THE ROLE OF GERMAN CUSTOMS IN EXPORT CONTROL

1. INTRODUCTION

Customs plays a crucial role in enforcing export controls. Enforcement aims to prevent the proliferation
of WMD and other export control violations, and to implement the EU acquis and obligations in the field
of non-proliferation and counter-terrorism. Enforcement relates to export control legislation but is closely
connected to other criminal statutes, such as conspiracy, money laundering, and anti-terrorism legislation.

Enforcement tasks include: preventing and detecting violations of national laws and regulations, denying
exports that lack authorization, investigating and prosecuting suspected violations, and helping partners in
international law enforcement cooperation. The organizational distribution of legal powers to perform
these tasks and their precise implementation varies from country to country. In Germany, the
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Zollkriminalamt (ZKA, literally “Criminal Customs office” or “Customs Office for Criminal
Investigations™) has comparatively wide-ranging powers in preventing and investigating export control
violations. The German model is presented in detail in this paper.

2. THE ROLE OF THE ZOLLKRIMINALAMT IN GERMAN EXPORT CONTROL

The Zollkriminalamt is a federal authority directly subordinate to the Federal Ministry of Finance. It was
established in July 1992 and is based in Cologne. Its origins go back to the Customs Criminological Institute,
ZXKI, established in 1952. The ZKI focused on forensic matters, but over the years its powers and tasks were
expanded. It was authorised to coordinate the Customs Investigation Service, and to conduct investigations.
In the early 1990s, export control laws were tightened and the ZKA established through expansion of the
powers, tasks, equipment and staff of the ZKI. This was intended to enable the agency to prevent export
control scandals such as “Rabta”, the setting up of a chemical weapons factory in Libya by a German
company. The scandal led to wide-ranging changes in the export control law. Criminal penalties were
stiffened considerably by transforming certain violations from civil breaches of administrative regulations
to a criminal offence; raising the maximum prison sentence for serious export control violations from three
to 15 years; and introducing new criminal offences, such as breaches of a UN embargo (in 2006 extended to
EU embargoes decided through a Common Position). Cooperation between relevant agencies was
enhanced. A catch-all clause introduced in 1990. and later included in the EU dual-use regulation, applies
not only to WMD end-use and embargoed destinations, but also to military end-use in certain destinations,
such as Iran (country list K).

Since entry into force of the Law on the Zollkriminalamt and the Customs Investigation Offices in 2002,
the restructured Customs Investigations Offices are directly assigned to the ZKA, and no longer to the
regional finance offices. Currently, there are eight customs investigation offices and 24 branches. In 2004, the
ZKA and Customs Investigations Offices employed approximately 3,100 people. In 2004 there were 16,344
investigations, of which 507 concerned the foreign trade law.

The ZKA has the following tasks®3

“Supporting the Customs Investigation Offices (Zollfahndungsimter) and other offices of the
Customs Administration in the prosecution and prevention of criminal offences and administrative offences
under the Fiscal Code and other laws;

— Gathering and evaluating information for the Customs Investigation Service, making it available
to the Customs Investigation Offices and other Customs units;

— gathering and exchange of data in information systems run by the Customs Administration and
systems in which the Customs Administration participates;

— cooperation in the control of the trade with foreign economic areas;

— control of mail and telecommunication for the prevention of criminal offences under the Foreign
Trade Law and the War Weapons Control Act;

— cooperation in the combat of:
— illegal transfer of technologies;
— subsidy fraud in the agricultural sector;

— central unit for the exchange of information in the European Customs Administrations” combat
of drug smuggling by land, air and sea transport;

— control of the trade in precursor substances prone to be misused for the illicit manufacture of
narcotic drugs;

— counteracting money laundering with the help of a “Joint Finance Investigation Group
Bundeskriminalamt/Zollkriminalamt”;

— central agency of the Customs Investigation Service in the area administrative and judicial
assistance, within the limits of the authorization by the Federal Ministry of Finance;

— coordinating and directing Customs Investigation Offices” measures in investigations with more
than local consequences; and

— advanced technical training for Customs Investigation Officers.”

While not all of these tasks are directly relevant to counterproliferation, the same criminal networks have
been used to traffic drugs, human beings, military equipment and dual-use items. Similarly, financial traces
can lead to the prosecution and conviction of proliferators.

9 URL < http://www.zollkriminalamt.de> .
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3. ENFORCEMENT TOOLS AND MECHANISMS

German customs has legal powers to: physically examine goods, take samples, examine documents (eg
business correspondence, bookkeeping documents as well as private correspondence), search property and
persons, seize evidence, monitor the market, preventively monitor/intercept telecommunications and mail
(following a court order and a specified procedure), control exports, and conduct administrative and
criminal enforcement. If a customs officer has doubts about an export, the customs law provides that it is
up to the exporter to remove those doubts.

Risk analysis and product identification: To identify dual-use items, which poses a challenge to customs,
identification tools and a correlation list (correlating the categories of control lists and customs codes) are
used, and special training courses are provided to customs officers. Customs also relies on technical expertise
in the German licensing agency (Federal Office for Economics and Export Control, Bundesamt fr Wirtschaft
und Ausfuhrkontrolle, BAFA). For analysis and data collection purposes, the ZKA established a central
internet research unit.

Risk assessment is a key feature of export control. Through collecting and reviewing export documents
and trade data customs looks for signs of shipments to countries of concern, which in turn could lead to the
discovery of a possible violation and an investigation. Customs also helps to build a watchlist and identifies
networks, acquisition patterns and supply routes. ZKA uses an elaborate electronic data collection system
(COBRA, currently in the process of being updated), which can be accessed by customs offices.

Company audits: The finance authority and BAFA can request information to enforce the implementation
of foreign trade laws. To this purpose, the Foreign Trade Act (para. 44) authorises the finance authority to
conduct audits, and BAFA can contribute experts to such audits. All those directly or indirectly involved
in foreign trade are obliged to provide information (shipping agents, individuals, banks, brokers, suppliers
etc.). Foreign trade audits (Aussenhandelspriifungen) include both routine audits and special audits initiated
due to information provided through sources such as government agencies, information generated through
other audits, data in the electronic risk assessment system etc. Routine audits are conducted with major
exporters of sensitive products in regular intervals. They involve the examination of documents and ITT to
verify compliance with procedures, licensing requirements, embargoes, and documentation of foreign
financial transactions.

Investigations: The ZK A can conduct its own investigations and coordinates investigations of the customs
investigations offices. A 2002 law reorganized the Customs Investigation Service and the tasks and powers
of the ZKA. It connected the customs investigation offices to the ZKA, extended the ZKA’s investigative
powers and authorized the ZKA to transfer data directly to police authorities. In a prosecution, customs
helps to build a case by contributing to the collection and analysis of evidence, and providing expert
testimony.

Interagency and international cooperation: At the national level, customs cooperates with the licensing
agency, intelligence, the foreign office, the police, prosecutors etc. Customs works with law enforcement
agencies in other countries and has its own liaison officers in a number of countries. Forms of international
cooperation include the participation of customs experts in meetings of international export control regimes
and mutual assistance agreements.

Cooperation with licensing authority BAFA. Close cooperation and shared databases between licensing
authorities and customs are key features of effective enforcement. ZKA has direct access to the licensing
agency’s database. Customs provides important data input into the licensing process, and in turn uses
licensing officers’ information and technical expertise. After an alleged violation, information collected by
ZKA and BAFA can determine the types of items shipped, whether the item was licensable and whether a
license was obtained. Customs and BAFA also cooperate to conduct reliability checks of exporters, to raise
awareness, to prepare audits of exporting companies and analyse subsequent reports; and to prepare
prosecutions. BAFA has a unit solely dedicated to the “co-operation with investigating and monitoring
authorities”. It supports export procedures at local customs offices, checks customs inspection reports and
assists in investigations.

Information: ZKA publishes information on the internet and in print regarding a range of subjects,
including: the ZKA, the customs investigation services, export control (explaining WMD programmes in
sensitive countries and mentioning past prosecutions); and proliferation (a leaflet which briefly explains the
role of customs in preventing proliferation, ways to recognize proliferation relevant activities, e.g by
explaining typical procurement methods, and contact details of ZKA and customs investigations offices).

In April 2006, the ZKA held a well-attended three-day information seminar for prosecutors. Speakers
included government agencies involved in a prosecution and covered a wide range of issues, such as legal
provision, the role of different institutions, threat assessment, investigations, prosecutions etc.

Outreach: Beyond training its own customs officers, the ZKA supports specialized training of customs
officers in third countries, in particular EU candidate and accession countries. This included a two-week
training course for Polish customs officers before accession, and participation in customs training events in
the framework of the 2004 EU Pilot Project implemented by SIPRI and EU Pilot Project 2005 implemented
by BAFA.
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4. PROSECUTIONS

According to the German arms export report for 2004, ZKA and the Customs Investigations Offices
concluded 24 investigations against a total of 40 individuals during 2004, of which most were under the
foreign trade law and one under the weapons of war control act. Most of these investigations were
discontinued, one resulted in a fine, and one in a criminal conviction (four year nine months imprisonment).
This involved spare parts for fighter aircraft and tools for artillery production destined for Jordan and Iraq.

According to the arms export report for 2003, 26 investigations concluded against a total of 42 individuals
(including five against unknown). Of these, four resulted in convictions: two separate cases with suspended
sentences of two years imprisonment, one investigation resulting in seven convictions (between four and six
months imprisonment or fines between 6,000 and 14,850€); and one sentence of two years and 10 months
imprisonment. In 2003, 21 investigations against 22 individuals were ongoing.

On the dual-use side, many export control related prosecutions have resulted in prison sentences over the
years, including the following cases: four years six months imprisonment and 80,000 German marks fine
(equivalent of 40,000€) in a case which involved the delivery of parts to Iran through falsified end-use
certificates; a four year prison term for shipments of aluminium tubes to North Korea; and seven years three
months imprisonment for exports destined for Pakistan.

Appendix 1: Organisational chart ZKA [not printed]
June 2006

Further memorandum from the Government

Unclassified section of HMG’s letter of 29 June 2006 to Quadripartite Committee

SECTION C: OTHER MATTERS

3. Why has the median time taken to determine SIELs increased from 12 days in April-June 2005 to 15 days
in October—December 2005?

Due to a typographical error, the figure should read 13 days and not 15.

4. Does the Government plan to make three years the standard length of an OIEL?

OIEL applications are considered on a case by case basis. Based on an assessment of the goods and
destination, an OIEL may be issued with a validity of between two and five years.

5. Are strategic exports to the Channel Islands and the Isle of Man subject to the full requirements of the
Export Control Act 2002? What controls apply to exports from the Channel Islands and the Isle of Man to the
UK and to the rest of the world?

Section 11(3) of the Export Control Act 2002 states that the removal of goods to the Isle of Man shall not
be regarded for the purposes of ECA 02 as an exportation of those goods. The Export of Goods, Transfer
of Technology and Provision of Technical Assistance Order at 2(1) states that “exportation” is defined as
“to any destination outside the UK and the Isle of Man”. In other words, any export of strategic goods from
the Isle of Man is subject to the same controls as exports from the mainland.

The Channel Islands are not included in the scope of the ECA 02. Therefore, any transfers of strategic
goods to the CI’s are deemed to be exports for the purposes of UK strategic export controls and are subject
to all the normal licensing procedures. Exports from the CI’s to other—non—UK destinations are a matter
for the CIs government. In practice, the government of the CIs will consult HMG before exporting strategic
goods. It is understood that strategic exports from the Cls are very limited.

6. Why has the Quarterly Report for October—December and the refusals information not been placed on the
FCO web-pages?

This was an administrative error that has now been rectified. Thank you for bringing this to our attention.
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7. The Independent published an article with the headline “Africa and the curse of the AK—47" on 6 April. It
states: “Figures based on customs records kept by the UN and obtained by The Independent show that between
2001 and 2003, Britain sent arms worth £515,000 into Sudan, the bulk of it a single consignment of bombs,
grenades, ammunition and mines worth £420,000.” The Committee would be grateful for the Government’s view
on this statement, for details of the licences issued, particularly that covering the £420,000 consignment, and,
given the human rights record of the Sudanese government stretching back many years, the grounds on which
the Government concluded these licences would be in accordance with the EU code of conduct on arms exports.

These allegations, which were first raised in 2004, have been investigated by the Government and found
to be baseless. The UK adheres fully to the EU arms embargo on Sudan, which has been in force since 1996.

We contacted the UN in 2004 when these allegations first surfaced. The UN advised that their information
was based on Sudanese reporting. Given doubts as to their veracity, it was agreed that the UN would revert
to the Sudanese authorities for confirmation. To-date, we have not received any information from the UN
to support the allegations.

Nevertheless, the allegations have been fully investigated by the Government. To allow for extant licences,
the period 1999-2003 has been scrutinised. Our records show that the only export licences issued for Sudan
covering ML listed items were for “military cargo vehicles” and “body armour”. The total value of these
licences was £47,200.64p. Information on actual exports from the UK is, of course, a matter for HMRC.

HMG was asked a parliamentary question on this issue. Lord Alton in January 2005 asked: Whether the
finding of the United Nations Commodity Trade Statistics Database (Comtrade) that the United Kingdom
has exported 180 tonnes of arms to Sudan since 2001 is correct. [HL755—26 January 20051].

Answer: “. . . The United Nations International Trade Centre and the United Nations Statistics Division
have told us that their statistics are based on Sudanese reporting, and they would revert to the Sudanese
authorities for clarification. We have as yet received no information to support the statistics Comtrade
published. If we do, we will investigate further and action will be taken against any UK person or entity
found to be in breach of UK legislation implementing the arms embargo against Sudan.

June 2006

Memorandum from the Ministry of Defence

1. The Committee has requested a memorandum from the MOD responding to allegations in a
memorandum from the Campaign Against the Arms Trade which alleged that the Committee was “seriously
misled” by a MOD Memorandum of July 2003.

2. The facts given to the Committee in that MOD Memorandum were accurate, both as they related to
the practices of the DESO at that time and, from the records we have identified, in relation to practices at
earlier times. The MOD rejects any suggestion that it was intended to mislead. The Memorandum addressed
specific allegations by the Guardian newspaper and answered the Committee’s questions in terms that we
continue to believe are accurate. The Department does not have any specific comment on the reported
recollections of Lord Gilmour and Lord Healey in respect of their understanding of the way agents were
employed, and commissions were paid, at these times, nor on CAAT’s interpretation of the documents it
quotes in its memorandum.

3. The Government takes the control of defence exports, and the behaviour of British companies and
individuals involved in this area, very seriously. Staff of the Defence Export Services Organisation are under
instruction to report any action which might be a cause for concern in relation to the law of the UK or of
the country with which business is being done.

July 2006

Letter to the Chair from the Minister of State at the Foreign and Commonwealth Office
Thank you for your letter of 27 April to the former Foreign Secretary Jack Straw.

You asked why correspondence from the Foreign Office to the Quadripartite Committee was marked “In
confidence” and whether in hindsight the FCO would be willing to allow the removal of the markings, to
allow the Committee to publish the documents.

With regards to the Israel letter of April 19, the “In confidence” markings were applied in error. The FCO,
together with the MoD and DTI removed all language that might have been subject to classification, and
therefore I am happy for the markings to be removed and the letter published.

Regarding the 27 October 2005 letter from Chris Stanton to the Clerk of the Quadripartite Committee
on exports to Iraq, we need to consult wider OGDs on what can and what cannot be released. Until that
time, we would recommend that the letter be reclassified from “in Confidence” to Restricted-Commercial.
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With reference to the letter of February 8, the in-confidence classification refers to commercially sensitive
information. Therefore, this information should not be put in the public domain.

After discussion on this issue, it has been decided that any information that is not for public disclosure will
now be marked as either “Restricted—Commercial” or “Restricted” which are formal Government security
markings. We will aim to provide as much information as possible to the Committee as unclassified. You
will however understand that it is impossible to make all information released to the Committee unclassified.

The Foreign and Commonwealth Office us determined be to as open and transparent as possible with the
Quadripartite Committee. However, we are also aware of our responsibilities in ensuring responsible UK
trade and maintaining commercial confidence with industry.

May 2006
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