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19. The tasks of the Armed Forces under the SDR are set out under eight over-arching
defence missions. Three of these missions are relevant to the Armed Forces’ role in
national (as in UK mainland) defence and security. Firstly, there are roles which the
Armed Forces, particularly the Army, fulfil in support of the civil authority and with which
we have become familiar in times of flood or other emergency (notably the foot and mouth
outbreak). These are termed Military Assistance to the Civil Authority (MACA). We
discuss MACA in more detail below {paragraph 215). Assistance under MACA-—which
is in a supporting capacity only and is subject to availability—is provided under the
Peacetime Security mission. Secondly there is the Strategic Attack on NATO
mission—and of this the SDR states—

No threat on this scale is in prospect ... This Mission therefore provides for longer term
insurance through a credible nuclear deterrent and the retention of the essential military
capabilities on which we could rebuild larger forces over a long period, if
circumstances were radically to worsen.

Thirdly military home defence appears in the SDR but only as a military task under the
Regional Conflict inside the NATO Area mission. Its sole mention is in an annex to the
Future Military Capabilities supporting essay, which states—

The Government has an obligation to ensure the provision of critical services and the
functioning of government itself during times of crisis and conflict. This is achieved
primarily by the protection of critical installations and information systems.*

No forces are specifically committed to this task.
SDR New Chapter

20. Following the attacks of 11 September, the Secretary of State announced that the
MoD would look again at its defence posture and plans ‘to ensure that we have the right
concepts, the right forces and the right capabilities to meet the additional challenges we
face from international terrorism and asymmetric threats.”> We examined the early stages
of this work in the Threat from Terrorism and offered some preliminary responses to a
series of questions posed by the Secretary of State. We concluded that the scope of the
work would seem to require ‘a more fundamental reappraisal of the SDR than is implied

by the phrase “a new chapter”.”

21. In its response the Government stated—

The Government has no plans to conduct a new defence review. The Strategic Defence
Review left us well placed to meet the additional challenges we face from international
terrorism, conducted on a scale similar to the 11 September threats. We need to keep
a sense of proportion: but, while not everything needs to change, the Government is not
complacent and is undertaking additional work to ensure that we have the right
concepts, forces and capabilities. The aim 1s to build on SDR assumptions and on the
broad direction that the SDR took. The New Chapter is about ensuring that our Armed
Forces have all the tools they need to do the jobs they might be asked to do in future
to prevent, tackle and defend against the threat from intemational terrorism and a range
of other possible scenarios.”’

* The Strategic Defence Review: Supporting Essays, p 617

The Strategic Defence Review: A New Chapter: Public Discussion Paper, para |
2 Op cit, para 101

Fourth Special Report of Session 2001-02, HC 667, para 23
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relating to counter-terrorism and the Emergency Procedures Committee deals with
emergency planning and consequence management.*®

Parliamentary Scrutiny

33. One of the strengths of the select committee system is that, with the agreement of the
relevant committees, one committee may pursue its inquiries into areas which are beyond
its formal terms of reference. As the list of witnesses in paragraph 29 above illustrates,
we have ranged widely across Whitehall and beyond. We could have ranged further. We
are grateful to our sister committees for raising no obstacles to our pursuit of this inquiry.
The attacks of 11 September and their consequences have implications for the whole
breadth of government. We have by no means addressed them all. For example we have
not examined the action taken to tackle the financing of international terrorism. Nor have
we looked in detail at the cooperation that has taken place within the European Union,
particularly in the Justice and Home Affairs Council. And we have not been the only
committee to take an interest in these issues. The Home Affairs Committee examined the
provisions of the Anti-terrorism Crime and Security Bill.¥’ The Foreign A ffairs Committee
has reported on the foreign policy aspects of the war against terrorism.® The Intelligence
and Security Committee, a committee of parliamentarians rather than a parliamentary
committee, also commented on the intelligence response in its recent annual report.*

34. We have no doubt that Parliament and its committees will maintain a close interest
in the consequences of the attacks of 11 September. There will be a continuing need for
active scrutiny. We hope that this report will encourage other committees to follow up
some of the areas which we have only been able to touch upon.

PREVENTION AND PROTECTION
International Activities

35. The UK is protected against attack by many different means. The bedrock of our
national security lies in Article 51 of the United Nations charter which together with
customary law guarantees our right to self-defence. This is reinforced by our membership
of NATO, and in particular by Article 5. It is further supported by our membership of other
international organisations, notably the United Nations, which have been active in the
campaign against international terrorism. The Foreign Affairs Committee in its recent
report sets out in some detail the action taken by the United Nations, NATO and the EU
in the period since the attacks of 11 September.

36. The European Union, for example, has taken a lead role in respect of measures to
control the movements of potential terrorists from east and central Europe into Western
Europe. These measures have built on earlier counter-terrorist co-operation across Europe.
Nonetheless there is clearly room for further developments. Assistant Commissioner David
Veness pointed to the example of Europol which had been established principally to tackle
organised crime. It had led to a significant improvement in the levels of co-operation
between the agencies of EU member states. Although EU co-operation on counter-terrorist
issues was well ahead of the levels which had prevailed in respect of organised crime
before Europol’s establishment, there was, in the Assistant Commissioner’s view, still
further work to be done. The challenge, he said, will be ‘to link the endeavours of law
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aircraft would be taken by the duty controller at UK CAQC.” The presumption is that if
there is any doubt over whether an aeroplane should be intercepted, QRA aircraft are
launched—

Ifthere is any doubt about whether we need to get airborne to intercept these, then there
is no doubt: we launch ... We launch, we intercept, we identify, then we can worry
whether it was the right decision later on.®

QRA aircraft were scrambled in this way on three occasions between 11 September and
when we took evidence from MoD officials in early March.”

Military Action: justification and decision

42. In the last resort, it might be necessary to shoot down the civilian aircraft. MoD
officials assured us in March that they had properly examined the legal aspects of any such
decision—

... we have satisfied ourselves with lawyers that there is a proper basis for doing this,
one being the Criminal Law Act 1967 where there is provision for use of reasonable
force to prevent a crime being perpetrated ... The other is Article 51 of the UN Charter,
in self defence, in terms of international law.*

43. The MoD set out its understanding of the legal position in more detail in
supplementary evidence—

The use of lethal force is justified in English law when used in self defence, defence
of others, or in the prevention of crime where there is an imminent threat to life and the
force used is reasonable (ie necessary and proportionate), having regard to all of the
circumstances.

“The test to be applied is that the act will be necessary and proportionate if:
(1) the act is needed to avoid inevitable and irreparable evil;

(2) no more should be done than is reasonably necessary for the purpose to be
achieved; and

(3) the evil inflicted must not be disproportionate to the evil avoided.”

For these purposes, a “rogue civilian aircraft” is a civilian aircraft, in flight, which has
been hijacked and which has been declared “hostile”.

The use of lethal force against a rogue civilian aircraft will only be justified where it
has been declared hostile.

Arogue civilian aircraft may be declared hostile where hostile intent is established. For
these purposes, hostile intent can be expressed as a demonstration of an intention
imminently to use the aircraft as a weapon and in a matter that will lead to a loss of
life.*’

57496
5 Qsol
Q503 fn
Q519
Ev 104



21

signalling the cockpit. As we were told, ‘At least with an aircraft you have some human
contact who can relay to you, as the decision maker, what he thinks is going on’.* By
contrast the rules of engagement for a ground-based missile system are that ‘they declare
a killbox and anything which comes into it, they knock it out of the sky’.”®  Air
Commodore Cook told us—

To use the Rapier system on its own, given the short range nature of it, you have to
create an Air Exclusion Zone around the target to guarantee sufficient time to engage
that aeroplane. That does not allow for mistakes which may happen.”!

Thus the rules of engagement provide no leeway for navigational mistakes or accidental
entry into the ‘kill box’. Neither do they provide sufficient information to justify a decision
to shoot down a civilian aircraft with the loss of maybe scores of innocent lives.

51. Itis arguable that the deployment of missiles around particularly vulnerable or high
profile targets might act as a deterrent. But such deployments would be only practicable
in locations where an air excluston zone would not interfere with civilian flights and in
circumstances where the boundaries could be exactly established and consistently policed.
Even then it would be a fragile form of deterrence, capable of being undermined by any
accidental intrusion which was not shot down. We do not believe that the use of ground-
based missiles against civilian aircraft can be justified. Neither do we believe that
they can be an effective deterrent.

Effects on Air Crew

52. In discussing these issues in terms of theoretical scenarios, we should not lose sight
of what it is that we would be asking RAF pilots to do. They are trained to intercept and
shoot down enemy military aircraft. They—or their colleagues—are also trained to attack
targets on the ground and to do so in the knowledge that, however carefully chosen those
targets are, collateral civilian casualties cannot be ruled out. But those are both very
different things from asking them to shoot down a hijacked civilian passenger aeroplane
very probably on a flight to or from the UK itself. We asked what support MoD and the
RAF were providing to the air crew who might be faced with such a task. The answer
which we received suggested that training had concentrated on the mechanics of the
operation.”” No mention was made of any provision for care or counselling after the event.
This year is the twentieth anniversary of the Falklands War. We have had ample recent
experience of the damaging psychological effects which combat can have on participants.
Being ordered to shoot down an aeroplane which is full of civilian passengers and within
visual range is, in our view, likely to be an extremely traumatic experience. We firmly
hope that it will never happen, but it may. We recommend that the MoD and the RAF
provide specific additional psychological advice and training for interceptor aircrew
of the QRA aircraft which may be called upon to respond to a rogue civilian aircraft
incident.

NATINADS

53. The UK’s air defence system was designed to be part of NATQ’s air defence against
the Cold War threat of a Soviet air attack. The attacks of 11 September, however, have
demonstrated a continuing need for an integrated air defence system. There are questions
over how successfully NATINADS can be adjusted to tackle the threat from rogue ¢ivilian
aircraft.
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54. We were impressed by the arrangements which were made, at short notice and within
the existing constraints, to provide the UK with an air defence capability against rogue
civilian aircraft. That capability, however, is less effective than it could be because
NATINADS is still structured to provide defence against attack by military aircraft from
the Soviet Union.,

55. That threat no longer exists. It was discounted in the SDR in 1998. NATINADs
now, in practice, polices and monitors rather than defends NATO airspace. It is important
that we retain integrated air surveillance of NATO’s airspace. Indeed there would be
benefit in extending such surveillance beyond NATO’s boundaries, where possible. NATO
also needs to preserve an air defence capability, but that capability should be orientated to
respond to existing, not historic, threats. We recommend that the Government initiate
within NATO an examination of how NATO’s integrated air defence system should
be restructured to provide the optimal air defence capability against new and
emerging threats including those from ‘rogue’ civilian aircraft.

Defence of UK waters
MV Nisha incident

56. The UK’s defences against a potential terrorist attack from the sea were given an
extensive and public run out in the MV Nisha incident at the end of 2001. The MV Nisha
was a cargo ship carrying 26,000 tonnes of raw sugar to the Tate and Lyle sugar refinery
in Silvertown, east London. It picked up the sugar in Mauritius, but also called at Djibouti.
It was suspected, on the basis of intelligence, of carrying terrorist material. In the event
that suspicion proved unfounded and after a five-day search it was allowed to complete its
journey. The episode was described to us as ‘a successful run-out of the counter-terrorism
machinery’.” That machinery involved a number of agencies and, as the Director of Naval
Operations told us, was led by the Home Office—

Essentially terrorism is a criminal offence and ... because it 1s a criminal offence,
that takes the lead for that in the UK to the Home Office and ... other government
departments. In terms of looking at the monitoring of merchant shipping or the
searching of containers and security in ports then that is not a Royal Navy task
drawn down from a Ministry of Defence remit ... We are not dealing with a wartime
threat to the United Kingdom and home waters.™

Similarly, no military naval patrol is maintained specifically for counter-terrorism
deterrence,” although a frigate or destroyer on any patrol, exercise or operation may be
expected to have the capabilities needed to undertake counter-terrorist duties: the ‘inherent
flexibility of warships enables them to deploy, at short notice, the requisite capabilities in
support of maritime interdiction.’”®

57. In the case of the MV Nisha incident, the COBR mechanisms were employed.” The
Cabinet Office Briefing Room (COBR) is the national crisis centre from which the central
Government response to all types of major crisis is co-ordinated. The Home Secretary
would take the chair in response to a terrorist incident in Great Britain. Ministers and
senior officials from other government departments with a significant interest would also
be present.”® It provides strategic command and control for a response to a terrorist
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77. The Terrorism and Allied Matters Committee of ACPO (ACPO TAM) is the forum
in which the police discuss general issues related to terrorism. But ACPO TAM’s
membership is wider than just senior police officers. It includes representatives of the
Home Office, of non-Home Office Police Forces and of the Security Service. Below
ACPO TAM is the ACPO Advisory Group which is chaired by the Assistant Commissioner
Specialist Operations, Metropolitan Police. Its objective is to ‘take rather more immediate
and flexible operational decisions if there is an initiative required, for example, around

ports policing or.. other forms of transport like the motorways’.'”’

78. After 11 September an additional £22 million was made available for the
Metropolitan Police not only for its anti-terrorist activities but also other policing activity
including ‘the overt highly visible presence which was necessary in order to restore
confidence and stability’.'™ With the co-operation of chief constables and the National
Crime Squad, and by redeploying officers from other duties within the Metropolitan Police,
the Anti-Terrorist Branch was doubled in strength.'®

79. The Assistant Commissioner for Specialist Operations, David Veness, believed that
that augmentation needed to be maintained—

in order to preserve the public from harm we need to stop the terrorists before they have
the opportunity to mount their operations. It is too late when we are guarding on an
unspecified way on the street. The focus, the shift ... has been to a much greater
emphasis on intelligence-led interdiction before the event.'"”

80. In the light of these comments we asked him whether he believed that a case could
now be made for a National Counter-Terrorism Service along the lines of the National
Crime Squad or the National Criminal Intelligence Service. Inresponse he highlighted the
thirty years experience which the UK has had of ‘relatively regular Irish activity’ coupled
with ‘intermittent international terrorism,” which had led to ‘relatively refined structures'"!
for counter-terrorist co-operation. He contrasted that situation with the “very clear national
need’ for improvements in how the UK addressed ‘trans-national crime’ which had led to
the creation of those two national bodies.''? Nonetheless he believed that a National
Counter-Terrorism Service merited further consideration. In particular it was his personal
view that the Anti-Terrorist National Co-ordinator should be able to operate nationally on
his own authority and not have to rely on an invitatton from Chief Constables, however
routinely issued.'"

81. We put the proposal for a National Counter-Terrorist Service to the Minister of State,
Home Office, but he was unreceptive—

I think that the arrangements that we have at the moment do seem to me to be, certainly

in terms 04f the way they are structured and the way they inter-relate, both robust and
flexible.

We have not examined in detail the case for National Counter-Terrorism Service, but
we do believe that it merits further consideration. The Anti-Terrorist National Co-
ordinator should not have to operate by invitation. It is odd that the national co-
ordination of anti-terrorist matters is achieved through a Committee of ACPO. We
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Distribution of intelligence-based information

86. One of the lessons reinforced by 11 September is that terrorists are as likely to attack
economic targets as they are to attack government or military ones. In the UK, of course,
we already had experience of this with Irish republican terrorist attacks on Canary Wharf,
the City of London and Manchester. The memorandum from the Home Office stated that
“Vellum’ assessments were available to companies in a wide range of sectors, but it also
explained that those assessments were set at a very low level of classification—not higher
than ‘restricted’. Assessments at that level can only be couched in very general terms.

87. The present arrangements clearly did not provide the level of guidance which Mr
Paul Wood, Head of Global Security at UBS Warburg, the third largest investment bank
in Europe,'" was after He told us—

Government has continued to provide to the public sector advice and guidance on threat
levels and how to protect its infrastructure and ... they have continued to provide that
level of support and advice and guidance on threat levels [to the defence industry], but
they really have not provided it to the private sector.'”

Consequently he had contacted the Cabinet Office himself and had suecceeded in
opening up a conduit for guidance and advice, but that was for him only. He believed
that a similar arrangement needed to be made more widely available both to the
financial sector and to other areas of industry.""

88. Local authorities (whose role in emergency planning we discuss below) also
expressed concern that they did not receive sensitive information. Speaking for the Local
Government Association (LGA), Mr David Kerry, Chief Emergency Planning Officer for
the London Borough of Hounslow, told us that his experience was that—

the Government does not share a great deal of sensitive information with local
authorities on emergency management. We would argue that if we are to have proper
partnership workings, develop properly integrated plans, there needs to be some
movement on that.'*

89. Local authority emergency planning officers do not have security clearance, and, in
fact, Mr Kerry expressed some reluctance to join what he likened to a ‘secret society.”'?
Mr lan Hoult, Emergency Planning Officer for Hampshire and Honorary General Secretary
of the Emergency Planning Society told us that when he went to military liaison panel
meetings'* ‘everybody around the table has the papers in front of them except me and I am
not allowed to have them in front of me because | am not security cleared ... it is quite an
extraordinary position.”'” He could not have the papers because he was not security
cleared. He was not security cieared because, the council had told him, that clearance was
incompatible with his duty to make information and papers available to his superiors and
to elected members of the council.

90. This arrangement, however, is not applied consistently. Shire County Fire Brigades,
for example, operate under the control of their County Council. Their officers are officers
of the Council and therefore accountable to senior members of the autherity and to elected
members, at least in theory, 1n the same way as emergency planning officers. Yet chief fire
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Airports and Airlines

98. Inevitably the attacks of 11 September focussed particular attention on the security
of atrports and airlines. Short term measures were introduced on 11 September itself to
provide ‘the highest possible level of security’.'”” On 12 September the Civil Aviation
Authority published a requirement to lock flight deck doors. Further measures were
implemented by a letter from Transec to UK airlines and airports on 13 September. But
it soon became apparent that these were both unsustainable for more than a few days, and
‘internally inconsistent and impractical’.'”® Accordingly meetings were held between
Transec and industry representatives, which, in British Airways’ view led to two key
results—

Firstly, the enhanced measures detailed in the letter of 13 September were
communicated to the US Federal Aviation Authority (FAA) and were accepted in their
entirety by the USA as an alternative to the US Emergency Amendments to the US
Airline Security Programme. This allowed the resumption of flights to the USA and
Canada by UK airlines, well before other European carriers. Secondly, the measures
in the UK were rationalised so that resources could be more appropriately deployed,
predominantly focussed on flights to North America.'”

These measures were replaced on 18 September with ‘more specific directions based on
consultation with the aviation industry which they were able to sustain’.!*® Since then
further steps have been taken both internationally (for example at the meeting of the
International Civil Aviation Organisation (ICAQO) in November 2001) and nationally (for
exampleliﬂ the provisions of the Anti-Terrorism Crime and Security Act relating to police
powers).

99. Additionally the Home Secretary has established a Review of Airport Security under
the Chairmanship of Sir John Wheeler, former Minister of State in the Northern Ireland
Office and Chairman of the Home Affairs Committee. We believe that some of our
conclusions in this report will be relevant to that review,

100. The UK has a good record in implementing international aviation security measures.
The Parliamentary Under-Secretary of State at the Department of Transport, Mr David
Jamieson MP, said on 9 July 2002, ‘I can say that the UK does have one of the most
demanding aviation security regimes in the world’.'* According to the Director of
Transec—

Our standards exceed in almost all respects those required under the Chicago
Convention internationally or even European standards.'"

Mr Ian Jack, Senior Security Adviser at the International Air Transport Association
described the UK as *the foremost state in the range of security measures which are
applied’.'® UK registered airlines have also introduced their own security measures for
their overseas operations where the host state’s measures do not meet UK requirements.'*
Transec offer guidance on such measures,'* and UK embassies also have a Post Aviation
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Security Officer (normally the Defence Aftaché) who is able to liaise with host
governments on security issues.'*’ We have not examined aviation security outside the
UK, but clearly, given the nature of the aviation industry, the security not just of UK
airlines but of all air traffic coming into the UK will depend significantly on the
robustness of the international security regime,

101. Even within the UK there are many different elements which contribute to the total
security of airports. We have not attempted to examine them all. The centrepiece of airport
security is the maintenance of the restricted zone around the core operating elements of the
airport. In the UK all personnel entering the restricted zone must be security screened,
including pass holders and air crew.'*® Aircraft are searched when they are brought into the
restricted zone from elsewhere on the airport.'*

The restricted zone

102. This absolute requirement to screen everyone who enters the restricted zone in some
respects was able to compensate for deficiencies elsewhere in the security arrangements.
For example, the Director of Transec, Mr Ian Devlin, admitted that background criminal
records checks on airport staff, will not ‘take you terribly far’ in identifying potential
terrorists. Even counter-terrorist checks ‘will check names against indices of known
terrorists, but that probably is not going to get you very far because the majority of
terrorists will be new faces or they will be using new names’.'”" But, he said, ‘that is why
we screen people’.””! And again, there is currently no requirement for any particular form
of identification for passengers on internal flights. Instead airlines are required to check
that the person who checks in is also the person who boards the plane.'”” When we
questioned the reliability of those procedures, Mr Devlin responded—

Again | would come back to the point that everyone is screened, everyone who is
entering a restricted zone has been searched and security screened.'>

Since 11 September Transec has also required that all items, including items for sale, must
be security checked before being brought into the restricted zone."™

Baggage screening

103. Since so much reliance is being placed on these searches and security checks, it is
clearly vital that they are effective and rigorously applied. The most repetitive and arguably
the most important of these checks is the X-ray screening of carry-on baggage. The
operators of the machines are limited to 20 minutes at a stretch. Operators of X-ray
machines screening hold baggage work 40 minute turns.'” Mr Ian Hutcheson, Director of
Security for BAA, told us that they deployed their security statf in teams and rotated them
through various different jobs in order to prevent their effectiveness being reduced by the
repetitive nature of particular tasks.'*®

147
148
149
150
151
152
153
154
153

Q1265
Q843
Q 846
Q 855
ibid
Q883
() B87
Q 854
Q1353
ihid









38

vital systems which can be severely damaged by a single catastrophic event, a chain of
events, or the disastrous interaction of complex systems.

There is growing concemn that extensive disruption to, or collapse of, these systems
could significantly impair future economic and social development.'”

121. In the United States the threat of al Qaeda seeking to exploit these vulnerabilities
is being taken ever more seriously. The Director of the FBI's National Infrastructure
Protection Center is reported to have said recently, ‘The event [ most fear is a physical
attack in conjunction with a successful cyber-attack on the responders’ 911 system or the
power grid”."® It is reported that the CIA issued a revised Directorate of Intelligence
Memorandum in February which stated that al Qaeda had far more interest in cyber
terrorism than previously believed.'®'

122. Measures designed to protect these vulnerabilities in the UK were in place before
11 September. In 1999 the Government established the National Infrastructure Security
Co-ordination Centre (NISCC). The NISCC provides a single public point of access to the
Government’s arrangements for the protection of the Critical National Infrastructure (CNI)
from electronic attack. In defining the CNI the Government aims to identify the core
services that need to be secured for continuity of government, public safety and economic
well-being. To do this it seeks to work with organisations responsible for these systems
so that these services are protected in a way that is proportional to the threat. Those core
services are defined as ‘those parts of the United Kingdom’s infrastructure for which
continuity is so important to national life that loss, significant interruption, or degradation
of service would have life-threatening, serious economic or other grave social
consequences for the community, or any substantial portion of the community, or would
otherwise be of immediate concemn to the Government.”'™ The Government has identified
the following sectors as priorities: telecommunications, finance, water and sewerage,
energy, transport, health services, central government and emergency services,

123. The CCS explained how difficult it could be to establish exactly where the
vulnerabilities in particular systems were—

When one asks questions ... “Do you have independent systems, do you have resilience
in your structure,” they will say yes, but when they are asked about their service
providers, they will say “Yes we sub-contract it” and you will find it will be two sub-
contractors using the same piece of fibre-optic cable on the same side of the road.'®

They recognised that there was an awful lot of work to be done in this areca. We agree and
we expect to be kept abreast of progress.

124. During the run-up to the millennium, the Government and industry worked well
together to develop an extensive and in-depth understanding of the vulnerabilities and
dependencies of their interconnected systems. This was supported by a programme of
information exchange, education and public communication. Unfortunately, the structures
and knowledge developed for this exercise were not built upon. Whilst NISCC have been
active in promoting the assurance of selected companies seen as critical to the CNI, the
Government has not yet undertaken a rigorous and up to date analysis of society’s
vulnerabilities to attacks on its interdependent infrastructures.  Whilst individual
companies are becoming more effective at managing their own risks, only the Government
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strength and resilience of the installation. Nuclear power stations, for example, were not
designed with the possibility of terrorists using passenger aeroplanes as misstles in mind.

131. We believe that these issues would benefit from an independent expert analysis.
We have noted the proposal from IRSS that we should invite the Parliamentary Office of
Science and Technology (POST) to conduct such an investigation. We have a high opinion
of POST’s work as a source of independent and authoritative scientific advice. We invite
the Board of POST to consider the proposal for an investigation into the possible
consequences of a terrorist attack on a nuclear installation. We understand that POST
already has a considerable programme of work. If such an investigation would require
additional resources, we hope that the House authorities would look sympathetically at
providing them.  We believe that this investigation should examine the physical
robustness of installations against such attacks as well as the potential consequences
of an attack in terms of the amounts of radioactive material liable to be released and
its effects.

PREPAREDNESS

132. We cannot guarantee to prevent a terrorist attack. Therefore we must prepare to
manage the likely consequences should one occur. The Civil Contingencies Committee
is the Cabinet Committee, chaired by the Home Secretary, with overall responsibility for
‘making the country more effective in planning for, dealing with, and learning lessons from
emergencies and disasters, including those caused by terrorists®.'®” The Committee and its
sub-committees and their functions are set out in the attached chart.

The Structure of the Civil Contingencies Committee and its sub-committees

CCcC
Civil Contingencies Committee

Charman: Home Secretary

To co-ordinate the preparation of plans for ensuring n an emargency lhe supplies and services essential 10 1he
life of the country: t¢ keap those plans under regular review, to supervise their prompt and effoctive
implementation in spectic emergencres

CCC(CBRN) CCC(LR})

Sub committee on London resilience

CCC{UKR)

Sub committee on chemical, biological,
radiological and nuclear consequence
management

Chairman:
Home Office Minister of State for Cnme
Reduction. Policing and Community Salely
John Denham

To review contingency and other arrangaments
to protect the UK against the slfects of a terrorist
attack using CERN means, particularly in the light

of the terronsl altacks ot 11 Seplember

Chairman:
Merster of Stata for Lecal Government and the Regians

Nick Raynsford

To review contingency arrangements for
London, particulady in the light of the terrorist
altacks of 11 Seplember

Sub committee on UK resilience

Chairman:
Minister far the Cabingt Gthice
RLHon. The Lord MacDonald of Tradeston

To review contingency arrangemenls for key suppliers,
seniaces and other syslems which support the life
of the commurnty, particularly in 1he light of the
terrorisi attacks of 11 Seplember

Motes

1. The sub-committees are official committees, chaired by Ministars
2. Mine warking groups covering the key areas of the economy are carrying out detailed
reviews. Ihair wark leeds into the appropriate sub-commitiees
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Civil Contingencies Committee of the Cabinet, and he is responsible for taking a
lead across the board in the big picture on these areas and that it is where the buck
ultimately stops.”®

The Minster of State, Home Office, told us—

[the Home Secretary’s] chairmanship of the Ministerial Committee on Terrorism
and the Civil Contingencies Committee allows him to maintain a clear oversight
of the issues and measures being taken to strengthen the UK s ability to respond to
the terrorist threat.”

Again this situation may be clearly understood within the Government, but it is not outside.
Ministerial responsibility for the CCS on a day to day basis was taken by the Parliamentary
Secretary at the Cabinet Office, at least up until the reshuffle at the end of May. Since then,
we understand, the Minister of State at the Cabinet Office, Lord Macdonald of Tradeston
has taken on the responsibility.

181, The present structures are unnecessarily bureaucratic, inward-looking and confused.
The CCS is part of the Cabinet Office, but Sir David Omand, who has been asked by the
Cabinet Secretary to review its current priorities and strategy, will report to the Home
Secretary as Chairman of the Civil Contingencies Committee.’® The name itself, Civil
Contingencies Secretariat, conjures up images of Yes, Minister. Although we are not in
favour of the creation of an agency along the lines of the US Federal Emergency
Management Agency, we believe that the CCS should be renamed the Emergency
Planning Agency (or Centre); it should be given a clear role as the public face of the
Government’s response to emergencies; it should be a one-stop shop for government
assistance and support to local agencies in the event of an emergency; and it should
take the lead in co-ordinating central government’s response to massive and cross-
departmental emergencies. [tshould have adequate resources and authority to carry
out its terms of reference.

182. We believe that such an organisation will require strong and dedicated
political leadership. We believe that leadership should be provided by a Cabinet
Minister, We are not convinced that the Home Secretary, given his many other
responsibilities, is best placed to deliver it. At present there is only one permanent
member of the Civil Contingency Committee, the Home Secretary as Chairman. One
possibility would be to appoint a Cabinet Minister as Chairman of the Civil Contingencies
Committee and vice-chairman of the Ministerial Committee on Terrorism. The Home
Secretary could then remain as Chairman of the Ministerial Commiitee on Terrorism and
become the second permanent member of the Civil Contingencies Committee. We do not
believe that the chairman of the Civil Contingencies Committee need be the Secretary of
State of a department with particular relevant responsibilities. It is worth recalling the
example of the Government’s preparations against the millennium computer bug. The
Cabinet Minister placed in charge of that was the then President of the Council.

183. On 20 June the Prime Minister announced the appointment of Sir David Omand to
the new post of Security and Intelligence Co-ordinator and Permanent Secretary, Cabinet
Office. The press notice accompanying the appointment stated—

This new Permanent Secretary post is being created to enhance the capacity at the
centre of government to co-ordinate security, intelligence and consequence
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management matters and to deal with risks and major emergencies should they
arise.

The Prime Minister told the Liaison Committee on 16 July that the reason for Sir David’s
appointment was to put the ‘very good senior working relationships with people in our
intelligence services ... on a more sustainable formal footing’.*' It is intended that Sir
David will take up his new post by the end of the Summer. We welcome this
appointment and the bringing together of intelligence and consequence management
which it implies.

184. We note, however, that Sir David has a number of responsibilities as Second
Permanent Secretary of the Cabinet Office. These include constitutional and propriety
issues. He will also be Accounting Officer for the Cabinet Office as well as for the Single
Intelligence Account. These are not inconsiderable matters. We have previously expressed
concern that the head of the CCS was also in charge of the Government Information and
Communications Service (incidentally another of Sir David’s responsibilities). If our
earlier recommendations are accepted, we believe that Sir David’s new post will give
him a unique opportunity to reinvigorate the central government machinery for co-
ordinating and directing national security and consequence management functions.
We very much hope that his additional responsibilities will not distract him from this
essential task.

Mutual Aid

185. The focus of this report is the management of large-scale terrorist attacks. Almost
by definition the response to such an attack is likely to require resources beyond the
capacity of local agencies. The arrangements whereby additional resources are provided
from other—frequently neighbouring—agencies are known as mutual aid. The ‘blue light’
services—police, fire and ambulance—all have mutual aid arrangements already in place.
For the police these are on a national basis, whereas for the fire and ambulance services
they are provided regionally.?®

186. The attacks of 11 September, however, created a wholly new understanding of the
potential scale of the consequences of a terrorist attack. For the Fire Service, the Chief
Inspector of Fire Services, Mr Graham Meldrum, set up the New Dimension Group which
contained five project teams, one of which was devoted to Mutual Aid. That team
concluded that the existing arrangements were not sufficiently resilient, and that ‘more
work ...[needed] to be done to actually ensure that fire brigades have the capability and the
wherewithal to reinforce each other over very long periods of time.”**

187. The Ambulance Service’s arrangements for mutual aid were used during the series
of ‘white powder” incidents in the UK which followed the incidents of anthrax spores being
sent through the post in the United States. The London Ambulance Service provided
assistance ‘to other counties to help deal with their incidents.”*** Mr Peter Bradley, Chief
Executive of the London Ambulance Service NHS Trust told us—

I think most services suffer from a degree of parochialism and there is a need to
recognise that there are times when you cannot cope and services cannot expect to
resource up for those very rare events and therefore we have to have good robust
systems for mutual aid.”®

22; Liaison Committee, Minutes of Evidence, 16 July 2002, HC 1095, Q 104
1y Q1199
2eq Q1125
265 Q991
ibid






56

We agree that these mechanisms provide a good foundation. But the emergency services
were all agreed that they do not provide an adequate structure to meet the requirements in
terms of scale and sustainability following 11 September. CACFOA told us—

It is important in terms of planning for the future that we have the capacity and
capability to respond to incidents on a scale not envisaged prior to 11 September. The
new dimension in terrorism presents us with demands that are currently beyond our
conventional capacity. The result of our risk assessment is that additional investment
is required in the level and range of resources available for deployment to enhance the
Fire Service capability.””

193. Assistant Commissioner Veness went further and challenged more fundamentally
the principle of existing emergency management arrangements—

... to regard all the achievements of integrated emergency management, in which
Britain has not a bad record in comparative terms ... as the answer to this problem is
to miss the scale of the challenge. It is utterly around scalability and it is around the
resources that we would need to bring to bear and ... how we would coalesce our

TESOUrCES .2?6

Deputy Chief Constable Goldsmith agreed and added that the issues which emerged from
11 September ‘took us to a different level than we had planned for in the past. There are
some issues which arise which are not just about doing the same but doing more of it.”*”’

194. The President of the Ambulance Service Association told us—

... what happened on 11 September ... changed all our planning assumptions. Our
planning assumptions up to then were about major incidents. We do not deal with
natural disasters in this country which cause thousands of casualties and go on for
weeks. We generally tend to have short, sharp major incidents, a couple of hundred
casualties dealt with in four hours.”™

But even direct experience of large scale natural disasters may not be of that much
assistance. Deputy Chief Constable Goldsmith referred to the example of the southern
states of the USA where they know that ‘tornadoes are going to happen every September
time’. Therefore ‘they have evacuation plans in place because the threat will always be the
same from the same direction and the movements required will always be the same.’?” The
requirement for mass evacuation as a result of, or in the face of the threat of, a major
terrorist incident cannot be so accurately predicted.

195. A number of additional steps will therefore be needed. Firstly existing
arrangements must be strengthened. This is already proceeding. Both the Fire and
Ambulance services are introducing arrangements to be able to provide mutual aid and
reinforcement on a national rather than only a regional basis.”® We recommend that the
Department of Health and the Fire Service Inspectorate ensure that this work is
completed by the end of the year. Another important aspect of this strengthening will be
improved communications. It is essential that our emergency response agencies are
equipped with communication systems that are both resilient and interoperable,
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Reinforcement

206. But, however much existing arrangements for mutual aid are strengthened, there
is a recognition that they would not be adequate for a truly massive disaster. Additional
resources will need to be found. These resources must have the necessary skills and
training and they must be available. Assistant Commissioner Veness summarised the
problem—

If we need to evacuate a city, if we had a massive scene, or if, for example, there was
a threat which required us to protect a sector of British industry which is pretty
geographically spread, for example, power, how would we go about that? We have not
got a gendarmerie. We have not got a third force ... [or] a national guard.”’

207. In ACPO’s submission to the MoD’s work on the new chapter of the SDR, the
Assistant Commissioner set out a list of options for providing counter-terrorist
reinforcement—

Special constabularies

Police auxiliaries

Private security resources

Volunteer reserves

Others—eg voluntary organisations.””

bl ol S

208. Initially therefore the police would look for reinforcement from, in a sense, its own
resources. There are about 12,000 special constables attached to individual police forces.
They have the same powers as police officers, but only in their own area or neighbouring
areas. They would need to be attested to work in other areas. This may be an obstacle to
providing a national reinforcement capability. Police auxiliaries include, for example,
traffic wardens as well as the new Community Support Officers to be introduced under the
Police Reform Bill. Of the initial 500 to be recruited, some 2-300 are expected to be in
London. They would have a role as additional eyes and ears for the police in advance of
any incident as well as being used after an incident for ‘low tech tasks such as securing

areas’ 294

The Private Security Industry

209. Such tasks, and other similar ones such as establishing cordons, might also be
undertaken, under certain circumstances and with appropriate supervision, by private
security officers. Long overdue regulation of the industry was introduced in the Private
Security Industry Act 2001. That Act established the Security Industry Authority whose
aims are to raise standards in the industry, both in terms of management and the provision
of services at operational level, to reduce crime within the industry, and to improve the pay
levels and employment conditions of those in the industry. It will do this by establishing
a licensing system for every individual at every level in the industry and by operating a
company approval scheme. This latter scheme—at least initially—will be voluntary. The
Chair of the Security Industry Authority told us that it planned to adopt the same criminal
criteria for security industry licences (ie the commission of what sorts of offence would
prevent an individual receiving a licence) as the police use for police officers. That
licensing, however, will not begin before the latter part of 2004.
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Trusts. We were concerned that the Primary Care Trusts, having many other new
responsibilities, might not be in a position to focus immediately on emergency planning
matters without some outside assistance. Dr Troop told us—

We have written to all the Primary Care Trusts, advising them that they are taking over
the responsibility for emergency planning, but ... as the Primary Care Trusts are in a
state of development—most of them have got their chief executives but not all of them
have appointed their Directors of Public Health—in the next few months the strategic
health authorities and the Regional Directors of Public Health must ensure that there
are plans in place in each health economy... and will be handing it over but ... in an
orderly way to those Primary Care Trusts.**

258. Additional responsibilities are likely to require additional funding. In his Budget
Statement in April 2002 the Chancellor of the Exchequer announced a five-year financial
settlement for the health service under which cash spending would grow from £65.4 billion
to £105.6 billion in 2007-08.> The Chancellor described this as ‘even after inflation, a 43
per cent rise over five years.”” These increases, however, are tied to the delivery of the
NHS Plan, which the Secretary of State for Health announced the day after the Budget
Statement, Dr Troop told us—

... the NHS was allocated a large volume of resources, but it will be up to ministers
to decide precisely how that is deployed. We have set out the framework of all the
guidance and the requirement of the NHS, and we have had a number of
discussions with ministers about the relevance of different resources. We have
received some additional resources over the last few months and we hope that that
will continue over the following months.**®

259. If all Primary Care Trusts are to have emergency plans in place by October, they
will need considerable assistance not only from the strategic health authorities and the
Regional Directors of Public Health but also from other agencies. If those plans are to be
effective they must be co-ordinated with the plans of local authorities, the emergency
services and others. In particular they must be prepared in close liaison with the local
ambulance trust. We understand that the NAO is currently conducting an inquiry into
emergency planning in the NHS. We look forward to their report. We recommend that
the Government report progress on the PCTs’ preparation of emergency plans and
the arrangements for including the ambulance service in that process in their
response to this report.

Personal protection and mass decontamination

260. The Ambulance Service Association identified staff protection and the provision
of personal protective equipment as areas of major concern.’*® The London Ambulance
Service, for example, aims to have 150 staff trained ‘to deal with the front end of a CBRN
incident’ by July/August this year.*”’ Lessons learnt from the 1996 sarin attack on the
Tokyo underground have meant that London is further ahead in its preparations than other
parts of the country. The Chief Executive of the London Ambulance Service believed that
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Many respondents with experience of wide area emergencies say they would welcome
a greater, predictable and pre-planned role for GORs [Government Offices of the
Regions] and central government departments in response arrangements—particularly
in supplying physical resources and expertise when necessary.**®

The analysis does not, however, indicate what proportion of respondents were of this view,
nor who they were.

271. We have discussed the moves by the Department of Health, which is transferring
responsibility for emergency planning to the primary care trusts (PCTs), to place a co-
ordinating responsibility on the Regional Directors of Public Health, particularly in the
transitional period of the next few months. Additionally the Department of Health is
introducing ‘strong regional public health groups, co-located in the Government Offices
of the Regions [which] will have important functions in ensuring protection of health
across each region including emergency and disaster planning and management’.*” There
are also Regional Emergency Planming Advisers who will be able to provide advice and
assistance to PCTs putting together their emergency plans.

272. These arrangements appear complex and overlapping. They might suggest that the
Department of Health is not entirely convinced that giving the principal responsibility for
emergency planning in the health service to the PCTs will naturally lead to a seamless and
effective provision. And as we have previously noted, we are not clear how the ambulance
service will be involved in the preparation of the plans.

273. The next few months will be a time of constderable flux in the health service as the
wide-ranging re-organisation introduced by the National Health Service Reform and Health
Care Professions Act ts implemented. A major responsibility will fall on the Regional
Directors of Public Health to ensure that PCTs have adequate emergency plans in
place by October 2002, and that these have been prepared in co-ordination with other
agencies, including in particular the ambulance service.

274. The MoD’s proposal for Reserve Reaction Forces envisages those forces being
structured on a regional basis and includes enhancements to regional headquarters in a
crisis. In most of the country army regions are coterminous with GOR boundaries. Where
they are not, in one case, one army region covers two government regions and, in the other,
two army regions cover one government region.

275. Taken together these developments clearly indicate that the Government expects
the regional tier to play a significant role in co-ordinating emergency planning and
consequence management. What is not clear is to what extent that co-ordinating role
might develop into directing or leading the response to a wide-spread or large scale
emergency. That role may also be different where there is an elected regional assembly
(ERA). The emergency planning role for ERAs ‘reflects and will build on the key
responsibilities ERAs will have for taking a stratetgic lead for the region, for
ensuring—through their executive and influencing roles—that strategies are implemented,
and for joining up the many partnerships which have already developed at regional level”.*™

276. A strong regional tier with clear responsibility for co-ordination would potentially
bring many benefits. It was supported by CACFOA in their response to the emergency
planning review.’” In Your Region, Your Choice, the Government states—

i:ﬁ The Future of Emergency Planning in England and Wales: Results of the Consultation, para 33
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We recognise that decisions made at the regional level can take better account of the
unique opportunities and challenges faced by an individual region. This can lead to
improvements both for the region in question and the country as a whole.*”

277. ACPQ, on the other hand, was more sceptical. Their response to the emergency
planning review stated—

It is difficult to see a valid role for regions; to date any attempt by regional offices to
become involved in emergency events has led to confusion and another step in a
communication process which can be managed better if direct from local to central
government. Roles and responsibilities can be clearly defined and included in
legislation.””*

278. Deputy Chief Constable Goldsmith also argued that ‘regions can perhaps be too
large’.*” That view was supported by the LGA: ‘some of the regions are relatively large
and may start to suffer some of the diseconomies of scale, and they suffer some of the

difficulties in understanding local circumstances’.*’®

279. We have already recommended a strengthening of central government’s role.
Elected regional assemblies are still some years off. In the meantime the Government
Offices of the Region will continue to be seen as part of central government. There may
be a role for a regional tier in assisting with the co-ordination of the response to a civil
emergency of wide geographical extent. But we believe that a major terroristincident
will require the direct and continuing involvement of central government including
direct and close communication with the local agencies. If the Government believes
that its contribution can be best delivered through GORSs or other regional agencies
it must ensure that their efforts are co-ordinated with and supportive of the work of
local and emergency agencies.

RESOURCES AND RISK MANAGEMENT

280. As we have pursued this inquiry it has seemed to take on the character of the Hydra.
Each issue we have tackled has sprouted others that we should pursue. This may be
inevitable when a modern and complex society faces a threat, which, however grave, is
fundamentally unspecific. Unspecific in terms of target, of timing, and of method.

281. Those whose job it is to plan against this threat whether in central government or
elsewhere must feel something of this also. Traditional risk management techniques judge
the seriousness of a risk by the sum of its potenttal consequences and its likelihood. But
a terrorist attack on the scale of 11 September or using weapons of mass destruction could
have catastrophic consequences. If such an attack is a genuine possibility—and we should
not forget that Assistant Commissioner Veness has described it as a question of when not
i’ —can we justify deciding the amount of resources devoted to preparing against it on
the grounds of inevitably imprecise calculations of its likelihood?

282. But if we do not, how do we sensibly judge how much we should devote to such
measures? Not only must expenditure on security measures be balanced against spending
on other priorities, but also increasing security may itself have substantial economic
consequences. In a recent study the OECD reported that industrial sources had estimated
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