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SEVENTH SPECIAL REPORT

The Defence Committee has agreed to the Following Speclal Report:
DEFENCE AND SECURITY 1M THE LK

Thie: Comrmittée pultlished ils Soh Reporl af thes Session, on Defence and Secunty in the
UK (HC 518]) an 24 July 2002, The Govertitment s respotse 10 this ceporl was received
on ¥ Oxtober 2002 and is published az an Appendix 1o this Special Report.

AFFENTHX

GOVERNMENT RESPONSETOTHE DEFENCE SELECT COMMITTEE'S REPORT
OM DEFEMCT AND SECLURITY I THE [k

. This memorsadum constituies the Government’s respanse o the Defenoe Seleet
Commitisss eport Defence and Secrin: in pae LA { Sixth report of session 200002, HC
51B-1 published on 24 Tuly 2002} The Government weloomes the Report a8 an irmpocerant
coentributien to the continuing eftort to strengthen the UK's defence and scourity against
ihe lerranst threat,

2. Az the Defonce Committes noted, the terrorist atlack of Scptember 11 2000 chanped
our apprecialion of the vulperabihty of U interests 1 intemational termonsm, as well as
aur understandiog of 1he nalure af the feeeonst threal—hboth the sophisbicabien of the
planning and the willingness of terrorists to intlice mass civilian casualties.  [n the
aftermath of the attacks. the U'K Government instigatcd a comprehensive review of the
LI s preparedness and contingency plans.

3. Prior 1o the aitacks on the Dnited S1ates. the UK Govermment had already bepun to
review and improve coptmeeney planming o the UK m response o the disruptive
challenges of the kiod seen in the uel peotesis, the floads af the winter of 2000 and the
outbreak of foot and mouth discase. These expericnces led to the formation of the Civil
Contmpencies Sevretenat withim the Cabinet O Hies to draw together and co-ordinate the
diflorent strands of Govemment activity thal come imto play i handling such difficalt
challcnges.

4. Within Gavernrment, the 1 lome Seceetary has lead responsibility for counter-lerrorist
policy and maintains a clear oversight of the issues and measures being taken to strengthen
the UK's ability to respond to the tormonst threat,  ‘The Home Cfice’s pational counter-
temonst contingeney plans are tred and 1estesd anil desipgned 1o respond o 8 wide mnee of
Legransl threaes.

3, The Government's effort to 1lackle domestic wermonism bas not inany way decreased,
but Tellowing 11 Reptembace 2001, the Govemmmen? has begn eethink ing secueity across the
board o idemlify vulnemabililes and lighten existing secority measures to make the United
Kingdom even safer from terrorist attack,

f. Funher inlarnation an this subject is set out in e Owiecd Kingdom and the
Compgien aeainst Steragiiomsl fervarise—n Frograss Bepart which the Govermroent
placed in the Howse af Commems library on @ Septenber 2002, This veport details the
progeess thade on both a naconal and intemational level sinee Scptember 11 and sets out
e CGovernment s prioritics for furthcr work,



The Armed Forces and Home Defence

T. We are concerned that a5 time passes there {5 an inereasing risk of complacency
in respect of the threat of terrorism. We have found evidenee of this during our
enquiry. (Paragraph 1%}

The Govermment recogmises the isk of complacency and the vital importanee of remaining
viplant. We pantinoe 1o stove to adaptl and improwe the sirong security measures already
in place 20 that ey et the new challenges we now face, Mreasures already taken range
from physical protection enhancements theough io hetter co-ondipated mutual aid
armangements and constant monitoring of the terrorist theeat in e UK. Testing our plans
through excreises also plays & significant part in strengthening our capabilities. A rolling
prograrmme ot werk 13 being camad forwaed under the supeovision of the Home Secretary.
This i3 addressing issues according to their prictily and will remain in place for the
forcseeable future,

8. Over the years since the end of the Cold War, there has been a significant shift
in the Government's interpretation of how the Armed Forees should diseharge their
fundamental responsibilities for the defence of the realm. Thiz has occurred In
response ta the changing nature of the military threat to the UK and to developments
in the understanding of where the UK’s Armed Forces conld most effectively make
d conteibution, {Psragraph 25)

11 September may have painted to the need for ¢enhaocing existing provision in
certain areas, bui it bas not led 1o 2ny fundamental re-evaleation of the pringiples
underpinning the Sirategic Defence Beview or the roles and responsibilldes which the
SDR pave the Armed Forees, (Paragraph 27)

The Coammitiee iseorrevt in s assessment of the change in the role of the Armmcd Forces.
The role chiangad with the disappearanece of the threat from the Soviet Union and Warsaw
Fact. Since then the Armed Forces have responded ro the increaged potential for smaller
regional conflicts within Europe and beyond and have consequently evolved a stronger
capahiliy i undertake operations abrosd,

The Committec recopniscs {paragraph 18} that this evolution was deiven 1o part by the
recogmiton of asymmetne threats, There was, therefore, no nced for a fundamental re-
evaluation ¢l the prnciples underpinning the 30K, The change which oecamed as a result
of || Scptember was, however, fully recopnised by the Sovernment a3 a whole, The White
Faper published an 18 July 2002, “The Steaiegic Dofemce Beview: 4 Now Chapeer ',
crtlined the cesulis of the revigas of WO capatninoges foklowing those vvents, {1 statcs al
paragraph 4 that *. _wiheteas the SDR saw these potential asymometnc threats asone of a
rangc of 1actics that an adversary mught use, the atlacks on the US on 11 Septanbet have
shown that such agtion has 1the potential for stratoeie effeet. 1t 1s this development that has
proopied the work we are tunw undedakine.™ (Paragraph L8)

The 30DE WNew Chaprer will lead to enhaneemonts 10 the capabilitics of the Armed Forees,
meluding an eohanced rale for the Reserves in Home Defence and Secunty. The
Coanmyittes dghily draws altention o the intommation in paragraph 24 ot the MOD
blemoratdurn (Tanuary 2002 "whatesor il soures, termornist activity in the UK is criminal.
The: operational lead rests, i most cases, with the police.™ And ax the same Memeeandom
points out “Developing and implenenting methods of preventing terorismm in the TTK,
including threat assessments, and respondin g to terrorist incidents inthe UK while they are
undecr way, rests on the activities of 4 wide range of agenvics and Departments. Cabinct
O prowps coemdinade both the peeverrtior of temmonsim and the respoaye oo incident.™
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The Armed Forees contequéently maoke a {ull and ellechve contrbutign (g an intggrated
response, designed to enswre the defence and sccurity of the UK. Their primary
contribution, howewer, 15 their ambity to take pre-cmplive acion abroad against the threat
From imtemational fermeosm.

Air Defence

9. Together the reguirements o establish bostile intenl and to assess whether the
action wauld be proporcticnate in terms of (8 HRely consequences place a high hurdie
in the way of any decision to shoot down a *rogue’ civilian aircraft. We support this
and believe that the MOD"s approach to this very difficult issue has been the right
one. [Paragraph dd)

We [irmly believe that a decisiocn of this mapgnitude should not be delepated to
officials, whether civitian or military, and that any decision to shoot down a suspected
rogue civilisn aiccraft must be faken by Ministers. (Paragraph 45)

The Government welcomes the Committes's endorwment of ils general approach (o this
diffhcult mssue. As the Committee’s Repan imakes cleat, a robust mechanism does exist to
respand to the threat fromn renegade civil aireraft. We will continue to ensure that this
mechanisn remains both safe and effcetive in every eventualine.

Response Time

11]. We believe that the MOD should continue ta look far suitable air hases close to
London at which uick Reaction Alert (QRA) sircraft might ke stationed, bearing
in mind that the full panpply of support and protection provided by the aircrafts®
current bases would not be necessary Tor this deployment. (Faragraph 47T)

The resulis of the sile assessments were published at paragraph 87 of the SDR: A New
Chapter. Enhancements will be made vo airficlds across the UK {RAF hMarham in Norfolk,
RAF 50 Muowgan in Cormwalk gnd BRMAS Yeouilion in Somemset) i support QRA aircraht.
Topether with the use af exiding QRA aicfields, the Govenmment believes thal this will
give us preater flexibility and fuller coverage in our response arrangetnents.

Clearly, hangars and runwaes mast be of the nght stz anl kkmgth nodd freely available to
emsune a rapnd respanse. A was explained inevidence to the Committes, thess conditions
led us to rule owt civil airports ¢lose to London, even as temporary locations for QRA
atreraft,  Whilst aircraft conld, of course, use other Alrfields in an cmergency, we belicve
(had 3t wirlel bae e prudent im o pHanmm W prepace b provide QR A airerafl with the
support they will need to do their job safely and eftectively. We also have a responsibilily
to cnaure that mwnitions arc cftcetive at short notiee whilst representing no danger to the
mublic.

Ll. We do not believe thet the use of proond based missiles against civilian sircraft
can be justificd. Meither do we believe that they can be &n effective deterrent.
{Faragraph 51

The Government woleomes this endorsement of 1y assessment, We will keep open the
miwssihdity af deplnng these sasets shoold crcomstancees anse which do jushfy their
deplovment.  Any deplovment of ground-based air defence systems would be as an
intepraled par of the overal] sir defence system.



Effects on Air Crew

2. We recommend that the MOD and the RAF provide specific addilipnal
psy¥cholopical advice and training for interceptor dircrew of the QRA aireraft which
may he¢ called wpon 1o respond (o 2 rogue civilian aircraft incident. (Paragraph 51)

Belevant traning and adviee is bomg provided to these aicerew and the squadrons involved
will continue o pacticapate 1o the developrment of all aspects of the operalion.

NATINADS

L3, We recommend that the Government initiate within NATO an examination of
bBow NATOS integrated air defenes system should be resirpctured {0 provide optimal
air defence capability against new and emerging threats including those from ‘rogur?
civilian aircraft. {Faragraph 58)

An examination of MATO's role tn the responsc to the threal from international terrorism,
meludiog s rale i home defenge, forms an mporsnt part of NATO s wider agenda for
e Frague Sumunitin Novetnber 2002, The UK Goverrmond will, as alwaws, play a full
and active part int doveloping that agenda.

Key Point Drefence

14. We look forward to the Goveyrnment*s conclderaton of the Armed Foress® rale
in the protection of key sites in the SDR New Chapter. {FParagraph 61}

Arrangements are clear cut and precise. The Hst of economic and military key poviots has
bezn reviewed 1o cnsore that it remains relovant and comprehensive, and that the security
ot the key sites can be provided By aominated orpanisations.

The Crowemmmend shares the Commmitee s caulion abow extending the role of the Armed
Forces boyood these Tocations for wineh they are clearly responsible or have a direet
interest.  Monetheless, shauld a particular emetpency make b impossible for olher
organisations to cnsure scourity at “their' key points, the police can request suppoet Trom
the Armed Foroes, With thas in mund, access control 18 one of the possible funclions for
the Rezerves autlioed iy the MO Dispossion Document, 'The Role of the Beserves in
Heme Defonoe and Security”, published on 12 June.

T wiesy 0f the effectiveness nf the arrangerments already 1o pleee, we would not sce this s
the most Likely or eemmaen role tor the regular or reserve Armed Forees ta be given during
an emergency,  Bul we do recognise (he need o remain Acxible and responsive 1o any
silualion.

MiLicary Sites

5, We welcome the prompt action of the MOD to increase the level of protecticn
to our Armed Forces and thosze of the United 51ates stationed in the UK. {Faragraph
63}

The Crovterrracent welcoemes the Coroer Bee s reot imiban afthe prompt and ellechive acton
taken by The Ministoy of Drefonce and Ministry ot Defence Police, Their action was taken
as parl af w wider remponse by polige foroes seeess the coontry, designed o enhance the
protection of the papulation as a whole.



Minlstry of Defenee Police

14, [m general we have a high opinion of the professionzlism of the Ministry of
Defence Folice, MDF, but we would be concerned ta sex them develop & Tele as an
armed counter-terrorist police foree withowl appropriate safeguards in terms of
governanee and pubklic aceountability. (Paragraph 63)

The powers of the MDP under the Anti-Tomomsm Come and Secunity Aol were granied
o bring them in o ling with the powers available fa other palice focces i the event of
Lecvorist aclions. The contribution they madce ko the boarding of the M W KISHA was the
result of the mutual aid armangements that exist between all police forees in DK They will
continue to make a full contribution 1o the response te the: threat from temonsts i the DK
bul there are po plans (o develop them as an amed coumar-terranst police force. Thae
MDF will continue ta be accountable through existing command chains to the Secretary
of Siate for Defence and consequently, to Parliament,

17, We recommend that the MOD publishes the conclusions of Stage 2 of the
Cruinguennial Review of the, MDP 15 they pelate to the proposed reserve capabilicy
and govermance and accountability issues. (Paragraph 649)

The CGovermnient welcomes this recommendation.  The wark on cstablishing the MDEFs
future surge capacity reguircment 15 51l in progress. The Minstoy of Defence should be
in & pasition e be ghle o advise the Cammittes of the oolcome balore the Chrisimas
parliarnentary cecess.

Royal Navy Vessols

14 We accept that sceurlty measures at naval bases and military ports should be
baszd on threat asscssment and inecelligence and should be designed to intexfere as
Lictle as possible with legiimate civilian actvity consistent with maintaininp
appropriate levels of security, This balance should he kepl under review, We helieve
that the threat of asymmetrie terrerist attack on Boyal Navy ships is a real one and
we recommend that the MOD take urgent steps to ensure that aoy capability gaps In
their defences apainst known threats are closed. (Faragraph T4)

The Government shares the Committce's overall assessment. The sccurity of Rowal Navy
ships 15 4 bagh pricoty and every effort 15 made to closy gaps in their defenee against
known and etergitg threats. The balance betweets civilian activity and mililiry security
iz one we belicve we have mainiained cffectively, In its evidence to the Commibes on &
March (B 98}, the MOD emphasised the potential sk o the public of foolhardy attempls
Lt breach secunry measores. The Covemmenst wonld Bke i dake this gpportunity o
reiterale this paitt.

Cianler-terrorism

9, We have not examined in detail the case for a Matdonal Counter-Terrorism
Service, but we do believe that it merits further consideration. The Anti=Terrorist
Mational Co-ordinztor should not have to operate by invitation. [t is odd that che
national co-ardination of anti-terrorist matters is achieved throogh a Commiter of
ACPFO. We do not celticlse the present arrangenenis which seem to work well, b
neither do we helieve that they are incapable of improvements. (Paragraph 81)

The Government agrees that the present eounter-tomonst amangements work well but there
st be a cootinual seacch for improvernent. Effeetive comomdination is centtal to the
defence and security of the UK against the theeat From international lemonism.  The
Covernment will nol hesitate 1o introduce any Necossany iMproyomaents.
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The cffectivencss of thesc amanpements rests on the work of palice forces acrogs the
counitry, and the expertise they kave all built up, Thero is a clear role for the Anti-Tettorist
Matagmal Co-ardinalor, sl as the Head of the Metropohitan Polices Anti-Tormorist Branch
made clear in his evidenos, the rmechanism ol an imvitation from a Chict Constahle beforc
the Mational Co-ordinator becomes involved in an incident is not a practical constraint.
Should 2 protlem anse the guestion €an be resiewed very tapidly by the Government, in
conzullation with ACPO, ACPOE) and the Police Serviee of Mocthern Ireland (PSNID.

Thi Genrrmmgnt will continue o look e ACPD [or the national co-ordination of police
anbi-terrarist planmmy, speciheally by ACPO{TAM).  The Government’s UK-wide
muechanism for co-ordinating anti-terrorist matters was oullinad in the Joinl Memarndum
by the Home Office, Ministy of Defence and the Cabinet Office (Ev 258 to 260, and by
Mr Denham, Mr Ingram and Mr Leshic in their evidenee of 22 May. The relalionship
betwesm the police and Government involverment is alse desenbed in this evidence,

Intellipence

2. We recommend 1hat the Government reviews the arrangemenis for the
transmission of intelligenee-based information to lndividuals with key responsihzlitics
in local povernment and the private sector. We are not sadsfied that the current
systcm is adequate.  {Paragraph 421}

The amangements for eosmiting indelligenoe are kept under constant review, mcluding
the provigion of advice an secunty to local pavernment aml the privare sector, Particoalar
attention has been paid to the subject since the events of 11 September.  Security advice
12 hased on gencne throats, which are constantly being reviewed and updated. The advice
15 designed to enbance the secunty sod reslience af lgeabons and syslens szanst &
possible altack. Mew mechanisms have beet pul in place since 11 September to peovide
medditional advive, based on gencne threats, to a wider rangc of pnvate sector operators.

Intelligenee of @ specitic threat against a particalar location requires rapid, and appropriate,
handling, hethods cxist to enswree that this imielligence is disscrninated to the police and
Supporing arganisalions 2 soon o possible to vosure (hat the best use s made of the lime
available 1o take preventive and ameliorative actons.  These methods ke acoount of the
need to ensure that sources and intelligence collection methods are peoperly protected.

Tt 15 wssemntbial b classify some documents relating to the respanse 10 the termonst threat to
ehsurg that they are properly handled and dor oot, consequently, Rl oo the bands of
werronists and undermine the responsc. These documents are nol thereiore passed to
otfclals who are not sccunty clearcd, or to locations that are not capable of handling
securily matenal. We note from evidence o the Comemnitee statemaents that there 1s some
resistanco to security clearanse in local government. But we alzo note the Commibiee s
uncderstandable mterest m o effeetve secunty sorangements, which the Govemment shares.
Securily clearance frms an inlepral part of these arrangements. It i theeefars inevitahle
that individuals who are not security cleared will not be given access 0 all documents.
Ewery offort will, however, be madt to eosurc that the kcy mossages about the level of
threat, as uppnscd 1o the detail of the mtelligence, are passed on to those who need 1o
know, This can often e achicvedd in the absence of Tormal cleamnces.

Aviation Securiry

21. W2 have not examined aviation securicy outside the UK, but clearly, piven the
nature of the aviation Industey, the security not just of UK airlines but of all air
traffic coming into the UK will depend significantly on the robustness of the
international security regime.  (Paragraph 144}
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The Government agrees with this statement, which iz why the LK plays an sctive role in
the wvargws internatipnal edies thatl seb standands for wvaton seeunty meluding the
Intermnatienal Civil Aviation Oreanisation [ICAQ) and the Purmopean Civib Aviation
Conference. We have also been active in the development of EU regulations for aviation
secunty, Since 11 September 206 2 considerable amount of work has been done to drive
up intermational standacds. Particolarly notewecthy s the stact i October 2002 of [CAC
audits of aviation security to monitor implementation of standards by member statas.

Becausze of he camplexity of the industry the principle of ‘host state respaongibility' has
been long established in respect of the implementation of secerity measures. This means
that the state of departure of flights is rcsponsible for cnsuring compliance with
imbernational standarcs, The UK can andd does set reguirements for UK operators overseas,
but has no power 33 cegards pverscas operators Tying Lo the UK.

22, Wewelcome the improved performance in baggape screening. However, as the
fact that chere was room for such improvement illustrates, X-ray screening cannot be
guaraniced o be LON per cenl effective.  And that in turm reinforces the need to
ensure that cach of the different clements which contribute to the overall securlty of
firports is as robust as possible.  {Farapraph La)

The Government agrees that there i always room for improvement in any system, be il
manual or wchnology bascd, or a combination.  This 15 why we hawe developed a
prograrnroe based onoa cornbimation oF measones and processes that suppart ooe anether,
and that use the best available technological support. 'We are never complacent abaut the
sccunty programme and are always looking at ways to improve it We alsp invest in
research snek development, and share o other states” waork, to ensure the best available
technelogical suppod. B important to rermember, however, thal a balanee must be
maintained o ensurc both that the inconvenicnce to the travelling public and to trade is
mimimised, snd tha all elements of aipor seconly are ws robwsd as passible, The
intraduction of new 1technology allows improvermen o be made whilst mainlinng the
efficient and sate flow of passengers and freight, It is a continueus process of
1MPTovEmEnt.

23 Alreport security involves the contelbutions of many different agetebes. We
welcome the Government's determinatlon to improve co-ordination hetween them
and to create & more strategic approach. We look to them 1o report progress on this
in their reply to our report. {Farazraph 112)

We weleome the Committee®s support for our proposals 1o improve co-otdination and
adopt a more stralesic ppproach,  The Home Secretary and the Secretary of State for
Transpart have coenmistionsd an arpent stody on airport security fram Sie John Wheeler
JP, DL, Sir John's report was received on 13 September and is now being considered by
the Govemment,

Forl Scecurity

24. The catastrophic scale of the potential consequences of a terrorist attack [usinp
containers] requires ns fundementally to re-examine qur segurity measures, And to
dn sg pramptly. YWe were concerned, [or eaample, by the apparent lack of real
urgency In the work on improving CBRM detection for containers. [(Faragraph L1é)

The Commitle 15 awarc of the complex ity of this 15sue and the necd to ensure that sccunty
reguiremends do not hinder trade and business, Careful congsidematon s therefore been
piven i eslablishing the nght way of appreaching this 15sue.
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Scanning shipping containers is only one oplion and a number of actions have been taken
sinec 1] September 2001, to improve the deterrence and delection of a possible CBRN
altack. This meludes imematonal indiahves W wmprove geneeally the secunty of
cantainers in wansit and the identification of those that are considered suspicious.

A wrial at selected potts 1o assess the feasibility of rovtinely scanning port raffic for the
iheit movement ¢f the radigsctive and ruclesr malenal that eould be used by termonsts,
will be completed in Oetaber. A decasion will then be taade on the value and elfectivensss
of carrying out such scanning on a regular basis. This work has been taken forward as
quickly as it teasonably could be and good progress has been made in considering the
igsuey and logsiies mvalved.

As the Sclect Commities acknovledges, the sucoess and cffectiveness of much of this work
relies an gexnd intellipence sod tarpeting.

Merworks and Syatems

23. We are not persuaded that the Govermment has undeestosd the vulnerabilities
of an interdependent highly copnected, techoically dependent yet apen sacicty or has
incorporated that understanding into its pelicy and planning. (Paragraph 11%)

The Government shares the Committee's view on the increasing vulnerability of modern
seeciety,  The Govemment's systems reflect its understanding of the need to counter
wsymmetne threats. The Pime Mimister his approves] the ¢reation of a new Ministenal
Group on Consequence Manapement and Resilience (DOP{ITIR) to support the his
Committes on International Temonism. It kesps the Government's policy for managing the
conscquences of major termonist of other disruplive imcidents in the Umited Kingdom under
review, This Group represents & witde range of Deparments wnd A gencivs, whao, 10 tum
engags with the mdosttees and econoomis sectors for which they are responsible.

26, We agree with the CUS that there is much work to be done to identify and
protect the vulnerabilitics of networks and systems and we expect to be kept abreast
of pragress. {Parayraph 113)

In pactieaiar, arul a5 the Comemtiee's Report mikes ¢lear, wotk has been under way since
1992, to protect critical networks from clecteonie attacks. The pacticolac threat of
clecronicatiack falls, as the Commitiee reeognised, o the National Intrastructure Security
Co-prlmation Conre (NISCC).

WNISCC is, in offcct, a coalition of a number of Government depariments and agendes.
Fepresentatiees ot the CCS and the Oilice of the E-Envoy sit on the NISCC management
brvard tr ensune that the process of enhaneing resilicnee in the ¢l eetronic CHI does not take
place in izolation from the broader peogramme af protecting UK ple ftom all kinds of
threats,  WISCC has a clear remit o focus on proteciing the truly oritical intormation
companents of the CNT aocl dives not have the resources o proteet business systems
generally not the private camplter wser, ehoeqt o the axient that they are themsehees
dependent on component pants of the critical national infrastructore. Information shiring
and reperting about the threat and velnerabalitics 1z important within the 281, but MISCC's
efforts 1w promaote this alse cxtend out 10 8 wider range of public and private Fora. both
interational and national. One of MISCCS pancipal functions i o work 10 peetnetship
with NI organisations, both in the private and public sector, in order to help peotect them
from electron: aflack, N1SCC s meladionshap with £ organisations is not regulatory but
is based o mulually productive and long lasting partnerships.

Until cecently, costs fell direetiy on the individual eomponcnt parts of the N1SCC coalition.
The Home Office now has a sinall separae budpet fcomently £2 million] which will be
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wied to help NISCC cxpand its capakiliny to counter Lthe threat of electronic attack.  Areas
which will be pariculady strengihened are NISCC's capacity to issuc alerts, assoss
intelligence, carry oul analyses ol key swstemes, and make wsessments o CvoInerabilitics and
actual attacks. [t witl also work with the Central Sponsor for [nfbemation Assurance in
order o help develop a national tnformation stralcgy.

Muclear Installztions

27, We invite the Board of POST to consider the propesal for an investigation lnla
the possible consequences of 2 terrozrist attack on a nuclear installation. We beligve
thai this investigation should esamioe the physical raobusiness of installations againat
such attacks as well as the potential consequences of an atlack in terms of the
smaunts of radioactive material liable to be released and its effects. (Faragraph 131}

It is for POST to take its own view on whether to undertake any investipation and the
Government would co-opeorate to the full ¢xtomt possible. Howeover, much of the
informatipn (hat POST woeuld reguire o underake the propesed investigation into the
physical cobustoess of imslallabions against atlack o not in the public domen. The Dhinector
of Civil Muctear Sccurity docs not permit the disclosure of information relating o the
physical struciures of installattons that t5 potentially of use of 1emorists,

The Government has considered the valncrabilities of nuclcar instaliations and the
consegueences of & terronst aitack, [0 has inhiated a3 mugor programme o activitics to
radice the volnerabilities and serempthen the arrangements 1Or consequense mansgement,

Civil Contingencies Secretariat

28, It is a matter of regret that the CUS was not able 10 respond more paslitively and
energetically to the events of 11 September. Instead of using its unfgue position at
the heart of Govermment to lead a strategic response it seems to have become bogged
down in the details of the plans of individual departments and the relationships
between them. [nstead of being the solution to the habitual ‘departmentalism® of
Whitehall, it has become a casualty of it. (Paragraph 153)

The Government is disappointed that the Committes has failed to eecognise the energy and
exceptionally hard work that the CCS put in afier 11 Scplember, in co-operation with
departrnents, Wdehverthe Government s bigh-level obgective of making the country better
prepared to manage the consequences of catastrophic incidents.

The CCS 15 a Cabinet Office Secrciariat and s Fangtion is 1o support and co-ordinate the
collective effart af Mimisters and thear Deparicnents 4 ensore that the neeessaoy plans and
capabilitics are in place should such incidents take place.  The collective efforl ca-
ardinated by the CO8 over the past year hay improves our state of readiness in numerous
ways., [for exarnple:

» @ dedheared ensis co-ordinanen ocatre has been created so that there can be a
seamless transsion under Home Secretary chammanship from the preventalive
pliase of A poetential perromist threat o the management of the consequances of an
actual cvent;

» alengside the existing machinery tocused on foreion and terrorist threals, OC8 15
now worlang systematically vath departments to assess he implications on
pobential domeste disouptive challenges so that Ministers are enabled to consider
preventative of amehoratyve measures before crses develop;
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+ now command and control amangements have boen introduced for London, with 3
higmeed” level police vontrol, and government co-ondination agreed with the
b avyor,

+  the procurement process hus boen launchesd w ensore il compatibi ity between the
COMMUDICALTGN Svalern of the ermergency services.

Under the guidance of Sir David Omand, recently appointed to the post of Security and
Tntelhigenoe Co-ordimator, the CCS 15 improving s ability w develop the UK's tesilicnee
I desruplive challempe theough wotking with others oo anticipabion, prepamabion,
prevendion and resolution.  The OCS is now organiscd arownd three core functions:
asscssing potental challenges, managing the domestc impaet of cnscs, and mving
axsurance that deparmental plans will impeeve the countey™s vwverall capebility w prepare
tor, withstand and recover from disasters.  This effort will, in the future, be driven and
overseen by the new dMimstenal Group on Besilience and Conscquence Management
(IHIB{ITHE ).

The Civil Conlingencics Scerctariat (CC5) will be placing additional emphasis an
invelving lecal authomty emergeney planners and local authenties in order 1o ensure that
the LK s vontingency planmmng s as mbast a5 possble. The Secretanal wall work o build
sucoessful and muteally beneficial relationships with local authorities.

Emergency Flanning Review

2% Ten months have now passed since the ferrible anacks of 11 September and
nearly & year since the publication of the emergency planning review document. We
belicve that the Crovermment has had time enough 0 address the issuwes raised by the
review., It should now a5 a maiter of urgency publish s proposals for civil
contingencies legislation, with the explicit aim of Introducing that legizlztion in the
200203 parliamentary session. (Paragraph 158)

The Government shares the Committec's regret thatl the timctable of the Emergency
Flanming Review was delayed by the necd to respend immediatel y and efectively to the
events of 11 Scprember. Al the same time, ehe Commitlee’s Repon, and much of the
cvidence received by the Commuttce, highlights the many complex issues involved in the
reform el comlingemey planmng and response amangements, It alse makes clear the need
to involve all the many wilercst groups mvalved m develaping a clear wnilerstanding of the
135108 and the proposals for their effective reselution.  Thae is (e basis of the work now
underway 10 poepane the ground for new legislation inthis arca.

1t is not the pracrice of any Government 10 make 2 firm commitment o the introduction of
any individual piece of legislation in a particular session peioe t he Queen's Speech for
that session. The GDovernment's position comains that it will imroduee new legislation as
w0 35 Parlionentany iime allows.

Role of Central Government

0. We belicve that there should be national perfyrmance targets for local
adthorities® and other ageneies’ emergency plans, We accept that there may be
difficulties in imposing such targets in the absence of a statutory duty to prepare
emergency plans. We recommentd that onee that duty is in place targets should be
imposcd and performanes againsl them monitored. Tn the meantime we encourage
local authorities and others to lntroduee such targets on a voluntary basis,
(Paragraph 161)
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The Grvernmer! 18 pprateful foo this advics, and recognisey thar i 15—in broad terms—
consistent with good management practice. We would alse encourage local anthorties to
note the advice, The moorporation of this mechanism into the swanaony cetorm of civil
emengeney planmng mechanisms will be gven careful consideration.

31.We believe that cansideration shoold be given 1o the altcrnative proposition that
the Goverhment®s role bn aIl emergencies which make & eall on centeal government
fincluding the more frequent and Jocalized emergencies) should be eo-ardinated by
the ceniral coordinating machinery whick would have to respond to a mafor
ecncrgeney. This would be [or iwa prinelpzl reasons. Firsily, as we have already
discussed, the lack of clarity amongst pon-centrsl government ageneics as ta which
department is responsible for what, is one of their major complaints. They believe
that they peed a single eentral ¢o-ordinating hady; in ¢ther wards 3 onc-stap shop.
Secondly the experience gained by the offlcials in such £ body from dealing with
smaller zcale emergencies would be of hupe help to them if they ever had to deal with
a massive disaster capsed by s terrorist sttack. (Faragraph 173)

i 24 Julv, the Home Seceretary wrote 1 the Charman of the Committee.  He sol ont the
cruteorne of recent work on lead pavernroent deprartoents.

Singe || Seplember, the main foows of 1the CCC has been wo check and confirm the
counley’s prepacedness for an exceptionally semous ar widespread Jisaster than could
lead w massive devastation and widespread casuiliies and tatalities.

Bur in “normal™ bmes, most emergencias are handled at the locad lewve] by the
chergency setvices and by the appropriate local authority or authorities with no direct
involvement by central government.

Where central govenmment does beoome tnvialved {hecause the incident 15 of such a
scale of complexity as o require contral co-ordination or support], it 1% essential thar
il has been establizhed in advance which department 15 1 the lead.

All govermment departments have a responsibilicy o plan, prepare, train and exercise
for handling incidents and emergencies that maght ooour within their ficld of
respongibility. They will ke vo the leadmgy cole on behalf of centrad povernment in
manaping the initial respense to acnsis, miti gating its immediate offoets and eroanising
the development of @ recovery plan,

The CCC has hiad atgpsto-date list of pre-nominated leads prodoced inorder to reflect
the devolution scttlenpent; the changes to the machinery of povernment made by the
Frome Mimisier sinee the meneral election; and meiloms which were not coversd m the
garliet Dcofimg wenlr Disasior puidatcs document.

1 hivves placesd o copy al ths st o the bramy of the Hoose expla oimg the reles of Tead
powernmmien depactiments and the Covil Contmpencies Seceelanal.  Thas information s
also avaikable on the Govemment web sitc www ukresilicnee. info., '

The paper deposited In the library expliins the cole af the OCS as follows,

'"The Civil Contingencies Sceretariat was not set ap, aned nor s 0 mesgureesd or des pmast,
to manage all enses. The COS% role, under the leademship of the COC, i o provide
the central focus for the ceoss-departenental and cross-agensy commiitmeont, ©o-
ordination and co-operation necessary if the UK is 10 deal effectively with disnuptive
challenges and criscs.  This focus goes beyond first response end consequence
management and applics (s vur systerms T identitying new challenges, for assessing
risks, lor anticipating, planning, prepanng and cxercising forcnses, forbuilding op our
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resilienee to themn, and for systemaetically applying the lessens leamed from partieular
mcidents.

In the pvent of an emergency of g scale, or of a kind notificd by the lcad govemnoent
a5 requiring cootral imvelvenent, CC5 wiall engape 108 way despme] (o cnable the
department *s Ministers and senior official s to concentrate on strategic decisions. Kev
objectives will e smooth wotking between organizations and seamless transition to
centeal co-nelimation Wreguieed. Working verv closely with the department concerned,
the OCS will:

{1} provide an assessment of immediawe needs, and support their provision;
(11} eslablish poessible soenanas un to worst case and plan for sealing-up, logistical
matapement and exil,

{111} ensure that the contme and ether interested departments arc kept informed oot ave
prepared toenpagae;

(iv) help esiablish siruetures, rhythms, routines and data flows lar managing the
responsc—in particular facilitating augmentation of the depantment’s resoutces
antl pubhic miprmation sesiems;

{¥} connect the depanment with agences abte to provide specialist advice and
informaation:

fvid deende whether and when to appreach the Chaimman (o oonvene a mecting of
COC, thereatier peoviding ongoitg support foorm the centre.

I all Wy wark, the CCS stans from the premise than the abiliy of central govemment to
imanape effectively nur nalioona] capacity and capability ta deal with disruptive challenges
is a vital component of cahancing the country” s resilience.  The Secretariat therefons will
sceh to work 1 glose paoinership wih tewd departments, helping them te:

{v1i) cnable and protcct their own decision takers;
(vind develap their own cady waming sysiems;
(1%} prepare plans amanst vaogus evenioaliiesy and make sace those plans are propecly
integrated with thase of ather departments and apencies;
{x} identify the training and exercises needed 1o test the plans and enable cantinuous
TMProY emients:
()} buwild up the aecessary manaeerient and professional cxperlise (o0 maintain and
activale the plans and to kaow where bo tuet for teinlorcenent and aupmentation;
(a1} |camn, and sharc their leaming, with ather depanments

The Uovernment stands by the division of labour between depariments and the centee, but
it recomnises that the CC% should do more to cxplain its role (0 non-contral gevemment
apencies. 1 also shares the Commilted®s vigw thal CO8% staff wonld benelu from trainimg
and exercise programmes that exposed them to the handling of lecal emerpencies and
brings them into closcr contact with colleagues working on emergoncy planning and

management al the local level,  This will be taken mto aceount in planming the cross-
Guovernment exercise and Iraining proweommes.

32. The proposed Civil Contingencies Bill will place a statutory duty on Local
guthorities and other local agencies to have in place civil contingency plans and will
reguire those agencies ¢ co-operate in the preparativn of the plans. Central
governmenl shonld be prepared o accept a sindlar responsibillcy. To do so will
require not only contral co-ordination but also central enforcement. (Parapraph 1763

Az yet the Govermiment has made ne decisions on the eontent of'a Bill, However, the work
it has sct in hand to prepare the yround for a Bill includes doterrmiming the retative roles and
responsibilitics of govermment 81 the local, reponal and cemtral levels.  Setting the
beprslative position aside, the Guovernment aceepts that civil protection is one of its



¥

Fundamental eesponsibilities and that is why it gives such biph paarty t being peepared
to deal with disaster whatever the cause—natural, accidental or termorist.

33, We believe that the CCS should ke renamed the Emergency Planning Agency
(ar Centre); it shavld be given a clear role as the public face of the Govermment’s
responge to emergencies; it should be & one-gtop shop for government assistance and
support to Incal agencies in the event of an emergency; and it should take the lead in
co-ordinating central pavernment®s response to massive and cross-departmental
¢mergencics. [t showold have adequeate resources and authority to carey out LS (Erms
of reference. (FParagraph 1813

The eo-otdination of the Governent's response o major, cross-cutling clvil emergencies
15 led by the Civil Contingencies Commuttee, chaired by the Home Sceretary, and supponted
by the ©C3. 1 has tbe authonty of the Prme Minister and meludes cvery deparment
involved 1o the managamen] of a major crisis.  The Commiteee has access e all the
‘regsources and authority nocessary to resolve a crisis,  Its purpose is long cetablizhed and
well recogmised as the foows of Govermment's ¢ivil emergeney management.

Lacal agencies have strong links with their sponsoring Govermment departments, which are
tamiliar with their busines: and through wineh they can roguest help quickly, lna major
emergency. departments can also wse the Clvil Connngemeies Commatieos o seek Tesmrecs
and suppwort.

These arrangements have worked well for many wears, and they bave beon reviewed and
updated in the light of the events af Sepember 11,0 The CO8s inbeenal struciure and the
committess thal it supports have beon simplified and strcamlined.  The Government is 1ot
complacent and will contimue o keep all these amangements wnder review. However, it
go¢i no puepese m changing the Secrelacat’s title.

34, We believe that such an organisation will require strong and dedicated political
leadership. We believe that Ieadership should be provided by & Cabinet Mindster.
We are not convinced that the Home Secretary, given his many other responsihilities,
is best placed to deliver it.  (Farapraph 182}

The Goverrnent does oot aceept this recomimendation. The Home Seeretany has
responsibility for the security of the citizens of the UK and chairs the Civil Contingencies
Committee,  He has the collectivie suppott of Ministers from all Deparmicnis.

A5 We weleame Sic David Omand’s appointment and 1he bringing tagether of
Intelligence and conseguenes management which it implies. {Paragraph L83)

36, We believe that Sir David's new post will give him 2 unique opportunity to
reinvigorale the central government machinery for coordinating and direcdng
national security and conseguenee management lunclipns. (Paragraph 184}

The Government notes the weleome given tw the appointment and rele of the Seounty and
Imelligence Co-ordinator.

Mutual Aid
31, Werecommend that the Department of Health and the Five Service Inspectorate
ensure that their wark (o provide mutual aid and reinforcement on a national bazis

Iz completed by the end of the year. (Faragraph 195)

The Ambulanee Service Asseciation is cumrently working 1o develop a natienal dectripe
and a standard pre-hospital approach o CBRN incidents and intends to complede that lask
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before the end of the year  That appeoach will be based an defined mutual atd
arrangements.  The Department of Health wilt monitor progress.

The Qffice af the Depuly Prime Minister {(HM Fire Service Inspectorate) are laking
larward, i discussion with the representatives of Fire Authonties, the development of a
national muual aid agreemcnt, with the aim of coneluding this by 31 Decemher 20032,

Communicatans

38, We are very concerned that the communications syatem which would be used
in the avent of an emerpency bave unknown but potentially Tundamental
vulnerabilities. We note the lack of confidence in the relizbility of the Government's
Emergency Communications Network. We rocommend that an urgent review is
conducted into the potential vulnerabilities and reliabilicy of the communicadon
networks which responding agencies wonld have to rely upon in an emergency.
(Paragraph 199)

We wrlcome {he decisions by the CGovermment ¢ ensure interoperability of
communications between the concrgency services and ather vesponders, ineluding the
military, although we believe that this resuit could have been more effectively
achieved by earlier coordination between government depariments and the services
concerncid. {(Paragraph 204)

We recommend that Airwave and the other compatible npew systems should be
included in the review into communications resilience which we recommend. Any
coniraet catered into for the procurcment of these Syslems must guarantee 3 robust
level of resilience throughout all paris of the system. (Faragraph 205)

The Government notes the Committee’s concer aboul the Emergency Cottmunications
Network, In view of the importance of effcetive communications, we arc sceking further
miormation o the LGA pn the weaknesses they pereeive in the systemmn, Ltheir ¥iews on
why these occur, and on means of enhancing the system.

Working with the government departments concerned, and the emetgency services, the
Civil Contingencies Secratariat ca-ardinated the developmient of an agresd gperahonal
requirement for radio interoperability between the emergency services and for resilience.
Cross-service agreemend on s requirement 13 fundamental to effective co-operative
winrkirys bistween the semvices.

The Home Offiee, the Office of the Deputy Prime Mimister and the Deparment of Health
hawve {wlly supported the co-ardinatmg rmle of the Cabimer Qffige Civil Conlingencics
Secretariat in securing agreement on the appropriate level ot interaperability hebween the
CTRETEENCY Semvices” radio systoms, in order to handle post-11 September seenarios. The
MU bas also supported this work with the objective of ensonmg wader interoperabiliy
during civil emcroenaes.

The agrecd roguirement for intcroperability and resilience forms the basiz of the
performance specification with which any bidder must comply before any future contracts
fvr wide-srea radio systems can be lel by the emerpency secvioes. [ does il specify a
tachnical standard nor limit it to the product of a particular supplier.

MmO2"s Alrwave service has been developad to meet the requicements of the police
servioe, 1t is also available as an option which other emergeney services miiehi choose W
provvicds: ther radhs communications. But whether or not they adept this opiien will depend
o the purcerme ol technology-neutral peocuranent competitions which ke aceount of the
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extent Lo which propased soluticns meet heir reguirements, and costs. Mo final decizion
has been taken,

All emerpency service radio syslems will nead to provide a robust level of interaperabilicy
and resilicnce theoughout all parts of the system,

The Private Security Indusiry

39, Ve believe that there is an opportunity to increase the involvement of che
private security sector in counter-terrorist reinforcement. But this should only be
done in step with the raising ¢l standards in the industry, 1tis disappointing that the
licensing regime for the indusiry will nat be introd wecd befere 200405, 1f the private
security indusiry and §ts staff are to play an effective role they will noeed the
appropriate trainiog. We Iook to the police and the private security industry jointly
to hring forward detailed proposals as a matter of urgengy, for consideration by the
Home Office apd the Securily [ndustey Authority. (Faragraph 212)

The Gervernrmert ceoias the views ofF the Oommttes

The Government agrees (hat any moeves o whbise the resources of the povate séounly
irlustry in the Tight against lerror sm should be inade within the context of'a regulated and
increasingly prafessionalised mdustry. The Sccurity Industry Aathority, which will come
into being an | April 2003, will lead on the raizsing of training and performanee standards
1 the industry withan the reelatory rameseork, estgblished by the Poovate Secunty Indusimy
At 20010, The A uthenty will alzo peovide anew framework under wihich the indusioy, the
police and other stakeholders can better collaborate and cxchange ideas and propozals,

The puarding sectoe al the indwstey appears to after the most likely potential suggesied by
the Committce, and 12 the second of the Authority’s planncd iranches of regulation,
heginning i 206,

Military Support

40}, We cannot understand why 2 process which was planned to be completed by
April has in fact ogly entered its consultation peried in mid-June, and seems unlikely
t¢ he completed until late autumn at the carliest. (Paragraph 221)

Al the evidenoee session on Wednesdey |3 Februany 2002, the Bamector Miliary Operations
indscaterd that “in would be gquite wrone, anhl we have amdocted the consullaton progess
with emplovers, with the TA, wily the ¢hain of conunand and other interested bodies, ta
g Aom om what the eventual findimgs [of proposals fir the reserves within the SDRE New
Chapter] miapht be” [ (e fiest SDR New Chaprer discusseon papee, published oo 14
Febroary 2002, we asked, amongst other questions, for views on whether there were
additional or enhanced roles for the Reserve forees, The views reecived were then added
tor ncdess beang penerared within the MO Gnelwding by Reserve officens) to form a sones
of detailed propasals. These were published in the second dissussian paper an 12 June
2002. Inorder to allow these to be discussed widely within the Eeserves comimunily this
discussion porod was 3ot for the summer penod, when many Rescrve wnils come wegether
tey unelartabis sheur anmuoal treining camps.

41, Lt is not ¢lear to us how the MOD will ensure that the necessary skills and
training for ¢ven these tasks are to he found in a volunteer reserve force of 500
persons por region and only 5 or 6 days iraining a year. (Paragraph 132)

The MOD Discussion Document provides o spmificant amowmt of deta]l oo the
enharcements proposed b existong MOD arrangements. A recommendation o the MOD
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to deploy a Reaction Force would be made by (he regional commander, who would
cxererse iz judgement as to which ot the forees al his disposal, including the Reaction
Furce bul wlse Regular Forees, best matehed the reguirements of the situation.

In priot planning work, Reaction Forec capabilitics would be matched to the particular
needs af each region, through diseussian with lead local c1vil agencics including civil
police commanders, and may therefoce inclode pacticular specialisms 1f required, But a
subslantial element would be personnel prepared to carry out a wide range of peoeral
duties, both before an ineident and in consequence management tasks if necessary after an
iocident has ansen.

Local civil ageneics including the police will retain the lead in responding te an event. The
Armal Forces would provide support from resources available at the time and in particalar
lor aspects of the problem lor which the Anned Forces oce pacticelarly suited,
Enhancements to the arrangements for lidison with civil agencies in the regions are autlined
at paraeraph 12 of the Discussion Docoment, They are mentioned, with approval, by the
Cornenitied ol paragraph 237 of 1t Repart. It s essentpl in considenng the Discussion
Document and the fulure deplayment of the Armad Forces in suppord of the civil power
that these arrangements are not overlosked.

42. We belicve that it is irresponsible to offer 1o put valunteer Reserves into such
a situation withoul also explicitly providing for their protection.  (Parzgraph 235)

As paragraph 15 of the Discossion Docomnent makes clear, “Reschion Forces would
encommpass the capability 1o act in chemical, biological, nuclear and radiological conditions
W neeessary.”

43. YWe recammend that MOD publish cstimaied costs of the Resernve Reaction
Forces, Including ilustrative costs far thebr deploy ment, and Indicate where if¢xpects
these costs 1o fall. Without adequite information on the level and attributlon of costs,
il will nat be possihle for Jocal autharities and others to include the Reserve Reaction
Foroes in theiv plans, (Faragraph 236)

The MOD will fund fram within the Defence Rudpet the cosis of providing the enhanced
Reserve Force capabilities idemtified wathin (e Discussiot Dacurment.

The Crovgmmment will continuy te draw the distinetion belween circumstances m which
corsts will he waived, and circurnstances in which they wall nol waived. Chenges will ned
be made for a rapid response, when lives are in imminent danger, ifrelevant Anmed Forces
resourees anc available,

Civil authorities can already gaupge the approximate cost of deploying the Armed Forces
(sce Ev 131} Further information can be provided at their request for contingonoy
planmipg porposes. thawgh moch woeuld e dependent upon the assumplions made about
the curcurnstances of the deployment.

44, Provisionally, we welcome the thrust of the proposal insofar as it gives hack to
the Reserves arole in home defence. We also welcome the proposal 1o establish single
‘joint* points of liaison on all emergency planning matters in cach military region,
We do not, however, believe thal these proposals excuse the regular forces from being
considered for an additional role. (Parapraph 237)

The Govemment welcomes the Commattes's suppor for the praposals for the ereation of
Reactivn Fuerces from the volonteer Reserves, and for the appointment of Joint Regional
Liaison CHlicers.  The consultation process tinished on 13 Scptember 2002, and we are
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now anaivsing the many inpots received and developing the prapasals in the hight of those
Comments, prior to reaching and announcing to Parlizment, our final conchusions.

The creation of the Reactiom Forees wonald non imany way ‘excuse the regular forees from
being considered”.  The regional commander would use the most sppropriate militacy
capability under his command to respond to any request trom the civil authordties,
inglucdimy available repular forges.

45, We belleve that the SDR New Chapier should inelude 2 commitment 1o making
available, In the context of a terrorist incident, cortain capabilities From the regular
Armed Forces. These might inctude specific capabilitics—{or example in the CBRN
Mcld—on a naticnal hasis as well 25 more gencral assistance at 8 regional level. The
commitments from the Reserves and Reguelars taken together shawld mest a5 Par as
possible the skills and capabilities reqguired by the civil authorities, who should be
closely involved by the MOD in identifying those skills and capabilities. (Paragraph
2440)

The Governren's pasitian on the use of the Armed Farces iohome defenee and secenly
was outlined in the Strategic Defence Roview New Chapler published on 18 July 2002, In
particular; "We have made clear that we are not going to allow threats at home 6o te ap
sigmificant nurmbers of our high readiness Amned Foreess and prevent us from acting
abroad.”

The el authonties have pomary responsihilily for home defence and secunly.  The
Anmed Forees wauld sopplertent and suppoct the civil authomties bl the latter relan
responsibility for undenaking the necessary tasks. Therc is no imenticon W restoeciure the
Ammed Forees, ot change their role, i order to provide capabilities alrcady provided by the
civil authonties.

The Committes will, however, be aware from cvidence provided by the MO (Ev 29,
maragraph 17T Qw450 0 456 and Ex 1003 that suppon s already provided in the CBREN
ficld. It is in the mature ot the way in which the Department responds b requesis for
assistance that all support is i effcet provided a1 a national level®, thowgh this does not
preclude reioreal Tiaison.

The s5kills and capabilities that mught be provided will thus be those available fram the
whole of the Armesd Forees,

a0, We recommend that the YO Identify what provision of aiclift capacity, hoth
fix-wing and rotary, can be commitied to the response to a majar terrorist incident.
{Feragraph 141)

P MOD airif capeeity 15 permancntly eommuited to the response to a major terrorist
ngiglent. The Armesd Forces' aichft capacity, which combimnes Beth melitary aurcraft and
el awgradt on gonbract, 15 desipmel W enhange the ahiicy of the Armd Forees
undertake the full range of theie onissiens al home and abroad, meluding 16 tis contex,
Missiens toe pre-empt werrorist attack s withio the UK. 1fcivil authorities have a requirement
for an airlift capacity within the UK o can be provided theowgh eivil resources withoot
dezruption W the miditary capabiliy and the missions of the Armed Foeees.

Military Civll Liolson
47 W regret the absence of any reference to the contelbution of Armed Forecs in

the Emergency Flanning Review consultation paper and the failure of the MOD o
engaye in the consultation process. (Paragraph 244d)
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The MOD did enpage in the Emergency Planning Review, before during and alter the
consultation process. B continees to be closcly engaged in the process resulting from that
Review,

The MOD isnot responsible for civil cmergency management. Consequently, they did not
featore moa document designed o seek views on enhancemenis 10 those mechanisms.
Clearly the MOD, a8 part of the Government, soppors the need for very sigmifcant
improvements in the civil emergency management mechanism, especially at the repional
and local lovel, and consequently supports the outcome of the consultation process
ompleted in March

48. We believe that Joint exercizes beoween the Armed Forces and the emergency
services should be increased and should include other apencies as well. {Paragraph
243)

The Government recognisce the need for zome cnhancement 0 Armed Forces lisizon and
the MOLY hay annoonsed 1t intention W appoimt Jant Begional Lisgson Officers, as single
Yol pounls of hasan on all anergency plansing imatlers within cach rruluany regon.
Thesze appointments will elarifr the co-ordination arrangenicnts.

The OGovernrent supports the prnciple that alk ealevant apencies should be involyved 1o e
CXNCOCISC programme,

Chemical, Binlogiesl, Radialogical and Nuclcar.

449, We welcome the proposed creatiom of the Health Protection Apency.
(Paragraph 256)

The Govemment weleemes the Committes's endorsement of this Agency, which will alfow
for the re-depleyment of unding 1 the font-line services. By bnnging together the
varinus agencies and fromt-ling stall, the Ageoey will be botler oquipped to deal with &
range of emergencies, and provide a comprehensive, unified national responge.

50, We recommend that the Government report propress on the PCTs preparation
of ¢mergency plans and the arrangements for including the ambulance service in that
process in their response lo this report.  (Paragraph 259)

Work has heen processding through Begional Dhireetors of Public Health and Regional
Health Emerpency Planting Advizers o agsist FCTS o develop appropoiate evnerpency
plans. This is being monitored by the Depanment of Health,  The progress has been
hampered 1o speme areas by delays im Directors of Public Health comirg inta post but is
geherally on sehedule. Regooal § lealth Emergency Plannmg Advizess work closely with
their counterpants in the Ambulance Service and work collaboratively in planning and
ausessmg plans.

51. [f ambulgnee and fee crews are expecied te respond toa CBRN incldent, they
must have the necessary training and protective cquipment.  Now there is a regl
threat of a CBRN antgck on a scale not previously planned for, the Government must
provide the additionat resources needed. We were pleased to hear that progress was
heing made with 1he introduction of praperly consiructed decontamination Maeilitics.
We look to the Government o cizure that the resourees are avallable to build on this
heginning (Paragraph 263).

The full additional ambulance service costs associaled with developing and mainiaimng
preparesdness for CBRN metdents can only e quantificd when the national doctone has
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been fully establishesl, The Department of Health will constder funding requesis when
s cosis bave beent identified.

The Gowviermement agress with the Committee on the nesd for effoctive taining and
protective equipement. Additional resources have been made available for this purpose,
DH made available £35 milkion for procurement of personal protective equipment (PEE} andd
raining inits use, and decontamination unis for Ambulance Trusts and major accident and
emergeney hospitals throughout the UK. For largeseale meoidents, DH has agreed a
Memarandun afUnderstand ng with the Fiee Soemvice ta provide s deconlsminanon semaee,
DH has also been developing education and training progranunes to impaove capability
of MHS staff o respond o0 CBREM neidents,  The Commutee will be aware that a Home
OiTece Pobice Traiming Lnie has been established, eo-located with the Defenoe NBC Conire
at Winterbome Gunner. Personne] fram all the emergency services attewd courses al this
cenbre,

As part of the work to improve the UK's resilience o a range af threats, including CBRN
related incidents, a cross-government decontamination steategy is being prepared. Onae of
the work streams within the stategy isto producs agreed gh level puidance on procedures
for dewontamanation, The guidanee will spegily the roles and respensibiliics of the
eInErgency setvices, local authovities and othets and 15 intended w0 provide a comnman set
of principles, cstablish commeon terminoleey, and a sharcd and apreed understanding of
stakeholders’ meles and responsitlities.

The Government docs not accepl that there is “a real threat of a CBEN attack on 4 scale not
presnowsly planned for'. Bul the Government vz equslly aware thal there 15 always room
far improvetnent in the state of preparedness and a geeat deal of wark has alreaty been
undertaken to enhance the existing mechanisms.  This work will contine.

32. We belicwe that the Government showld reconsider its policy of not providing
infarmation on CBEN countermeasurcs.  We believe that the public has a right to
know, to an Indicacve level at Tessr, what provigions the Govertienent has enade for
its protection. We are not persuaded that such information would materially ascist
terrorisls. {Paraypraph 267).

The Department of Health hus cxplained publicly that o holds strategic levels of a range
of medical countermeasures foo different biole geal and chemical ingidents, Howewver, we
consider it inappropriate to give more detailed information on the rypes or level of these
countermeasures, Gur policy on providing limied information on  medical
counterrieasures 15 also n accomd with the approach comently taken by our EU partners.
General glidance congerming the Public Health response to smallpex and other biological
apents was sent i Public Health physicians n1 Cetober 2000 and s new available on the
DH website at: waw dob gov ukiepou

Rcginnal Co-ardination

33. A major responsibility will fall on the Regional ¥irectors of Fublic Health to
ensure that FOTs have adequate emergency plans in place by October 2002, and that
these have been prepared in co-ordination with other ageneies, including in particutar
the ambulance serviee, {Parspraph 273)

Regional Directors ot Public Health and Regional Health Emergency Planniog Advisers
have played a crucial role in ensuring that PCTs bave adequate einergency plans in place
by Cotober 2002, They work as part of a whole systems approach that links with the NHS,
the proposed Health Protection Agency, Local Authosities, Ambulance Seovices and other
Emergency Scoviess. the voluntarny scetor and other apencies and interested hodies.
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54. The Government cleayly expects the regional der to play a signifleant role in co-
ordinating emergency planning and consequence management. (Faragraph 275)

The Govemment believes that there is an imponant role for the Govermment Offices in the
Regions, where Regional Drirecters of 'ublic Health will be based, to play in joining up
departmental emergency plans at a regionat level and assisting in improving propancdness
for wide area civil contingeneies. Work on develaping the details af this rele will be
taken forward in cansultation with lecal authorities, the emergency services and ather key
repional players on emergencics,

The Scottish, Welsh and Northern Ircland Assemblics and Executives already play an
important rele in managing civil cmergencics.

55, There may be role for a regional tier in astisting with the ¢o-ordination of the
response o a civil emergency of wide geographical ¢xtent.  Butl we helieve that a
mutjor terrarisl incldeni will require the direct and continuing invalvement of central
governnient including direct and close communication with the lecal agencies. If the
{rovernment believes that its contribution can ke best delivered throuzh GORs or
other regienal agencies il most ensure that thedr offords are co-ardinated with and
supportive of the work ol local and émergency agencies. [Faragraph 279)

The Government agrees with the Committee’s comments on the need for direct and close
imvolvement of central povernment with local agcncics during a major terronist incident,

ft is not intonded that Govermment Offces in the Regions should derect or lead the
respnie 10 major incidents.

Resources and risk management

56, As time passes and the memories of even such a terrible events as the atacks of
11 September begin to (ade, the urgencey of the prioricy given to {ssues of defenec and
seenrity may diminish. There {5 a0 inereasing lemplalion to impose & conventional
or historiz template an the respanse (o 2 radical new threat. (Paragraph 283}

¥ recommend that the Government, perbaps through the Cabined Office and the
C 5, publishes an annual report on the measures taken and the expenditure incurred
in respect of home defence and security. This report should bring copether the
contributions of all government departments and other eelevant agensics and inelude
reporis Mvom the devolved administrations. (Paragraph 284)

We believe that our recommendations for ak annual pepart on seeerlty will give the
Government a regular apportonlty to set ol its sirategy for delivering home defence
and secwurity in the UK. (Faragraph 293)

The Govermnment rccognises the impertance of maintaining vigilance and of keeping
Farhament and the public fully informed of us cffons to scoure civil protection and
security.  Thus 35 why on @ September; o published * The Uhited Kingdom and The

Cumparorn ayairst Sudernatinaal Tereovism, freogress Beport’.

The Government w11l continuwe to produee such reports as znd when it belicves there is a
nced and believes this is the best way af demonsteating the commuilment angd vigilanee and
of secunog the tremsparcnesy the Commiltee secks,
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Infarming the Public

57. We believe that security against terrorlst attacks in the UK could be improved
hy constructive public invalvement, {Paragraph 25§)

TheGovernmentagrees. The public contribution to the fight againstinternational terrorism
15 already of wreat imponance, and that Gght will only be won through constructive
SO bulinnd Iromn all quartens.

It 15 important to ensure that the methads wsed to encourage public invelbvement arc
thermselves carefully chosien and construcieve, and that they do notl add onmecessanly to
public disguiet, or imply (hat safcpuards arc not already in place. The Government
repapmises the importance of keeping the pubhbic mformed, reassored and engeaged,

38, We understand that there is information whose public disclosure could be of
material assiatance to the potential terrorists. We have cvidence, however, which
suggests thal the Governmenl takes refuge in that grpoment without always
examining it a5 rigorously as it should. Eaformaiion should be withheld from the
puklic only where its publication would pive rise to a specific and identifiable risk.
(Faragraph 291}

Thy Govemmeni shares thye Commead tee s evecdent frpstration that more infomation cannot
be shared openly with the public.  [Uis, howewver, all the more important, given the threat
from intermational ermoresm, e ensure that our ke capahbities are propecly protecred.
liternatienal terrorists can aceess any apenly published intormation. The eisk of useful
information reachine the werorist showld, therefore, be kept to a8 minimum.

The Government has provided the Committee with all the information it has asked for,
whilst indivating that samue of the information musl e kept conbulential. We are grateful
for the Committee's continued oo-operation in this mattet,
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